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I'maBa 1. Bsenenwue

1 BBepeHwue

LS HWI11 sBiasiercs: nporpammuo-anmaparuoit peasmsarueit OO0 "JIMCCU-Codr"|[1]
craggapra PKCS#11 API [2], monosHeHHOT0 101€pKKOi pOCCHICKIX KpHIITorpadute-
CKHUX aJITOPUTMOB B COOTBETCTBHUU CO CHEIU(PUKAIUSIMHI, BEIDAOOTAHHBIMEU TEeXHUICCKIM
komuTeroM o crangaprusanuu (TK 26) "Kpunrorpaduuaeckas sammra nadopmanun" |3,
4].

[onmepxkka anropurMoB poccutickoii kpurnrrorpaduu B LS HWI11 ocymmectsisiercs ¢
nomortpio kpunrorpaduieckoro syipa LISSI Crypto Core. LS HW11 asastercs xpoce-
1aTOPMEHHBIM TPOJYKTOM U TO3BOJISIET pabOTATh C HECKOJbKUMU TOKEHAMU, UCIIOJIb-
3ysl NX KaK yCTPOMCTBA JJIsT 3aIUTIEHHOTO XPAHEHI CODCTBEHHBIX 00beKTOB. OT TOKEHOB
U UX POJHBIX OMOIMOTEK He TpedyeTcs: MOJJIEPKKKH POCCHICKUX KPUITOIPahUIECKAX
amroputmoB — oubanorekn LS HW11 6epyr a1y mommep:kky Ha cebst, a pogHbe 6uO-
JINOTEKU TOKEHOB UCIOJIB3YIOT TOJIBKO [IJIsl BBIIIOJHEHUS OIePaIlil 3aIUIEHHOTO BBOIA~
BBIBOJIA.

Bubsimoreku LS HW11 peanuzoBanbl Kpocc-1iaTdOpMEHHBIM 00pa30M, TaK YTO OHU
MOryT paboraTb B JiT0OOH OIepaliMoOHHON cucTeme, Tje paboTalT POJiHbie OUOJINOTEKU
TOKEHOB.

OrmanresnpHoit ocobennocteio LS HWI11 sBisiercss BO3MOXKHOCTD 3aIUIIEHHOIO KO-
MIpoBaHust OObEKTOB TOKEHA HA JPYTOil TOKEH (BO3MOXKHO naxke npyroro tuma). HeBos-
MOXKEH IKCIIOPT U3 TOKEHOB 3HAUEHU KJTIOUEl, 3alUIIEHHBIX aTPpUOYTaMU HEU3BJIEKAEMO-
ctu. B To 2Ke BpeMs1, UMITOPT KJIIOUEll Ha TOKEH B COOTBETCTBUU cO cTanmapToM PKCS#11
IPOU3BOJIUTE JOIMYCKAETCS.

Taxum obpazom, cemeiictso LS HW11 mpescrasiser mofHyI0 KPOCC-TIaTGOPMEHHY IO
peaymzanuio mexaunsmoB PKCS#11 jj1s aaropuMoB poccuitcKoit KpUITOrpaduu ¢ 3aliy-
IIIEHHBIM XpaHEHNeM IIPUBATHBIX OOBEKTOB HA PA3JIMIHBIX TOKEHAX, IIPU 3TOM 00ecIevdn-
Basi BOBMOYXKHOCTH 3aIUIIEHHOr0 KOIMMMPOBAHUS 00BEKTOB MEXK/Iy TOKEHAMHU OJIHOTO UJIU
Pa3/IMIHBIX TUIIOB, & TAKXKe IMO3BOJISI UMIIOPTUPOBATH KJIIOUEBOI Marepraj Ha TOKEH.

CrangapTubiit mojgxoj K peaiuzanuu oubsmorek LS HWI11 nospouisier addekTuBHO
HCIIO/Tb30BATh UX B COYETAHUU C M3BECTHBIMEU MOIIHBIMU IPOIPAMMHBIMEU CPEJICTBAMUI

6outee BricoKOro yposasi: OpenSSL, NSS, Java (JCE, JSSE, PKCS11) u ap.

1.1 O630p apxnTeKTypbl

LS HWI11 mpenocrasisier oubsmmorekn PKCS#11 AP, qunamutveckn mogkmoqaeMbre
npuwiokenueM. B cocrase npogaykra LS HWI11 umeercss HecKoJIbKO BapuaHTOB O6UOJIHO-
Tek PKCS#11 API juist pa3im4HbIX U3BECTHBIX MOJIE/Iell TOKEHOB:




I'maBa 1. Bsenenwe 1.2. CucremHubie TpeOOBAHHST

Is_rtpkesllecp — 6ubsmoTeka, paborarorast ¢ TokeHamu Pytoken DIUII n Pyroken
Lite uepes 6ubanoreky rtpkesllecp komnanun "Axktus".

Is rtpkesll — 6ubsimoreka, paboralomnias ¢ TokeHaMu PyToken S yepe3 6HOINOTEKY
rtpkesll kommanun "Akrus'.

Is etpkesllg — 6ubnuoreka, paboratomas ¢ Tokenamu eToken 'OCT uepes 6u6b-
smoreky etpkesllg kommannu "Ajamaua P.J1.".

Is etpkesll — 6bubnmoreka, paboratomas ¢ TokeHamu e Token Pro uepes 6ubinoreky
etpkesll xkommanun " Asragmua P.JI.".

[Ipr HEOOXOAMMOCTH, B IPOEKTE JIETKO MOXKET OBITH ITOCTPOEHA MOIMOJHUTEIbHAs Omb-
JINOTEKa JIisi paboThl ¢ JIIOOBIMU TOKEHAMM, Y KOTOPBIX MMEETCsI PojHasi 6ubImoTera
PKCS#11.

LS HWI11 API sriouaer dyukiuu, onucanuble B crerudukanun PKCS#11 APT 2],
C y9eTOM pacCIIUpeHHsl aJropuTMaMi poccuiickoil kpumrorpadun [3].

CJIoTHI IPOTPaMMHBIX TOKEHOB HYMEPYIOTCS TIOC/IeI0BaTe bH0, Hadnuas ¢ 0. [To ymour-
YAHWIO, KOJIMIECTBO CJIOTOB PABHO 4, OJHAKO 3TO KOJIHMIECTBO MOYKET OBITh NM3MEHEHO IIPU
cbopke OMOIMOTEKN.

1.2 CuctemHble TpeboBaHus

LS HWI11 paboraeT BO BCeX OMEPAIMOHHBIX CHCTEMaxX W Ha BcexX IIaTdopmax, Te
pabotator pomuble bubmorekun PKCS#11 ucrosib3yeMbIx TOKEHOB.

1.3 OcobeHHOCTU peanunsauyunn

B LS HWI11 nomiepKuBaioTcst Bce pOCCUICKIE KPUITOTPADUIECKIE MEXAHU3MBI, OTIPe-
nesiernble B [3]. Kpome Toro, Ha TOKeHAX MOXKHO XPAHUTh OOBEKTHI JIFOOBIX TUIIOB, OIPe-
JIEJIEHHBIX CTaHIAPTOM JIJIsI TIOIEP>KUBAEMbBIX MEXaHU3MOB.

Bcee obbexkter PKCS#11 u ciayxebunie 06bektol LS HW11 xpansiTcs Ha TOKEHax B
criennaabubiX o0bekTax Tuna CKO_DATA. TTosTomy oT pomHbIix OubINOTEK TOKEHOB TPEDY-
eTCsl JIUITD MOAJIepPKKa paboThl ¢ o0bekTamu Tuia CKO_DATA. Tloss3oBarenio 3amperna-
eTcst paboTaTh C ATUMU 00bEKTaMU HEITOCPEICTBEHHO UYepe3 POoaHble ONOIMOTEKN TOKEHOB
BO u30eXKaHne HAPYIIEHUS UX CTPYKTYPHI.

OT TOKEHOB U MX POJHBIX OUOIUOTEK HE TPeOyeTCst MOAIEPKKKN POCCUNCKUX KPUIITO-
rpadudeckux agroputMmoB — oubanorekn LS HWI11 peamusyior 3Ty moIIepKKy camo-
CTOSATETBHO.

IIpusarubie 06bekTbl PKOS#11 xpansarcs Ha TokeHaxX B 3amudpoBaHHOM Bujie. Pe-
AJIM30BAHO 3AIMUIIEHHOE KOIMMPOBAHHE BCeX OOBEKTOB TOKEHA Ha JAPYIrOil TOKEH TOr0 ¥Ke
THIIA UK JlaXKe JPyroro THUIIa.

Bubsmoreku LS HW11 paboraroT TOJBKO ¢ TOKEHAMU, KOTOPBIE IIPOIILIN OIUCAHHYTO
HIKE MPOIEYPY JUIEH3UPOBAHUSI.
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

LS HWI11 mommep:kuBaeT CO3/IaHie M UCIOIb30BAHNE 00BLEKTOB TIAPAMETPOB JTOMEHA,
1pu cuMmmeTpudHoM tmudpoBannu. Eciu npu mudposanuu B kiode 3ajgan OID mocryr-
HOT'O JIJIsl TEKYIIel CeCCuu 00bEeKTa MapaMeTpPOB JOMeHa, TO Oy/IyT UCIIOJIb30BAHbI ITapa-
MeTPbI U3 3TOro oobekTa. ey 2ke Takoro o0bekTa HET, TO OY/IET MPEIIIPUHSATA TOIBITKA
HaiTH U UCIOJIb30BATh apaMeTpsl Jist fanaoro OID cpegu npemonpegeieHHBIX HAOOPOB
napameTpos, 3aanabix B RFC 4357(5]. Takum 06pazom, Ham9Ime Ha TOKEHE COOTBETCTBY-
IOMKUX O0BEKTOB HApaMETPOB JIOMEHA He SBJISeTCs 00g3aTeIbHBIM, €CJIM UCIOIb3YIOTCS
peJIolpe/iesieHHble Habophl apaMeTpoB. 3amerum, uro corsiacio RFC 4357[5], B 00b-
eKTax [apaMeTpoB JOMEHa MOI'YT ObITh 3aJaHbl TOJbKO pexkuMbl mudposarus CNT(0),
CFB(1) mmu CBC(2).

B LS HWI11 B kadecTBe ajbTepPHATHBHOIO BApUAHTA PEAN30BAH TaKKe HECTAHIaAPT-
ubiit Mexanu3m CKM_GOST28147_CNT, mO3BOJISIONINY UCIIOIB30BATh PEXKUM ITU(PPOBAHUSA
CNT c npegonpeiesieHHbIMEU HAOOpaMU [IAPAMETPOB, HE IPUMEHsIsi O0bEKTHI TAPAMETPOB
JIOMEHA.

Bamernm, uro npu mmdposanun B 0j0unbx pexknmax KCB u CBC ucxonubie mgaH-
HbIE JOJIKHBI MIOCTYIATh MOPIUAME, JIJIMHA KOTOPLIX KpaTHa pa3Mepy OJioka, T.e. 8-Mu
baitram. Opranuzalius Ia [JIMHTa IPU STOM BO3JIArAETCS Ha MPUKJIAIHYIO IIPOI'DAMMY.

Jst mexaausmos 'OCT P 34.11-94 u 'OCT P 34.10-2001 paspelaercst HCIOJIb30BATh
TOJIBKO IIPEJIONIPEIe/IEHHbIe HADOPHI apaMeTpoB, onpeaenennbie B RFC 4357. O0bekTh
ImapaMeTpoB JIOMEHA IIPU 3TOM HE UCIOJIB3YIOTCS.

B wmHTepecax momepKKu poccuiickoil peasmsarmuu craugapra PKCS#12 momosHu-
TeJIbHO peann3oBaH MexaHu3Mm CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, ucnoab3y-
eMbIHl JjIsI TeHepalu KJI049a Ha [apojie P BhIPADOTKE W IPOBEPKE JaiiKecTa Xpa-
nwimma. Kpome Toro, mobasien mexanu3m CKM_GOST28147 _PKCS8_KEY_WRAP jijis yma-
KOBKHU W pacnakoBku 3akpbiToro kioda 'OCT P 34.10-2001 nmo crammapry PKCS#8
¢ TOMOIIBIO MHUMPOBAHUST CEKPETHBIM KJIIOYOM, T€HEPUPYEMOM Ha, [1apoJie MEXaHU3MOM
CKM_PKCS5_PBKD2. Mexanuambl CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC u
CKM_PKCS5_PBKD2 MOTyT IeHEpUpPOBaTb HA OCHOBE IApOJId TOJBKO CEKPETHbIEC KJIIOYHU
F'OCT 28147 (32 Gaiira).

Bubmmorekn LS HW11 ucnons3yior Takxke qunamndeckue oubamorekn NSPR [7].

[IpuBaTHBIE OOBEKTHI, XpaHSIIHUECS HA TOKEHAX, MIUMPYIOTCS C TOMOIIBI0 MacTep-
KJIIOYa, MeHePUPYEMOro CJIydafiHbIM 00pa3oM IPHU I[EPBOM JIOTMHE II0CJIe MHUIHAJIN3A-
MU TOKEHa. XPaHSIIUICs Ha TOKEHE MACTEP-KJIOU, B CBOIO O4Yepe/ib, 3amudpoBaH Ha
nosib3oBaresbckoM PIN-koie n Ha cepuitHOM HOMEpEe TOKEHA.

[IpuBaTHasi nadOpMaIUsS XPAHUTCS HA TOKEHE B 3aIllM(OPOBAHHOM BHJIE, OJIHAKO 3HA-
qeHUs JIIOOBIX IKCIIOPTUPYEMBIX O00BHEKTOB MOYXKHO IPOTPAMMHO IOJIYIUTh B OTKPBITOM
win B 3amudpoBaHHOM Buje, 3ajaB npaBuiabblii PIN-kos. JlaHHBI 10XO0M OCTaBIIS-
eT BOIPOCHI GE30IIACHOCTU JAaHHOU mHopMaruu 3a pamkamu crangapra PKCS#11 u
[O3BOJISIET OPraHU30BATh IKCIOPT/MMIIOPT KJIIOUEBBIX MaHHBIX B (popmarax PKCS#8 u
PKCS#12. B To ke BpeMmsi, 3amperieH SKCIopT 3HAUEHU KJI0Ueil, He MMEIOIIUX COOTBET-
CTByIOIUX aTpubyToB /715t 9kcropTa (CKA_EXPORTABLE == CK_TRUE — 3KcrOpTHpYyeMBbIii B
zarmudposannoM Buje, CKA_SENSITIVE == CK_FALSE — HeCeKpPETHBIH, SKCIIOPTUPYEMBbIit
B OTKPBITOM BHUJIE).

Jomnyckaercst pabora nputoxkenus ¢ bubsmorekamu LS HW11 u3 HECKOTBKUX TOTOKOB




I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

B COOTBeTCTBHH C orpanmdeHusimu crangapra PKCS#11. CornacHo cranmapTy, pabora
B onHoil ceccun ¢ pyuknuaMu PKCS#11 He MOXKeT BBIIOIHATHCH IaPasLIeIbHO.
JlomyckaeTcs omHOBpEeMeHHast paboTa ¢ 00beKTaMi TOKEHA U3 HECKOJbKUX IIPOIECCOB.
IIpu sTOM, OGHOBJIEHHE COCTOSIHUSI OOBEKTOB TOKEHA, CO3MAHHLIX, MOAUQMUITPOBAHHBIX
UJIN YJIQJIEHHBIX B JIPYTOM IIPOIECCe, TPOU3BOUTCS TOJBKO B (DYHKIMU MOUCKA 0ObEKTOB (
C_FindObjectsInit) u dbyHKIMKE n3MeHeHust aTpubyTOB 00bekTa (C_SetAttributeValue).




I'maBa 2. OcHoBHbIE CBEJCHUSI

2 OcHoBHble cBeageHus

2.1 CoctaB u cTpykTypa

B cocras LS HW11 Bxomar:

e Is rtpkecsllecp — 6ubsmoreka, paboTaromnias ¢ TOkeHaMu Yepe3 oubsmmoreky rtpkesllecp
koMmanuu "AxkTug".

e Is rtpkesll — Gubsimoreka, paboramiias ¢ TOkeHaMu depe3 oubsmoreky rtpkesll
komnanuu "Axrus".

e Is etpkesllg — 6ubsmoreka, paboTarolasi ¢ TokeHamMu depe3 oubanoreky etpkesllg
komnanuu "Amnayua P.JLL".

e Is etpkcsll — 6ubimoreka, paborarolnas ¢ TOKeHaMu 4depe3 6ubimorexky etpkesll
kommanun " Anaggua P,

e Yruinra KoHpuryparuu pllconf

e YTmwinra KOIMPOBaHUsS 00bEKTOB TOKeHa copy token
e Habop TecToBBIX TPUMEPOB

e PykoBojicTBO mporpaMmucTa

Kpowme roro, 6ubiamorekn LS HW11 ncnosnssyior aunamndeckue 6udnnorekun NSPR [7].

Pomnabie 6ubmorekn TokenoB — rtpkesllecp, rtpkesll, etpkesllg, etpkesll B cocras
LS HW11 ne BXom4aT, OHI IOJIZKHBI IPHOOPETATHCA BMECTE C TOKCHAMH y COOTBETCTBY-
IOIIEr0 [IPOU3BOIUTE/IS.

2.1.1 Bubnuoteka API

Bubaunoreka PKCS#11 API (1s_rtpkcsllecp u T.I1.) J0/2KHA OBITH 3arpyzKeHa [pH-
KJIQHOW MPOrpaMMOil JUHAMUYIECKH, TOCIe Uero U3 Hee M3BJIEKAETCsT CIIUCOK (DYHKIUI
PKCS#11.

Barem BbI3BIBaeTCst pyHKnus C_Initialize, ¢ KoTopoil HaunHAETCsT paboTa ¢ GubIHO-
Tekoit 1o crangapry PKCS#11.

IIpuBarubie 00bHEKTHI TOKEHA XpaHATCd B 3ammdpoBannoM Buje. lannbie mudpy-
fOTCs caydaiiHo remepupyembiM MacTep-KiaodoMm ['OCT 28147, sHadenne KOTOPOTO I
XpaHeHUsi Ha ToKeHe Tmmdpyercst apyrum kiaodom 'OCT 28147, mojiydeHHBIM Ha OC-
nose 3HaudeHust PIN mo amropurmy PKCS5 PBKD2. ObecrieunBaercst Tak»Ke KOHTPOJIb
[IEJIOCTHOCTH COXPAHSIEMBIX JIAHHBIX B (pailjiax ¢ MOMOIIBI0 UX XEITUPOBAHUSI.




I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

2.1.2 CnoTbl N TOKEHbI

CroThl — 9TO He yCTpOIiCTBa, a MporpaMMHBIE CTPYKTYPbhI, 0bpa3yeMble OUOJIHOTEKOM
JUI TIOJIKJIIOUEHUs] TOKeHOB. bubsimoreka nnjiekcupyer cjioTbl ¢ 0 0 3aJaHHOTO [pU
cbopke OMbIMOTEKN MaKCUMyMa, KOTOPBII 110 YMOJIYaHUIO paBeH 4.

Tokenbl — 9TO ammapaTHbIe YCTPORCTBA, MOAK/II0UaeMble 6ubmMoTeKoit K ciortam. [lo-
CKOJIbKY TOKEHLI — 3TO WM3BJIEKAEMBbIE yCTPONCTBA, TO IMOJKIIOUEHHE UX K CJIOTaM MO-
JKeT MMPOU3BOINTRCs AuHamMudeckn. OOHOBIeHNE KOH(DUTYPAITUH TOIKIIOICHHBIX TOKEHOB
pou3BouTCst OubmoTeKoil pu BbI3oBe GyHKImit C_GetSlotList, C_GetSlotInfo u
C_WaitForSlotEvent. @yuknusa C_WaitForSlotEvent mpeaycMoTpeHa CTaHIAPTOM CIie-
[UAJBHO I TOTO, YTOOBI IPUKJAIHAS [IPOrpPaMMa MOIJIa PEArHpOBATH HA BCTaBKY U
u3BJieueHne TOKeHOB. COOTBETCTBYIOIINI MPUMeED TPOIPAMMBI IIPEICTABJIEH B TECTOBOM
upuMepe c_wait_for_slot_event.c.

2.1.3 lMNoppepxvBaemMmbie MexaHU3MbI
LS HWI11 nonuepxusaer cienyiomnue mexanu3mbl PKCS#11:
e CKM_GOST28147_KEY_GEN
e CKM_GOST28147
e CKM_GOST28147_KEY_WRAP
e CKM_GOST28147_ECB
e CKM_GOST28147_CNT
e CKM_GOST28147_MAC
e CKM_GOST28147_KEY_CPDIVERSIFY
e CKM_GOST28147_PKCS8_KEY_WRAP
e CKM_GOSTR3411
e CKM_GOSTR3411_HMAC
e CKM_GOSTR3410_KEY_PAIR_GEN
e CKM_GOSTR3410
e CKM_GOSTR3410_WITH_GOSTR3411
e CKM_GOSTR3410_DERIVE
e CKM_GOSTR3410_KEY_WRAP
e CKM_GOSTR3410_PUBLIC_KEY_DERIVE

e CKM_PKCS5_PBKD2




I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

e CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC
e CKM_TLS_GOST_KEY_AND_MAC_DERIVE

e CKM_TLS_GOST_PRE_MASTER_KEY_GEN

e CKM_TLS_GOST_MASTER_KEY_DERIVE

e CKM_TLS_GOST_PRF

e CKM_SHA_1

e CKM_MD5
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I'mapa 3. YcranoBka 6ubJIHOTEK U MOATOTOBKA TOKEHOB

3 VYcTaHoBKa 6ubmnoTek n nNoaroToBKa
TOKEHOB

3.1 VYcraHoBka bubnunortek

B cucreme momxken 6vITH obecrieden mocTyn K 6ubnmorexkam m ytmantam LS HWI11
JIJIsI TPUKJIAIHBIX IPOIPAMM C ITIOMOIILIO YCTAHOBKH COOTBETCTBYIOIINX IIEPEMEHHBIX Cpe-

net — PATH, LD LIBRARY PATH un r.1.

3.2 lNMoarotoBka TOKeHOB

[MoproroBky Tokenos K pabore (dbopmaruposanue u ycranoBky PIN) nepsonauasib-
HO PEKOMEHJyeTCsI IPOU3BOIUTH IMTATHBIMU CPEICTBAMU IIPOU3BOIUTEISI, TIOTOMY 9UTO
[IPY 9TOM JIOIOJHUTEJHHO YCTAHABIMUBAIOTCA U B JaJIbHEHIIEM HCIOJIL3YIOTCA TpeboBa-
HUsI TOJIMTHKHM 0Oe30I1acHOCTH, BbIXOJsIue 3a paMku crapgapra PKCS#11. Ecam xe
JIOIIOJIHATEIbHBIE TPEOOBAHNUS TOJUTUKNA OE30IMACHOCTH HE OIPEIe/AIOTCS JJisi TOKEHA,
TO ero nHUIMan3anug u yctanoBka PIN MoryT ObITh BBITTOJTHEHBI OIIMCAHHON HUXKE yTH-
jmroit Koudurypamuu pllconf, paboraromeit ¢ 6ubIMOTEKON TOKeHa 1Uepe3 mHTepdeiic

PKCS#11.

3.3 JlnyeHsupoBaHue TOKeHOB

[Tocne mojgroToBKu TOKeHa K paboTe ero TpedyeTcs JIUIEH3UPOBaTh, YTOOBI €ro Mpu-
3HaJa cooTBeTcTBYIOMast budbmoreka LS HWI11 . [Iponeaypa nuiieH3upoBanust TOKEHA
IIPOU3BOJIUTCS TI0JI30BATEJIEM C IIOMOINLIO Opay3epa Ha CHEUAJbHON CTPAHWIIE CaiiTa
kommanuu "JIMCCU-Codr". B pesyabrare, qaHHbIE O TOKEHE 3AIIOMUHAIOTCS B O6a3e JaH-
HBIX CePBEPa, a HA TOKEH 3AIMCHIBAETCS CIENHUAJIbHBINA JIMIIEH3NOHHBI 00bekT. lannas
IIPOTIE Ty pa MOXKET ITPOU3BOIUTHCST C TOKEHOM ITOBTOPHO HEOIPDAHMIEHHOE KOJIMIECTBO Pa3,
€CJTH OJTHAYKIIBI OHA YZKE MPOIILIA YCIEITHO. JTO MOKET MTOHAT0ONTHCS, €CITH JIUTEH3NPO-
BaHHBIN TOKeH OyjeT (hopMaTUPOBaH WU WHUIMAJIU3UPOBAH C TOTEpeil BceX 0OBbEKTOB,
BKJIIOYas JIUNECH3MOHHBINA.

3.4 YTunurta KoHdurypauyum

LS HWI11 upenocrapisier yruauty Komas1HOM crpoku pllconf s kondurypuposa-
HUsT TOKEHOB. Y THJINTa paboTaeT HCKIINTEIbHO Yepe3 uarepdeiic PKCS#11, mosromy
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€e MOYXKHO IPUMEHSITh JIsT paboThl ¢ JroObiMu Oubmorekamu PKCS#11. B mpumepax
MBI Oy/IeM MCIOJIb30BaTh Oub/MoTeKy ls_rtpkcsllecp.

ITockombky 6ub/IMOTEKA pabOTaAET TOJBKO C JUIEH3UPOBAHHBIMU TOKEHAMHU, TO IIEPBO-
HaYaJbHO TOKEH JIOJIKEH OBbITh (POPMATUPOBAH IITATHBIMEU CPEJCTBAMU Pa3paboTInKa U
3aTeM JjmIeH3uposal. [Ipu dopmarupoBaHun Ha TOKEHE COXPAHSIOTCS NapaMeTpPhI I0-
JINTUKHU 0OE30MAaCHOCTH, KOTOPble MOI'YyT perjiameHTupoBarh coctaB PIN u mopsiiok ero
n3MeHeHusi. B CBsI3W C 9TUM, HEKOTOpBIE U3 IIPUBEJIEHHBIX HUXKE IMPUMEPOB MOTYT 3a-
BepIIUThC HeyaadHo, ecym 3Haderne PIN wm mopsilok ero m3MeHneHusi MpoOTUBOPEYAT
YCTAaHOBJIEHHOW Ha TOKEHE NOJINTUKE OE30I1acHOCTH.

YVTunaura 1npeiocTaBiseT BOSMO2KHOCTH, O KOTOPBIX COOOIIAETCs IIPH 3aIlyCKe KOMAH, bl
pliconf -h. K HuM OTHOCATCS WHUNMAIU3AINS TOKEHA, WHUTIMAJIU3AIUS U U3MEHEHUE
PIN agvmunaucrparopa 6e3omacuHoctu, uaunnaan3anus u n3merneraune PIN mosbzoBaTeis
u ap. HdaHHas mporpamMma TakzKe MO3BOJISET BBIIOJIHSATH HEKOTOPBIE HTPOCTHIE 3aIIPOCHI
TOKEHaM, HaIIPUMED JJIs IoJIy YeHust nHdopMaIun 00 00 beKTaX TOKEHA U JJIs TOJIy YeHUs
CIUCKA TOJJIEPKUBACMbBIX MexaHu3MoB. Hakoner, ¢ ¢Jiarom -r mpousBoguTcs yiaajieHue
BCeX 0OBEKTOB TOKEHA 0e3 ero MHUIMAJINZAIHH.

IIyTh K ucmoab3yeMoil bubymoreke 3amaercs ¢ (Jiarom -A.

C durarom -c 3asiaercs neHTUGUKATOP KOHKPETHOTO CJIOTA IpH paboTe ¢ TokeHoM. 11o-
JIyIUTh [IePEeYEHDb BCEX CJOTOB MOXKHO, 33/1aB (iiar -s. Cire Iy oIiye IpuMepbl TOKA3bIBAIOT
ormmuu yruuTel pllconf n Beimauy mHbOpPMAINN O CJIOTAX U TOKEHE JI0 WHUITUAJIU3AIUN
TOKeHa:

>pliconf -h
usage: C:\Program Files\ls_hwll\bin\pllconf.EXE [-histmIupPred]
-A APIpath [-c slotID -U userPin -S SOPin -n newPin -L labell]
-h display usage
-i display PKCS11 library info
-s display slots info
-t display token info
-m display mechanism list
-I initialize token
-u initialize user PIN
-p set the user PIN
-P set the SO PIN
-r remove all objects
-e enumerate objects
-d dump all object attributes

Brieon nadopmalnn o caorax:

>pliconf -A ls_rtpkcsllecp -s

Slot with ID O Info
Description: LS_HW11 Slot O
Manufacturer: LISSI-Soft
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Flags: 0x7 ( TOKEN_PRESENT|REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 1 Info
Description: LS_HW11 Slot 1
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 2 Info
Description: LS_HW11 Slot 2
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

Slot with ID 3 Info
Description: LS_HW11 Slot 3
Manufacturer: LISSI-Soft
Flags: 0x6 ( REMOVABLE_DEVICE|HW_SLOT )
Hardware Version: 1.0
Firmware Version: 1.0

0K

HO Cb.HaI‘aM CJIOTOB B 9TOM BblJaY9€ BHU/HO, 9YTO TOKEH IIPUCYTCTBYET TOJIbKO B HYJIEBOM
cJore.
BriBon nndopmarniuu o Tokene B ciiote (:

>pliconf -A 1ls_rtpkcsllecp -t -c O
Token #0 Info:
Label: RutokenECP2
Manufacturer: Aktiv Co.
Model: Rutoken ECP
Serial Number: 29416b0d
Flags: 0x40D ( RNG|LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED )
Sessions: 0/0
R/W Sessions: 0/0
PIN Length: 6-32
Public Memory: OxE8E0/0x10000
Private Memory: O0xE8E0/0x10000
Hardware Version: 16.0
Firmware Version: 10.0
Time:
OK

gy, .,
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3.4.1 NHuumann3upoBaTb TOKEH

Ilepen ucnonb30BaHUEM TOKEHA OH JOJIXKEH OLITh OJHAXKJIbl MHAIMAJIM3UPOBaH. Kiro-
9eBOIi YaCTHIO JAHHOTO IIPOIECCa sIBISETCs HA3HAUCHNE TOKEHY YHUKAJIBHON MeTKH (1Me-
uu). s sroro nonaygoburcs PIN ajgvunucTpaTropa 6€301MacHOCTH JIjisi JJAHHOI'O TOKEHA
(ymamanBaeMoe 3HadeHne st TecToBbIX TokenoB LS HW11 — 76543210).

Sameuanne. Bee snadenust PIN orobpazkaiorcst 3B€3/109KaMy IIPU BBOJIE.

>pliconf -A 1ls_rtpkcsllecp -I -c O
Enter the SO PIN: 78543210

Enter a unique token label: Rutoken ECP
[0)4

To ke camoe MOXKHO BBIIOJIHUTD, 3ajiaBast 3HadeHust SO PIN u MeTkm mnpsimo B Ko-
MAaHJIHOW CTPOKE:

>pliconf -A ls_rtpkcsllecp -I -c¢ 0 -8 76543210 -L "Rutoken ECP"
0)4

PIN me obs13aTesbHO T012KeH OBITH MM POBBIM, JOILYCKAIOTCS JIIOObIE CUMBOJIBI B KO/IH-
poBre UTF-8, Ho Bo nsbexkanne npobjieM ¢ KOJAUPOBKAMH PEKOMEHIYETCsI NCIOJIb30BATD
TOJIBKO JIATUHCKYIO IIOJIOBUHY KOJIOBOI TaOJIUIIGI.

3.4.2 Hasnauntb PIN agmuHucTpaTtopa 6e3onacHocTu

[IpaBubHOM OpraHU3aIMOHHON IPAKTUKON SIBJIAETCSA PErY/IsIpHOE U3MEHEHHE aIMUHI-
crparopoM Gezonacuoctu cBoero PIN misa Tokena. JlanHas mporeaypa IpeaoTBpaliaeT
BO3MOXKHOCTb aIMUHACTPATUBHOIO JOCTYIA K TOKEHY IIOCTOPOHHHUM JIAIAM IIyTeM IIOJ-

6opa SO PIN.

>pliconf -A ls_rtpkcsllecp -P -c O
Enter the SO PIN: 87654321

Enter the new SO PIN: 76543210
Re-enter the new SO PIN: 76543210
OK

BapwmanT BBOIA BCex MAHHBIX B KOMAaHIHONW CTPOKE:

>pliconf -A 1ls_rtpkcsllecp -P -c 0 -8 87654321 -n 76543210
OK

Eciu 3nagenune SO PIN g Tokena morepsino, a TOKeH 3abJIOKUPOBAH U3-38 HECKOJIb-
kux BBO7OB HeBepHoro PIN, Tto mratupivu cpencrBamu LS HWI11 pas6iokuposars TO-
KEH HeJIb3s U3 COOOPaXKEeHUH 3aIUThl er0 JAHHBIX OT 3JI0yMBIIIJIEHHIKA — TAKOH TOKEH
MOYKHO TOJIBKO 3aHOBO OT(hOPMATUPOBATH CPEACTBAMU pa3paboTamKa.
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3.4.3 YcTaHOBUTbL NMOJ1b30BaTE/IbCKWUIA MUH OT UMEHN agAMUHUCTpaTopa
Ge3sonacHocTun

>pliconf -A 1ls_rtpkcsllecp -u -c O
Enter the SO PIN: 76543210

Enter the new user PIN: 12345678
Re-enter the new user PIN: 12345678
OK

BapuanTt BBOIA B KOMaHIHOM CTpPOKE:

>pkcsconf -A ls_rtpkcsllecp -u -c¢ 0 -S 76543210 -n 12345678
0K

3.4.4 NN3meHuTb nonb3oBatenbckuii PIN ot nmenun nonb3oBartens

>pliconf -A ls_rtpkcsllecp -p -¢ O
Enter user PIN: 12345678

Enter the new user PIN: 01234567
Re-enter the new user PIN: 01234567
OK

BapuanTt BBO/IAa B KOMaHHOM CTpPOKE:

>pliconf -A ls_rtpkcsllecp -p -c¢ 0 -U 12345678 -n 01234567
[0)

3.4.5 Mony4nTtb nHgopmaumio 0b6 obbekTax TokeHa

C ¢utarom -e MOXKHO IOJIYYUTH IIPOCTO CINCOK OOBEKTOB B BHJIE MX METOK M KJIAC-
coB. Eciu nononmanTensio K dyary -e 3agath duiar -d, To Oymer BbIIaH elle W IMeCTHa-
JIATEPUYIHBIA TaMIl 3HAUYEHUN BceX aTpuOyTOB 00bLEeKTOB. JlaHHas BO3ZMOXKHOCTL OYEHDL
[IOJIE3HA JIJIsl UCCJIEIOBAHUS COJIEPIKUMOT0 OObEKTOB TOKEeHA. 110/Ir0TOBKa 1 BhIga4a JaM-
I1a, — JOBOJILHO IIPOJOJIXKUTEIbHAsI Olepalisi, OHa MOXKET 3aHATH HECKOJIHLKO CEKYHII, B
3aBUCUMOCTHU OT KOJIMYECTBA O6’beKTOB Ha TOKEHE.

>pliconf -A ls_rtpkcsllecp -e -d -c O
Enter user PIN: 01234567

Token objects:
1: CKO_PRIVATE_KEY
label: ’KeyPair1648’

Object handle: 0x1

CKA_CLASS
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0x03, 0x00, 0x00, 0x00,

CKA_TOKEN
0x01,

CKA_PRIVATE
0x01,

CKA_LABEL

0x4b, 0x65, 0x79, 0x50, 0x61, 0x69, 0x72, 0x31,

CKA_VALUE

Oxab, 0x79, 0x59, OxaO, 0xd8, O0xbf, 0xd7, Ox4c,
0x4d, 0xf2, Oxbc, 0x33, Oxad, 0xb2, 0x0d, Oxa8,

CKA_KEY_TYPE
0x30, 0x00, 0x00, 0x00,

CKA_SUBJECT

CKA_ID

0xc2, Oxba, Oxda, Oxc7, 0x49, 0x80, Oxee, Oxea,

0Oxba, 0x18, 0x19, 0xfO0,

CKA_SENSITIVE
0x00,

CKA_DECRYPT
0x01,

CKA_UNWRAP
0x01,

CKA_SIGN
0x01,

CKA_SIGN_RECOVER
0x01,

CKA_DERIVE
0x01,

CKA_START_DATE

0x36, 0x34, 0x38,

0x33, 0xb1l, 0x7b, 0xb3, 0xc9, Oxed, Oxaa,
0xb3, Oxce, 0x11, Oxde, 0xb5, 0xd6, 0xe8,

Oxcb, Oxbe, 0x26, 0x91, 0x8f, 0x78, 0Oxa2,

gy,
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CKA_END_DATE

CKA_EXTRACTABLE
0x01,

CKA_LOCAL
0x00,

CKA_NEVER_EXTRACTABLE
0x00,

CKA_ALWAYS_SENSITIVE
0x00,

CKA_MODIFIABLE
0x01,

CKA_COPYABLE
0x01,

CKA_GOSTR3410_PARAMS
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,

CKA_GOSTR3411_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

CKA_GOST28147_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,

2: CKO_PUBLIC_KEY
label: ’KeyPair1648’

Object handle: 0x2

CKA_CLASS
0x02, 0x00, 0x00, 0x00,

CKA_TOKEN
0x01,

CKA_PRIVATE
0x00,

gy, .
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CKA_LABEL
0x4b, 0x65, 0x79, 0x50, 0x61, 0x69, 0x72, 0x31, 0x36, 0x34, 0x38,

CKA_VALUE

0Oxdd, 0x9e, 0x62, 0x2d, Oxc6, 0x0a, 0x4b, O0xal0, 0xd2, Oxba, 0x2b, Oxc4, Oxdb, 0x70, Oxaa,
0x04, 0x17, 0x27, 0x62, 0x45, 0xd5, 0x10, 0x13, 0x05, Ox1d, Oxcl, Oxdb, Oxa2, O0xf4, 0x91,
0xf2, Oxed, Oxfd, 0x36, Oxdb, Oxa2, 0x67, 0x47, 0xd8, Ox6a, 0x00, 0x97, 0x06, Oxaa, 0xb2,
0x6b, 0x14, 0Oxb5, Oxbc, 0x5b, 0x48, 0x4f, 0x39, 0xd3, 0xd9, 0xd8, Oxba, 0x60, 0x35, 0x48,

CKA_KEY_TYPE
0x30, 0x00, 0x00, 0x00,

CKA_SUBJECT

CKA_ID

CKA_ENCRYPT
0x01,

CKA_WRAP
0x01,

CKA_VERIFY
0x01,

CKA_VERIFY_RECOVER
0x01,

CKA_DERIVE
0x00,

CKA_START_DATE

CKA_END_DATE

CKA_LOCAL
0x00,

CKA_MODIFIABLE
0x01,

CKA_COPYABLE
0x01,
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CKA_GOSTR3410_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,

CKA_GOSTR3411_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

CKA_GOST28147_PARAMS
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1if, 0x01,

3.5 KonupoBaHue 00beKTOB MeXAay TOKeHamMu

BaluIineHHoe pe3epBHOE KOMPOBAaHUE 0O'bEKTOB MEXK/Iy TOKeHaMHU (B 3 POBAHHOM
BUJIE) IPOU3BOIUTCS CHIEIUAIBHOM yTuuToii copy token:

>copy_token -A rtpkcsllecp -B etpkcslilg

Vruimra caMa BBIIACT MWHMOPMAIUIO O CJA0TAX, 3AIIPOCAT UAEHTU(PUKATOPHI CJIOTOB U
PIN Tokenos. Eciin konnpoBaHue TpOU3BOIUTCS MEXKY CJAOTAMHU OJIHOM OMOJIMOTEKHU, TO
daar -B me 3amaercs.
IIpenmonaraercsi, 9To 0b6a TOKEHa MOJATOTOBJEHBI K paboTe U JINIEH3UPOBAHBI.
BamMeTnM, 9TO GECIIOIE3HO KOMMMPOBATh OOBbEKTHI HA APYTOil TOKEH JAPYyTUMU CPEICTBA-
MH, IIOTOMY 9TO MaCTep-KJ/I04 3amndpoBal He ToabKo Ha PIN, HO 1 Ha cepuitHOM HOMepe
TOKEHA.
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4 [lporpammupoBaHune

Bce npuBenentbie HI2KE IPUMEPBI COJIEPXKATCS B ITAIKe MPOoeKTa tests. 3ech ke Ha-
XOJISITCsT HEOOXOAUMBIE IS TTPOrpaMMUPOBAHUsT BKJIIOUaeMble ¢aitiabl B mamnke include
u obIue McxXoaHble ¢aitjibl TeCTOB B mamnke common. /s ymobcTBa cOOpKU IPUMEpPOB
B nanke tests comepxkurcs coopounsniit dpaitn CMakeLists.txt st remepalum TecTOBOrO
upoekra ¢ nomornsio CMake [10]. Ecoiu CMake B Bamieit c6opounoii cucreme He ycTaHOB-
JieH, TO cKadaiite ¢ caiita CMake Bepcum 2.8 mjin BbIllle U ycraHoBuTe ero. Boiiaure B
nanky tests/build u BbimosHETE M3 KOMAH/HOM CTPOKH KOMAH/LY:

>cmake

B pesysnbrare BhimosiHenusi KomMaHbl B manke tests/build cremepupyiorcst mpoekTHbIe
daitnbl g Bameit cbopounoit cucrembl. Hampumep, mias MSVS OyayT cosmaHbl po-
ekTHBbIe aitipl g permeHus: 1s_hwll_tests.sln, a mgaa Linux - cooTBeTcTByIOMIMin
make-daii. JagpHeiinnyo ¢OOpKy POU3BOJAUTE yKe Balliell cOOPOIHON CUCTEMOII.

Bce cbopouHbIe MpOMeEXKyTOUHBIE U PE3YJIBTUPYIOITIE Pailibl OyIyT CO3JAaHBI B HAITKE
tests/build. Ilpu HeoOxoqUMOCTH, BBl MOXKETE YJIAIUTH WX U HAYATh MPOIECC COOPKH
cHaJAJIA.

4.1 ®PyHkuuun obLero HasHavYeHus

Bo Bcex mpuBeneHHBIX Jajiee IpUMepax UCHOJIb3YIOTCs (DYHKIMH OOIIEro Ha3HAUEHMUsT,
npejicraBjieHuble B (paiinax test_common.h u test_common.c. 31ech NPUBOIATCS UCXOI-
HBIE TEKCThI 3TUX PailjaoB, 4T06bI OBLIO MOHSTHO, A/ Yero 3T PYHKIUNA UCIOJIbL3YIOTCS
B T€CTOBBIX IIpUMEpax.

// test_common.h
#pragma once

#ifdef WIN32

#include <windows.h>
#include <conio.h>
#else

#include <unistd.h>
#include <dlfcn.h>
#include <termios.h>
#include <strings.h>
#include <nl_types.h>
#include <sys/time.h>
#endif
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <memory.h>
#include <sys/types.h>
#include <sys/timeb.h>
#include "pkcsllctrl.h"

#ifdef WIN32

#define PKCS11_API_PATH "ls_rtpkcsllecp"

#elif __APPLE__

#define PKCS11_API_PATH "libls_rtpkcsllecp.dylib"
#else

#define PKCS11_API_PATH "libls_rtpkcsllecp.so"
#endif

extern CK_CHAR *api_path;
extern CK_CHAR *user_pin;
extern CK_UTF8CHAR *so_pin;

#define PIN_SIZE 80

#define BACK_SPACE ’\b’

#define LINE_FEED ’\n’

#define CARRIAGE_RETURN °’\r’

#define END_OF_TEXT 0x03 // ETX (Ctrl-C)

#ifdef WIN32

extern HMODULE dl1;

#else

extern void *dll;

#endif

extern CK_FUNCTION_LIST_PTR funcs;

extern CK_C_Ctrl pctrl;

extern CK_C_INITIALIZE_ARGS *pinit_args_os_locking;
extern CK_C_INITIALIZE_ARGS *pinit_args_app_locking;
extern CK_SLOT_ID SlotId;

extern CK_SLOT_ID_PTR SlotList;

extern CK_ULONG SlotCount;

#define SYSTEMTIME struct timeb
#define GetSystemTime(x)  ftime(x)

long process_time(struct timeb tl, struct timeb t2);
void show_error( char *str, CK_RV rc );
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void process_ret_code( CK_RV rc );
void print_hex( CK_BYTE *buf, CK_ULONG len );
int print_bytes(CK_BYTE xbuf, CK_ULONG len, char *str);
CK_RV AppCreateMutex(void **pmutex);
CK_RV AppDestroyMutex(void *mutex) ;
CK_RV AppLockMutex(void *mutex);
CK_RV AppUnlockMutex(void *mutex) ;
CK_RV get_function_list(CK_CHAR *api_path, CK_FUNCTION_LIST_PTR *pfuncs);
CK_RV init(CK_CHAR *api_path,
CK_FUNCTION_LIST_PTR *pfuncs,
CK_C_INITIALIZE_ARGS *pinit_args);
CK_RV cleanup(CK_FUNCTION_LIST_PTR funcs);
CK_RV get_slot_1ist(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID **ppSlotList,
CK_ULONG *pulSlotCount);
CK_RV find_slot_with_token(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID #*pSlotlist,
CK_ULONG ulSlotCount,
CK_SLOT_ID *pSlotId);
char *get_mechanism_name (CK_MECHANISM_TYPE) ;
CK_RV display_pkcsll_info(CK_FUNCTION_LIST_PTR funcs);
CK_RV display_slot_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId);
CK_RV display_token_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId);
CK_RV display_mechanisms(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID slot_id);
CK_RV pin_callback(
CK_SESSION_HANDLE hSession,
CK_NOTIFICATION event, // CKN_LISSI_PIN_CALLBACK
CK_VOID_PTR pApplication // output PIN buffer here
)3
CK_RV test_main(int argc, char *argv([]);
CK_RV check_value(CK_BYTE *value, CK_ULONG len, CK_BYTE *eth, CK_ULONG eth_len);

#define CHECK(v, len, ethalon) \

do { \

if ((rc = check_value(v, len, ethalon, sizeof(ethalon))) !'= CKR_OK) { return rc; } \
} while (0)

// test_common.c
#include "test_common.h"

#pragma warning(disable : 4996)

CK_FUNCTION_LIST_PTR funcs = NULL;
CK_C_Ctrl pctrl = NULL;
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#ifdef WIN32

HMODULE d11;

#else

void *dl1l;

#endif

CK_UTF8CHAR *user_pin = "01234567";
CK_UTF8CHAR *so_pin = "76543210";
CK_CHAR *api_path = PKCS11_API_PATH;
CK_SLOT_ID SlotId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = O0;

CK_C_INITIALIZE_ARGS cinit_args_os_locking = {
NULL,

NULL,

NULL,

NULL,

CKF_0S_LOCKING_OK,

NULL};

CK_C_INITIALIZE_ARGS cinit_args_app_locking
AppCreateMutex,

AppDestroyMutex,

AppLockMutex,

AppUnlockMutex,

0,

NULL};

CK_C_INITIALIZE_ARGS *pinit_args_os_locking
&cinit_args_os_locking;
CK_C_INITIALIZE_ARGS *pinit_args_app_locking =
&cinit_args_app_locking;

Il
-~

long process_time(struct timeb tl, struct timeb t2)

{
long ms = t2.millitm - tl.millitm;
time_t s = t2.time - tl.time;

while (ms < 0) {

ms += 1000;

s--;

+

ms += (long) (s*1000);
return ms;

}

gy, .
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void process_ret_code( CK_RV rc )

{

switch (rc) {

case CKR_OK:

printf (" CKR_OK"); break;
case CKR_CANCEL:

printf (" CKR_CANCEL"); break;
case CKR_HOST_MEMORY:

printf (" CKR_HOST_MEMORY"); break;
case CKR_SLOT_ID_INVALID:

printf (" CKR_SLOT_ID_INVALID"); break;
case CKR_GENERAL_ERROR:

printf (" CKR_GENERAL_ERROR"); break;
case CKR_FUNCTION_FAILED:

printf (" CKR_FUNCTION_FAILED"); break;
case CKR_ARGUMENTS_BAD:

printf (" CKR_ARGUMENTS_BAD"); break;
case CKR_NO_EVENT:

printf (" CKR_NO_EVENT"); break;
case CKR_NEED_TO_CREATE_THREADS:

printf (" CKR_NEED_TO_CREATE_THREADS"); break;
case CKR_CANT_LOCK:

printf (" CKR_CANT_LOCK"); break;
case CKR_ATTRIBUTE_READ_ONLY:

printf (" CKR_ATTRIBUTE_READ_ONLY"); break;
case CKR_ATTRIBUTE_SENSITIVE:

printf (" CKR_ATTRIBUTE_SENSITIVE"); break;
case CKR_ATTRIBUTE_TYPE_INVALID:

printf (" CKR_ATTRIBUTE_TYPE_INVALID"); break;
case CKR_ATTRIBUTE_VALUE_INVALID:

printf (" CKR_ATTRIBUTE_VALUE_INVALID"); break;
case CKR_DATA_INVALID:

printf (" CKR_DATA_INVALID"); break;
case CKR_DATA_LEN_RANGE:

printf (" CKR_DATA_LEN_RANGE"); break;
case CKR_DEVICE_ERROR:

printf (" CKR_DEVICE_ERROR"); break;
case CKR_DEVICE_MEMORY:

printf (" CKR_DEVICE_MEMORY"); break;
case CKR_DEVICE_REMOVED:

printf (" CKR_DEVICE_REMOVED"); break;
case CKR_ENCRYPTED_DATA_INVALID:

printf (" CKR_ENCRYPTED_DATA_INVALID"); break;

case CKR_ENCRYPTED_DATA_LEN_RANGE:
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printf (" CKR_ENCRYPTED_DATA_LEN_RANGE");
case CKR_FUNCTION_CANCELED:

printf (" CKR_FUNCTION_CANCELED");

case CKR_FUNCTION_NOT_PARALLEL:
printf (" CKR_FUNCTION_NOT_PARALLEL");
case CKR_FUNCTION_NOT_SUPPORTED:
printf (" CKR_FUNCTION_NOT_SUPPORTED");
case CKR_KEY_HANDLE_INVALID:

printf (" CKR_KEY_HANDLE_INVALID");
case CKR_KEY_SIZE_RANGE:

printf (" CKR_KEY_SIZE_RANGE");

case CKR_KEY_TYPE_INCONSISTENT:
printf (" CKR_KEY_TYPE_INCONSISTENT");
case CKR_KEY_NOT_NEEDED:

printf (" CKR_KEY_NOT_NEEDED");

case CKR_KEY_CHANGED:

printf (" CKR_KEY_CHANGED");

case CKR_KEY_NEEDED:

printf (" CKR_KEY_NEEDED");

case CKR_KEY_INDIGESTIBLE:

printf (" CKR_KEY_INDIGESTIBLE");

case CKR_KEY_FUNCTION_NOT_PERMITTED:
printf (" CKR_KEY_FUNCTION_NOT_PERMITTED");
case CKR_KEY_NOT_WRAPPABLE:

printf (" CKR_KEY_NOT_WRAPPABLE");

case CKR_KEY_UNEXTRACTABLE:

printf (" CKR_KEY_UNEXTRACTABLE");

case CKR_MECHANISM_INVALID:

printf (" CKR_MECHANISM_INVALID");

case CKR_MECHANISM_PARAM_INVALID:
printf (" CKR_MECHANISM_PARAM_INVALID");
case CKR_OBJECT_HANDLE_INVALID:
printf (" CKR_OBJECT_HANDLE_INVALID");
case CKR_OPERATION_ACTIVE:

printf (" CKR_OPERATION_ACTIVE");

case CKR_OPERATION_NOT_INITIALIZED:
printf (" CKR_OPERATION_NOT_INITIALIZED");
case CKR_PIN_INCORRECT:

printf (" CKR_PIN_INCORRECT");

case CKR_PIN_INVALID:

printf (" CKR_PIN_INVALID");

case CKR_PIN_LEN_RANGE:

printf (" CKR_PIN_LEN_RANGE");

case CKR_PIN_EXPIRED:

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;
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printf (" CKR_PIN_EXPIRED"); break;
case CKR_PIN_LOCKED:

printf (" CKR_PIN_LOCKED"); break;
case CKR_SESSION_CLOSED:

printf (" CKR_SESSION_CLOSED"); break;
case CKR_SESSION_COUNT:

printf (" CKR_SESSION_COUNT"); break;
case CKR_SESSION_HANDLE_INVALID:

printf (" CKR_SESSION_HANDLE_INVALID"); break;

case CKR_SESSION_PARALLEL_NOT_SUPPORTED:
printf (" CKR_SESSION_PARALLEL_NOT_SUPPORTED"); break;
case CKR_SESSION_READ_ONLY:

printf (" CKR_SESSION_READ_ONLY"); break;
case CKR_SESSION_EXISTS:

printf (" CKR_SESSION_EXISTS"); break;
case CKR_SESSION_READ_ONLY_EXISTS:

printf (" CKR_SESSION_READ_ONLY_EXISTS"); break;
case CKR_SESSION_READ_WRITE_SO_EXISTS:

printf (" CKR_SESSION_READ_WRITE_SO_EXISTS"); break;
case CKR_SIGNATURE_INVALID:

printf (" CKR_SIGNATURE_INVALID"); break;
case CKR_SIGNATURE_LEN_RANGE:

printf (" CKR_SIGNATURE_LEN_RANGE") ; break;
case CKR_TEMPLATE_INCOMPLETE:

printf (" CKR_TEMPLATE_INCOMPLETE"); break;
case CKR_TEMPLATE_INCONSISTENT:

printf (" CKR_TEMPLATE_INCONSISTENT"); break;
case CKR_TOKEN_NOT_PRESENT:

printf (" CKR_TOKEN_NOT_PRESENT"); break;
case CKR_TOKEN_NOT_RECOGNIZED:

printf (" CKR_TOKEN_NOT_RECOGNIZED"); break;
case CKR_TOKEN_WRITE_PROTECTED:

printf (" CKR_TOKEN_WRITE_PROTECTED"); break;
case CKR_UNWRAPPING_KEY_HANDLE_INVALID:

printf (" CKR_UNWRAPPING_KEY_HANDLE_INVALID"); break;
case CKR_UNWRAPPING_KEY_SIZE_RANGE:

printf (" CKR_UNWRAPPING_KEY_SIZE_RANGE"); break;

case CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT:
printf (" CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT"); break;
case CKR_USER_ALREADY_LOGGED_IN:

printf (" CKR_USER_ALREADY_LOGGED_IN"); break;
case CKR_USER_NOT_LOGGED_IN:
printf (" CKR_USER_NOT_LOGGED_IN"); break;

case CKR_USER_PIN_NOT_INITIALIZED:
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printf (" CKR_USER_PIN_NOT_INITIALIZED");
case CKR_USER_TYPE_INVALID:

printf (" CKR_USER_TYPE_INVALID");

case CKR_USER_ANOTHER_ALREADY_LOGGED_IN:
printf (" CKR_USER_ANOTHER_ALREADY_LOGGED_IN");
case CKR_USER_TOO_MANY_TYPES:

printf (" CKR_USER_TOO_MANY_TYPES");

case CKR_WRAPPED_KEY_INVALID:

printf (" CKR_WRAPPED_KEY_INVALID");

case CKR_WRAPPED_KEY_LEN_RANGE:

printf (" CKR_WRAPPED_KEY_LEN_RANGE");

case CKR_WRAPPING_KEY_HANDLE_INVALID:
printf (" CKR_WRAPPING_KEY_HANDLE_INVALID");
case CKR_WRAPPING_KEY_SIZE_RANGE:

printf (" CKR_WRAPPING_KEY_SIZE_RANGE");
case CKR_WRAPPING_KEY_TYPE_INCONSISTENT:
printf (" CKR_WRAPPING_KEY_TYPE_INCONSISTENT");
case CKR_RANDOM_SEED_NOT_SUPPORTED:
printf (" CKR_RANDOM_SEED_NOT_SUPPORTED") ;
case CKR_RANDOM_NO_RNG:

printf (" CKR_RANDOM_NO_RNG");

case CKR_BUFFER_TOO_SMALL:

printf (" CKR_BUFFER_TOO_SMALL");

case CKR_SAVED_STATE_INVALID:

printf (" CKR_SAVED_STATE_INVALID");

case CKR_INFORMATION_SENSITIVE:

printf (" CKR_INFORMATION_SENSITIVE");

case CKR_STATE_UNSAVEABLE:

printf (" CKR_STATE_UNSAVEABLE");

case CKR_CRYPTOKI_NOT_INITIALIZED:

printf (" CKR_CRYPTOKI_NOT_INITIALIZED");
case CKR_CRYPTOKI_ALREADY_INITIALIZED:
printf (" CKR_CRYPTOKI_ALREADY_INITIALIZED");
case CKR_MUTEX_BAD:

printf (" CKR_MUTEX_BAD");

case CKR_MUTEX_NOT_LOCKED:

printf (" CKR_MUTEX_NOT_LOCKED");

}

}

void show_error( char *str, CK_RV rc )
{

printf("%s returned: Ox%x", str, rc );
process_ret_code( rc );

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;
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printf ("\n");
}

void print_hex( CK_BYTE *buf, CK_ULONG len )
{
CK_ULONG i = 0, j;

while (i < len) {

for (j=0; (j < 16) && (i < len); j++, i++)
printf ("%02x ", buf[i] & O0xff);

printf ("\n");

by
printf ("\n");
by
int print_bytes(unsigned char *buf, unsigned long len, char *str)
{
unsigned long i, j;
for (i=0, j=0; i<len; i++) {
if (i'=0 && i%8==0) {
j += sprintf(str+j, "\n");
3
j += sprintf(str+j, "%.2x ", buf[il);
3
sprintf (str+j,"\n");
return 0;
b

CK_RV get_function_list(CK_CHAR *api_path,
CK_FUNCTION_LIST_PTR *pfuncs)

{

CK_RV rc = CKR_OK;

CK_C_GetFunctionList pfoo = NULL;

printf ("get_function_list...\n");

#ifdef WIN32

d11l = LoadLibrary(api_path);

#else

dll = dlopen(api_path, RTLD_NOW);

#endif

if ( d11 == NULL ) {

printf("Can’t load PKCS#11 API library.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());

gy,
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#endif

return CKR_FUNCTION_FAILED;

}

#ifdef WIN32

pfoo = (CK_C_GetFunctionList)GetProcAddress(
dll, "C_GetFunctionList");

#else

pfoo = (CK_C_GetFunctionList)dlsym(

dll, "C_GetFunctionList");

#endif

if (pfoo == NULL ) {

printf ("Couldn’t get C_GetFunctionList address\n");
return CKR_FUNCTION_FAILED;

}

rc = pfoo(pfuncs);
if (rc '= CKR_OK) {
show_error ("Error in C_GetFunctionList", rc );

return rc;

}

#ifdef WIN32

pctrl = (CK_C_Ctrl)GetProcAddress(dll, "C_Ctrl");
#else

pctrl = (CK_C_Ctrl)dlsym(dll, "C_Ctrl");

#endif

printf ("Looks OK\n");
return CKR_OK;
}

CK_RV init(CK_CHAR xapi_path,
CK_FUNCTION_LIST_PTR *pfuncs,
CK_C_INITIALIZE_ARGS *pinit_args)

{

CK_RV rc = CKR_OK;

rc = get_function_list(api_path, pfuncs);
if (rc !'= CKR_OK)

return rc;

rc = (*pfuncs)->C_Initialize(pinit_args);
if (rc !'= CKR_OK) {
show_error("C_Initialize", rc);

cleanup (*pfuncs) ;

}

printf("C_Initialize OK\n");
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rc = CKR_OK;
return rc;
}

CK_RV AppCreateMutex( void **pmutex )

{

#ifdef WIN32

DWORD pid;

HANDLE *mutex;

#else

pthread_mutex_t *mutex;

#endif

char name[128];

static int imtx = O;

#ifdef WIN32

pid = GetCurrentProcessId();

sprintf (name, "APPMTX_%d_PID_%1d", imtx++, pid);

mutex = (HANDLE *)malloc(sizeof (HANDLE));

*mutex = CreateMutex(NULL, FALSE, name);
* (HANDLE **)pmutex = mutex;

#else

mutex = (pthread_mutex_t *)malloc(sizeof (pthread_mutex_t));

pthread_mutex_init (mutex, NULL );
*(pthread_mutex_t **)pmutex = mutex;
#endif

return CKR_OK;

CK_RV AppDestroyMutex( void *mutex )
{

#ifdef WIN32

CloseHandle (* (HANDLE *)mutex);
free(mutex) ;

#else

pthread_mutex_destroy((pthread _mutex_t *)mutex);

free(mutex) ;
#endif
return CKR_OK;

CK_RV AppLockMutex( void *mutex )

{

#ifdef WIN32

WaitForSingleObject (x (HANDLE *)mutex, INFINITE);
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#else

pthread_mutex_lock( (pthread_mutex_t *)mutex);
#endif

return CKR_OK;

CK_RV AppUnlockMutex( void *mutex )
{
#ifdef WIN32
ReleaseMutex (x (HANDLE *)mutex) ;
#else
pthread_mutex_unlock((pthread_mutex_t *)mutex);
#endif
return CKR_OK;

CK_RV cleanup(CK_FUNCTION_LIST_PTR funcs){
CK_RV rc; // Return Code

rc = funcs->C_Finalize (NULL);

return rc;

¥

CK_RV get_slot_1ist(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID **ppSlotList,
CK_ULONG *pulSlotCount)

CK_RV rc;

rc = funcs->C_GetSlotList (CK_FALSE, NULL, pulSlotCount);
if (rc !'= CKR_O0K) {

*ppSlotList = NULL;

printf ("Get slot list result: Ox%x\n", rc);

return rc;
}
if (*pulSlotCount > 0)
{

*ppSlotList = (CK_SLOT_ID_PTR) malloc(
*pulSlotCount * sizeof (CK_SLOT_ID));
rc = funcs->C_GetSlotList (CK_FALSE, *ppSlotList, pulSlotCount);
if (rc !'= CKR_OK) {
*ppSlotList = NULL;
printf ("Get slot list result: Ox%x\n", rc);
return rc;
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}
} else {
*ppSlotList = NULL;
return CKR_OK;
}
printf ("get_slot_list OK\n");
return CKR_OK;
}

CK_RV find_slot_with_token(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID #*pSlotlList,
CK_ULONG ulSlotCount,
CK_SLOT_ID #*pSlotId)

CK_RV rc;
CK_ULONG 1i;
CK_SLOT_INFO sinfo;

// VmeM CIOT C TOKeHOM
for(i=0; i<ulSlotCount; ++i)
{
rc = funcs->C_GetSlotInfo(pSlotList[i], &sinfo);
if (rc == CKR_OK)
{
if ((sinfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{
// XBaTaeM IepBHI NONABMLUICH CJIOT C TOKEHOM
*pSlotId = pSlotList[i];
rc = display_token_info(funcs, pSlotList[i]);
return rc;

¥

}
return CKR_FUNCTION_FAILED;

typedef struct {
CK_MECHANISM_TYPE type;
char *name;

} MECH_INFO;

static MECH_INFO mech[] = {
{CKM_GOSTR3410_KEY_PAIR_GEN,
"CKM_GOSTR3410_KEY_PAIR_GEN"},
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{CKM_GOSTR3410,

"CKM_GOSTR3410"},
{CKM_GOSTR3410_WITH_GOSTR3411,
"CKM_GOSTR3410_WITH_GOSTR3411"},
{CKM_GOSTR3410_KEY_WRAP,
"CKM_GOSTR3410_KEY_WRAP"},
{CKM_GOSTR3410_DERIVE,
"CKM_GOSTR3410_DERIVE"},
{CKM_GOSTR3411,

"CKM_GOSTR3411"},
{CKM_GOSTR3411_HMAC,
"CKM_GOSTR3411_HMAC"},
{CKM_G0ST28147_KEY_GEN,
"CKM_GO0ST28147_KEY_GEN"},
{CKM_G0ST28147_ECB,
"CKM_GOST28147_ECB"},
{CKM_G0ST28147,

"CKM_GOST28147"},
{CKM_GOST28147_MAC,
"CKM_GOST28147_MAC"},
{CKM_GOST28147 _KEY_WRAP,
"CKM_GOST28147_KEY_WRAP"},
{CKM_GOST28147_CNT,
"CKM_GOST28147_CNT"},
{CKM_GOST28147_KEY_CPDIVERSIFY,
"CKM_GOST28147_KEY_CPDIVERSIFY"},
{CKM_TLS_GOST_PRF,
"CKM_TLS_GOST_PRF"},
{CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN"},
{CKM_TLS_GOST_MASTER_KEY_DERIVE,
"CKM_TLS_GOST_MASTER_KEY_DERIVE"},
{CKM_TLS_GOST_KEY_AND_MAC_DERIVE,
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE"},
{CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC,
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC"},
{CKM_GOST28147_PKCS8_KEY_WRAP,
"CKM_GOST28147_PKCSS_KEY_WRAP"},
{CKM_GOSTR3410_PUBLIC_KEY_DERIVE,
"CKM_GOSTR3410_PUBLIC_KEY_DERIVE"},
{CKM_PKCS5_PBKD2,
"CKM_PKCS5_PBKD2"},

}s

static int MECH_NUM = sizeof (mech)/sizeof (MECH_INFO);
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char *get_mechanism_name (CK_MECHANISM_TYPE mech_type) {
int i;

for (i=0; i<MECH_NUM; i++) {

if (mech[i].type == mech_type) {

return mech[i] .name;

}

}

return NULL;

}

CK_RV
display_pkcsi1_info(CK_FUNCTION_LIST_PTR funcs){

CK_RV rc;
CK_INFO Cryptokilnfo;

memset (&Cryptokilnfo, 0, sizeof (CK_INFO));
rc = funcs->C_GetInfo(&Cryptokilnfo);

if (rc !'= CKR_O0K) {
show_error("C_GetInfo", rc);

return rc;

}

/* display the header and information */

printf ("PKCS#11 Info\n");

printf ("\tVersion %d.%d \n", Cryptokilnfo.cryptokiVersion.major,
CryptokiInfo.cryptokiVersion.minor) ;

printf ("\tManufacturer: %.32s \n", CryptokiInfo.manufacturerID);

printf ("\tFlags: 0x%X \n", Cryptokilnfo.flags);

printf ("\tLibrary Description: %.32s\n",
CryptokiInfo.libraryDescription) ;

printf ("\tLibrary Version %d.%d \n",
Cryptokilnfo.libraryVersion.major,
CryptokiInfo.libraryVersion.minor) ;

return rc;

}

CK_RV

display_slot_info (CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId){
CK_RV rc; // Return Code

CK_SLOT_INFO SlotInfo; // Structure to hold slot information
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memset (&SlotInfo, 0, sizeof (CK_SLOT_INFO));

rc = funcs->C_GetSlotInfo(SlotId, &SlotInfo);

if (rc !'= CKR_OK) {

printf ("Error getting slot info: 0x%X\n", rc);

return rc;

}

// Display the slot information

printf ("Slot #)%d Info\n", SlotId);

printf ("\tDescription: %.64s\n", SlotInfo.slotDescription);
printf ("\tManufacturer: %.32s\n", SlotInfo.manufacturerID);
printf ("\tFlags: 0x%X\n", SlotInfo.flags);

printf ("\tHardware Version: %d.%d\n",
SlotInfo.hardwareVersion.major,
SlotInfo.hardwareVersion.minor) ;

printf ("\tFirmware Version: %d.%d\n",
SlotInfo.firmwareVersion.major,
SlotInfo.firmwareVersion.minor) ;

return CKR_OK;
}

CK_RV

display_token_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId){
CK_RV rc; // Return Code

CK_TOKEN_INFO TokenInfo; // Variable to hold Token Information

memset (&TokenInfo, 0, sizeof (CK_TOKEN_INFO));

rc = funcs->C_GetTokenInfo(SlotId, &TokenInfo);

if (rc '= CKR_OK) {

printf ("Error getting token info: 0x%X\n", rc);

return rc;

}

// Display the token information

printf ("Token #)d Info:\n", SlotId);

printf ("\tLabel: %.32s\n", TokenInfo.label);

printf ("\tManufacturer: %.32s\n", TokenInfo.manufacturerID);
printf ("\tModel: %.16s\n", TokenInfo.model);

printf ("\tSerial Number: %.16s\n", TokenInfo.serialNumber) ;
printf("\tFlags: 0x%X\n", TokenInfo.flags);

printf ("\tSessions: %d/%d\n", TokenInfo.ulSessionCount,
TokenInfo.ulMaxSessionCount) ;

printf ("\tR/W Sessions: %d/%d\n",
TokenInfo.ulRwSessionCount, TokenInfo.ulMaxRwSessionCount);
printf ("\tPIN Length: %d-%d\n", TokenInfo.ulMinPinLen,
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TokenInfo.ulMaxPinLen) ;

printf ("\tPublic Memory: 0x%X/0x%X\n",
TokenInfo.ulFreePublicMemory, TokenInfo.ulTotalPublicMemory) ;
printf ("\tPrivate Memory: O0x%X/0x%X\n",
TokenInfo.ulFreePrivateMemory, TokenInfo.ulTotalPrivateMemory) ;
printf ("\tHardware Version: %d.%d\n",
TokenInfo.hardwareVersion.major,
TokenInfo.hardwareVersion.minor) ;

printf ("\tFirmware Version: %d.%d\n",
TokenInfo.firmwareVersion.major,
TokenInfo.firmwareVersion.minor) ;

printf ("\tTime: %.16s\n", TokenInfo.utcTime);

return CKR_OK;
}

CK_RV display_mechanisms (

CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID slot_id)
{

CK_RV rc;

CK_MECHANISM_TYPE_PTR MechanismList = NULL;
CK_MECHANISM_INFO MechanismInfo;

CK_ULONG MechanismCount = O;

CK_ULONG 1i;

char *mech_name = NULL;

rc = funcs->C_GetMechanismList(slot_id, NULL_PTR,
&MechanismCount) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

¥

// Allocate enough memory to store all the supported mechanisms
MechanismList = (CK_MECHANISM_TYPE_PTR) malloc(MechanismCount *
sizeof (CK_MECHANISM_TYPE)) ;

// This time get the mechanism list */

rc = funcs->C_GetMechanismList(slot_id, MechanismList,
&MechanismCount) ;

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetMechanismList: Ox%x\n", rc);

return rc;
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// For each Mechanism in the List

for (i = 0; i < MechanismCount; i++){

// Get the Mechanism Info and display it

printf ("Mechanism #%d\n", i);

mech_name = get_mechanism_name(MechanismList[i]);
if (mech_name) {

printf ("\tMechanism: 0x%X(%s)\n",
MechanismList[i], mech_name) ;

} else {

printf ("\tMechanism: 0x%X\n", MechanismList[i]);
}

rc = funcs->C_GetMechanismInfo(slot_id,
MechanismList[i], &MechanismInfo);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_GetMechanismInfo: O0x%x\n", rc);
// return rc;

} else {

printf ("\tKey Size: %d-%d\n",
MechanismInfo.ulMinKeySize,
MechanismInfo.ulMaxKeySize) ;

printf ("\tFlags: 0x%X\n", MechanismInfo.flags);
}

}

// Free the memory we allocated for the mechanism list
free (MechanismlList);

return CKR_OK;

X

// ®yHRIUA misS KOHCONBbHOrO BBOZAa PIN
CK_RV

get_pin(CK_CHAR ** pin){

int size = PIN_SIZE, count = O;
char buff[PIN_SIZE] = { 0 }, ¢c = 0;

#ifndef WIN32

/* Turn off echoing to the terminal when getting the password */
echo (FALSE) ;

#endif

/* Get each character and print out a ’*’ for each input */

for (count = 0; (¢ !'= LINE_FEED) &&

(c '= CARRIAGE_RETURN) && (count < PIN_SIZE); count++){
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#ifndef WIN32

buff [count] = getc(stdin);
#else

buff [count] = _getch();

if (buff[count] == END_OF_TEXT)
{

// Input terminated (Ctrl-C)
memset (buff, 0, sizeof (buff));
*pin = NULL;

return CKR_CANCEL;

}

#endif

¢ = buff[count];

if ((c !'= LINE_FEED) && (c != BACK_SPACE) &&
(c !'= CARRIAGE_RETURN))

printf ("*");

if (c == BACK_SPACE) {

printf ("%cc%c", BACK_SPACE, ’> >, BACK_SPACE);
count-=2;

}

fflush(stdout);

}

#ifndef WIN32

echo (TRUE) ;

#endif

/* After we get the password go to the next line */
printf ("\n");
fflush(stdout);

// Allocate 80 bytes for the user PIN
*pin = (unsigned char *)malloc(PIN_SIZE);
if (*pin == NULL) {

memset (buff, 0, sizeof (buff));

return CKR_HOST_MEMORY;

}

/* Strip the carriage return from
* the user input (it is not part of the PIN)
* and put the PIN in the return buffer */
buff [count-1] = ’\0’; //NULL;
// keep the trailing null for the strlen
memcpy (*pin, buff, strlen(buff)+1);
memset (buff, 0, sizeof (buff));
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return CKR_OK;
}

#ifndef WIN32

int

echo(int bbool){
struct termios term;

/* flush standard out to make sure everything
* that needs to be displayed has
* been displayed */
fflush(stdout);

/* get the current terminal attributes */
if (tcgetattr (STDIN_FILENQ, &term) != 0)
return -1;

/* Since we are calling this function
* we must want to read in a char at a
* time. Therefore set the cc structure
* before setting the terminal attrs */
term.c_cc[VMIN] = 1;
term.c_cc[VTIME] = 0;

/* If we are turning off the display
* of input characters AND with the inverse
* of the ECHO mask, if we are turning
* on the display OR with the ECHO mask.
* We also set if we are reading
* in canonical or noncanonical mode. */
if (bbool)
term.c_lflag |= (ECHO | ICANON);
else
term.c_lflag &= ~(ECHO | ICANON);

/* Set the attributes, and flush the streams

*so that any input already
* displayed on the terminal is invalid */

if (tcsetattr(STDIN_FILENO, TCSAFLUSH, &term) '= 0)

return -1;

return O;

}
#endif

gy,
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// TlpocTeHbkulé KON63K Iyisi KOHCONBHOrO BBOZa PIN.

// 9CTeTH MOTYT HAIUCaTh 34eCh KPOCCIIATPOpMEHHOE
// rpadpuueckroe IpuIOKeHUE )

CK_RV pin_callback(

CK_SESSION_HANDLE hSession,

CK_NOTIFICATION event, // CKN_LISSI_PIN_CALLBACK
CK_VOID_PTR pApplication // "Enter User/SO PIN please:"
)

{

if (event == CKN_LISSI_PIN_CALLBACK) {

CK_CHAR *pin_buf = NULL;

CK_RV rc = CKR_OK;

// Brimada mpuriameHus BBecTH PIN

printf ((CK_CHAR *)pApplication);

// get_pin cama BHIeNdeT IaMATh ANA pin_buf

rc = get_pin(&pin_buf);

if (rc == CKR_OK) {

// llepenmaem zHauenuve PIN B 6ubimoTexy depes pApplication
memcpy (pApplication, pin_buf, strlen(pin_buf)+1);
// UYuctuM 6ydep, BhHEeNeHHHE get_pin

memset (pin_buf, 0, strlen(pin_buf)+1);
free(pin_buf);

return CKR_OK;

} else {

// Beoz PIN 6bu cObpolleH IOJIb30BATEINEM.

// Ha Bcaruii ciay4ail mpoBepseM M YHCTHM pin_buf,
// xoTa get_pin Bpome-6i Bo3BpamaeT HyJIeBo# 6ydep
// Tpr BO3HUKHOBEHUY OIMUOKHU.

if (pin_buf) {

memset (pin_buf, 0, strlen(pin_buf)+1);
free(pin_buf);

by

return CKR_CANCEL;

b

} else {

// Tlo cTanmapty v2.30 HyXHO HOOpPOXeIAaTeNbHO

// WTHODHPOBATb UyXAble HaM COOOmEHU.

return CKR_OK;

}

3

CK_RV test_main(int argc, char *argv[])
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{
CK_RV rc = CKR_OK;
int i;

for (i=1; i<argc; i++) {

if (strcmp("-api", argv([i]) == 0) {
i++;
api_path = argvl[il;

} else if (strcmp("-user_pin", argv([i]) == 0) {
it++;
user_pin = argv[i];

}
}

rc = init(api_path, &funcs, NULL);
if (rc !'= CKR_OK) {
fprintf(stderr, "ERROR calling init, rc = Ox)x\n", rc);

return rc;
}
rc = get_slot_list(funcs,

&SlotList,
&SlotCount) ;
if (rc '= CKR_OK) {
printf("get_slot_list failed, rc = 0x)x\n", rc );

return rc;

}

rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId);

if (rc !'= CKR_O0K) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;
}
return CKR_OK;
}
CK_RV check_value(CK_BYTE *value, CK_ULONG len,
CK_BYTE #*eth, CK_ULONG eth_len)
{
CK_RV rc = CKR_OK;

if (len '= eth_len) {
printf("Invalid value length: %u != %u\n", len, eth_len);
rc = CKR_DATA_LEN_RANGE;
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} else {

if (memcmp(value, eth, eth_len) != 0) {
printf ("Invalid value:\n");
print_hex(value, len);
printf ("Ethalon:\n");
print_hex(eth, eth_len);

rc = CKR_DATA_INVALID;

} else {

printf ("Test value O0K\n");
}

}

return rc;

b

4.2 KoHdurypupoBaHne 6mbnnorekm

Heobsi3aresibHOe KOHMUIYpUpPOBaHUE OUOJTUOTEKY BBIIOJIHSIETCS MPUIOXKEHUEM ITPO-
IPAMMHO BbI30BaMU YIIPABJIAIOMNX KOMaH/, epepasaembix dyuxmun C_Ctrl. Ecin kon-
durypupoBanme He MPOU3BOIMIIOCH, UCIIOJIb3yEeTCs yMaduBaeMast KOH(DUTYpaIusi.

4.2.1 MyTtb k dpatiny coobuieHnii

Eciu nyts x daity coolreHuit He 3aJiaH, TO 110 YMOJYAHUIO HCIOJb3yeTcs stderr.
Ecmu B kagecrBe myTtu 3amatb NULL, To coobienust Boobiie He OyayT BblgaBarhes. B
JIAHHOM IIpUMepe COODIIEHUS HAIIPABJISIOTCS YIIPABJISIONIE KoMaH 10 B daiir log.txt B
TEeKyIIel Halke.

CK_C_Ctrl pctrl = NULL;

CK_RV rc = CKR_OK;

#ifdef WIN32

pctrl = (CK_RV (%) ())GetProcAddress(dll, "C_Ctrl");

#else

pctrl = (CK_RV (%) ())dlsym(dll, "C_Ctrl");

#endif

rc = pctrl(PKCS11_CTRL_LOG_PATH, 0, "./log.txt", NULL);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Ctrl PKCS11_CTRL_LOG_PATH failed\n");
return rc;

¥

IIpn BosHUKHOBEHNM OIMMOOK OMOIMOTEKA BBITAET MUATHOCTUIECKHE COOOINEHUSI, KO-
TOpbIE TI0 YMOJITYaHUIO BhIIaioTcs B stderr. Ecin Boiaada coobOIneHunii HalpaB/IeHa yIIpaBs-
JIATOIIe KOMaH 10l B (hail, To comepkumoe 3Toro ¢aiiia OymeT BBIIJIAAETH TPUMEPHO
TaK:
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ls_rtpkcsllecp started at 18:27:44 19 Aug 2013
..\..\src\src_native\api_interface.c:3050 C_GetTokenInfo Bad Arguments

4.3 Nuuuymanusayna bnbnuorekwn

Ilocite 3arpy3ku npuioykeHue JTOJKHO BbI3BaTh GyuKIMo C_Initialize. B mpocreii-
meM ciyvdae QyHKIUA MOrjia Obl OBITh BBI3BAHA, CJIEIYIOMIIM 00pPa30M:

funcs->C_Initialize(NULL);

Apryment dyukmuun C_Initialize moxker 6bITh 3a/1a0 1 60JIEE CIOKHBIM 06PA3OM IPU
HCITOJIBE30BAHIN MHOTOITOTOYHBIX IPUJIOZXKeHHit (M. TecToBble ipuMeph! threadmkobj.c u
c_wait_for_ slot_event.c).

4.4 TMpumepbl nporpamm

Ucxomabie Tekerer TectoB LS HW11 MoryT ciyKuTth mpuMepaMu MpUKJIaIHBIX TPO-
rpamm. Kpome Toro, HuzKe IpUBOISITCS HEKOTOPBIE IIPUMEPHI IIPOIPAMM, KOTOPhIE MOXKHO
HCIIO/TH30BAThH B KadecTBe 00pasiia Mpyu HAIMCaHUU COOCTBEHHBIX Iporpamm. [IpuBenen-
HbIE 3/1eCh TPUMEPBI IEMOHCTPUPYIOT fajeko He Bce Bodmokuoctu LS HW11 | mostomy
PEKOMEHLYEeTCs O3HAKOMUTHCHA C OPUTMHAJAMHI TECTOBBIX IPUMEPOB JIJI PA3JIMIHBIX Me-
XaHU3MOB B Tallke tests, a Takke ¢ obmumu daitamu test  common.h u test common.c
B marmnke tests/common.

ITo ymosrdanuio, Bce TeCTOBBIE TPOrPaAMMBI PAOOTAIOT C TIEPBBIM MOIABIITUMCST TOKEHOM
juist 6ubsmorekn s rtpkesllecp. Ilpu stom npeamnosnaraercs, uro PIN mosnzosaress
pasen 01234567. Eciin Hy>KHO 3aILlyCTUTD T€CTOBBII IIPUMED C JAPYToii 6UOJINOTEKON U /ujn
¢ apyruMm PIN, To 3170 MOXKHO cIesiaTh B apryMeHTax KOMAaHIHON CTPOKU, HAIpUMeD:

>ckm_gostr3410_key_pair_gen -api ls_etpkcsllg -user_pin 1234567890

4.4.1 Tony4yeHne nHcopmaLmmn 0 CNOTax U TOKEHaX
[Tporpamma info.c BeimaeT waMOpMAINO 0 OHUOIUOTEKE, CIOTAX U TOKEHAX.

#include "test_common.h"

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = O;

int

main(int argc, char *argv[]){
CK_RV rc;

CK_SLOT_INFO sinfo;

CK_ULONG 1;

CK_SLOT_ID SlotId;
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printf ("Info test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (strcmp("-api", argv[i]) == 0) {
++1;
api_path = argv[i];

}

}

rc = init(api_path, &funcs, NULL);
if (rc !'= CKR_OK) {

printf("init failed\n");

return rc;

b

rc = funcs->C_GetSlotList (CK_FALSE, NULL, &SlotCount);

if (rc !'= CKR_OK) {

SlotList = NULL;

printf ("Get slot list result: Ox%x\n", rc);
return rc;

}

printf ("%d slots found\n", SlotCount);

if (SlotCount > 0)

{

SlotList = (CK_SLOT_ID_PTR) malloc(SlotCount * sizeof (CK_SLOT_ID));
rc = funcs->C_GetSlotList (CK_FALSE, SlotList, &SlotCount);

if (rc !'= CKR_O0K) {

SlotList = NULL;

SlotCount = O;

printf ("Get slot list result: Ox%x\n", rc);
return rc;

}

} else {

SlotList = NULL;

return CKR_OK;

}

printf ("Cycle through slot list\n");
for (i = 0; i<SlotCount; i++)

{

SlotId = SlotList[il];

rc = display_slot_info(funcs, SlotId);
if (rc != CKR_OK) {

printf ("display slot info failed\n");
return rc;

gy,

44



I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

}

rc = funcs->C_GetSlotInfo(SlotId, &sinfo);
if (sinfo.flags & CKF_TOKEN_PRESENT) {

rc = display_token_info(funcs, SlotId);

if (rc !'= CKR_OK) {
printf("display_token_info failed\n");
return rc;

}

}

}

if(SlotList){free(SlotList) ;SlotList=NULL;}

printf ("Info test SUCCESS\n");
return CKR_OK;
}

4.4.2 Pabota c obbektamun Tuna CKO _DATA

IIporpamma cko_data.c jpemoncrpupyer padory ¢ obbekramu Tuna CKO_DATA.

#include "test_common.h"
CK_SLOT_ID SlotId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = 0;

int

main(int argc, char *argv[]){

CK_RV rc;

CK_FLAGS flags = O;

CK_SESSION_HANDLE sess;

CK_ULONG 1i;

static CK_OBJECT_CLASS oclass_data = CKO_DATA;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

CK_ATTRIBUTE data_find[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)},
};

CK_UTF8CHAR 1label[] = "data";

CK_CHAR appl[] = "ls_hwill_library";

CK_BYTE data_value[] = {

0x66, O0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, O0x6F, O0x2E, 0x72, 0x75, 0x31,
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0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0xb2, 0xbb, 0x31, 0x13, 0x30, Ox11,
};

CK_ATTRIBUTE data_create[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)},
{CKA_APPLICATION, app, strlen(app)+1},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse, sizeof(lfalse)},
{CKA_LABEL, label, strlen(label)+1},
{CKA_VALUE, data_value, sizeof(data_value)},

};

CK_BYTE get_value[1024];

CK_ATTRIBUTE tmpl_value[] = {

{CKA_VALUE, get_value, sizeof(get_value)l},

};

CK_ATTRIBUTE data_value_find[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)l},
{CKA_VALUE, data_value, sizeof(data_value)},

};

CK_ULONG count, number;

CK_OBJECT_HANDLE hObj = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE hNewObj = CK_INVALID_HANDLE;

printf ("CKO_DATA test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (strcmp("-api", argv[i]) == 0) {
++1;
api_path = argv[i];

} else if (strcmp("-user_pin", argv[i]) == 0) {
++1;

user_pin = argv[i];

}

}

rc = init(api_path, &funcs, NULL);

if (rc != CKR_OK) {

printf("init failed\n");

return rc;
}
rc = get_slot_list(funcs,

&SlotList,

&SlotCount) ;
if (rc '= CKR_OK) {
printf ("get_slot_list failed, rc = 0x%x\n", rc );
return rc;
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}

rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId);

if (rc '= CKR_OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

¥

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;

rc = funcs->C_OpenSession( SlotId, flags, NULL, NULL, &sess );
if (rc '= CKR_OK) {

printf ("C_OpenSession failed, rc = Ox¥%x\n", rc );

return rc;

}

rc = funcs->C_Login(sess, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

printf ("C_Login failed, rc = Ox%x\n", rc );

return rc;

}

printf ("C_Login (CKU_USER) success\n");

// VmemM Bce mocTynuele o6bekTs CKO_DATA

rc = funcs->C_FindObjectsInit(sess,

data_find, sizeof(data_find)/sizeof (CK_ATTRIBUTE)) ;

if (rc !'= CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = O0x%x\n", rc );

return rc;
}

count = 0;
do {

number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &hObj, 1, &number);
if (rc !'= CKR_O0K) {

printf ("C_FindObjects failed, rc = O0x¥x\n", rc );
return rc;

}

if (number > 0 && hObj != CK_INVALID_HANDLE) count ++;
} while (number > 0 && hObj !'= CK_INVALID_HANDLE);
rc = funcs->C_FindObjectsFinal(sess);

if (rc !'= CKR_O0K) {
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printf ("C_FindObjectsFinal failed, rc = 0x¥%x\n", rc );
return rc;

}

printf("%1ld data objects found for session\n", count);

rc = funcs->C_CreateObject(sess,

data_create, sizeof(data_create)/sizeof (CK_ATTRIBUTE), &hNew(Obj);
if (rc !'= CKR_OK) {

printf ("C_CreateObject failed, rc = 0x%x\n", rc );

return rc;

}

printf ("C_CreateObject success\n");

rc = funcs->C_GetAttributeValue(sess, hNewObj,
tmpl_value, sizeof (tmpl_value)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_OK) {

printf ("C_GetAttributeValue failed, rc = Ox%x\n", rc );
return rc;

}

if (tmpl_value[0].ulValuelen != sizeof(data_value)) {
printf ("Invalid CKA_VALUE length\n");

return -1;

}

if (memcmp(get_value, data_value, sizeof(data_value)) != 0 ) {
printf("Invalid CKA_VALUE\n");

return -1;

}

printf ("C_GetAttributeValue success\n");

// Vmem Bce mocTymmeie o6bexTs CKO_DATA mo 3smadvenmwo CKA_VALUE
rc = funcs->C_FindObjectsInit(sess,

data_value_find, sizeof(data_value_find)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_O0K) {

printf ("C_FindObjectsFinal failed, rc = Ox%x\n", rc );

return rc;
}

count = 0;
do {

number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &hObj, 1, &number);
if (rc !'= CKR_O0K) {

printf ("C_FindObjects failed, rc = 0x%x\n", rc );
return rc;
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}

if (number > O && hObj != CK_INVALID_HANDLE) count ++;

} while (number > 0 && hObj !'= CK_INVALID_HANDLE);

rc = funcs->C_FindObjectsFinal (sess);

if (rc !'= CKR_OK) {

printf("C_FindObjectsFinal failed, rc = 0x%x\n", rc );

return rc;

}

printf ("%1ld data objects found for given CKA_VALUE\n", count);

rc = funcs->C_DestroyObject(sess, hNewObj);

if (rc !'= CKR_OK) {

printf ("C_DestroyObject failed, rc = Ox¥%x\n", rc );
return rc;

}
printf ("C_DestroyObject success\n");

rc = funcs->C_CloseSession(sess);

if (rc !'= CKR_OK) {

printf ("C_CloseSession failed, rc = 0x%x\n", rc );
return rc;

¥

printf ("CKO_DATA test SUCCESS\n");
return CKR_OK;
}

4.4.3 Pabora c obbektamun Tuna CKO _CERTIFICATE

IIporpamma cko_certificate.c memoncrpupyet pabory ¢ obbekramu Tuna CKO_CERTIFICATE.

#include "test_common.h"
CK_SLOT_ID SlotId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = 0;

int

main(int argc, char *argv[]){
CK_RV rc;

CK_FLAGS flags = O0;
CK_SESSION_HANDLE sess;
CK_ULONG ij;
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static CK_OBJECT_CLASS oclass_cert = CKO_CERTIFICATE;
static CK_CERTIFICATE_TYPE ocert_type = CKC_X_509;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

CK_ATTRIBUTE cert_find[] = {

{CKA_CLASS, &oclass_cert, sizeof(oclass_cert)},
};

CK_UTF8CHAR labell[] = "cpcacert";

CK_CHAR subject[] = "CryptoPro CA";

// Pasmep ceprudurara - 583 baiiTa

CK_BYTE der_value[] = {

0x30, 0x82, 0x02, 0x43, 0x30, 0x82, 0x01, OxFO,
0xAO, 0x03, 0x02, 0x01, 0x02, 0x02, 0x10, 0x69,
0x84, 0x03, 0x28, 0x6A, 0xA6, 0x59, OxBA, 0x46,
0x35, 0x62, 0x2D, 0x49, OxDE, O0xbF, 0xD3, 0x30,
0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02,
0x03, 0x05, 0x00, 0x30, 0x65, 0x31, 0x20, 0x30,
0x1E, 0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, OxF7,
0x0D, 0x01, 0x09, 0x01, 0x16, 0x11, 0x69, Ox6E,
0x66, 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, Ox6F, 0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0xb5, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, Ox11,
0x06, 0x03, 0xb5, 0x04, 0xO0A, 0x13, OxOA, 0x43,
0x52, 0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55,
0x04, 0x03, 0x13, 0x16, 0xb54, 0x65, 0x73, 0x74,
0x20, 0x43, 0x65, Ox6E, 0x74, 0x65, 0x72, 0x20,
0x43, 0xb2, 0x59, 0x50, 0xb4, 0x4F, 0x2D, 0x50,
0x52, 0x4F, 0x30, Ox1E, 0x17, 0xOD, 0x30, 0x39,
0x30, 0x34, 0x30, 0x37, 0x31, 0x32, 0x30, 0x32,
0x31, 0x35, Oxb5A, 0x17, 0xOD, 0x31, 0x34, 0x31,
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34,
0x31, OxbA, 0x30, 0x65, 0x31, 0x20, 0x30, OxlE,
0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, OxF7, 0x0D,
0x01, 0x09, 0x01, Ox16, 0x11, 0x69, Ox6E, 0x66,
0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74, Ox6F,
0x70, 0x72, Ox6F, 0x2E, 0x72, 0x75, 0x31, 0xO0B,
0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06, 0x13,
0x02, 0xb2, 0xb5, 0x31, 0x13, 0x30, Ox11l, 0x06,
0x03, 0xbb5, 0x04, 0xO0A, 0x13, 0xO0A, 0x43, 0x52,
0xb59, 0xb0, 0xb4, 0x4F, 0x2D, 0x50, 0xb52, O0x4F,
0x31, Ox1F, 0x30, 0x1D, 0x06, 0x03, 0x55, 0x04,
0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74, 0x20,

gy, ’
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0x43, 0x65, Ox6E, 0x74, 0x65, 0x72, 0x20, 0x43,
0x52, 0xb9, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x30, 0x63, 0x30, 0x1C, 0x06, 0x06, O0x2A,
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06,
0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, OxlE,
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, 0x02, OxE4,
OxFF, 0xD1, OxA6, OxF6, 0x9C, 0x80, 0x9A, OxDA,
OxEC, Ox7F, Ox4A, 0x78, 0xC1l, 0xCC, 0x2D, 0xD3,
OxE5, 0x96, OxEA, 0xCB, OxED, 0x22, 0x32, 0x79,
0xB2, 0x02, 0xE2, 0xC6, 0x7C, 0x35, OxE6, 0x74,
0x64, 0x1B, 0x09, 0x77, 0x11, 0x8C, 0x67, Ox3F,
0xOF, 0xDO, OxE8, 0x23, 0xA6, O0x7E, 0x6D, 0x3B,
0x7F, 0xC4, 0xC4, 0x28, OxFD, 0x2B, 0x1C, 0x68,
0x01, 0x20, OxAO, 0x5C, 0xD8, 0x79, 0xA3, 0x78,
0x30, 0x76, 0x30, 0x0OB, 0x06, 0x03, 0xb55, 0x1D,
0xOF, 0x04, 0x04, 0x03, 0x02, 0x01, 0xC6, 0x30,
0xOF, 0x06, 0x03, 0xb55, 0x1D, 0x13, 0x01, 0x01,
OxFF, 0x04, 0x05, 0x30, 0x03, 0x01, 0x01, OxFF,
0x30, 0x1D, 0x06, 0x03, 0x55, 0x1D, OxOE, 0x04,
0x16, 0x04, 0x14, 0x6D, 0x8F, Ox5E, 0x05, 0xD9,
0x5F, 0xAC, 0x91, 0x17, 0x94, Ox1E, 0x95, 0x9A,
0x05, 0x30, 0x38, 0x37, 0x7A, 0x10, O0x2A, 0x30,
0x12, 0x06, 0x09, 0x2B, 0x06, 0x01, 0x04, 0x01,
0x82, 0x37, 0x15, 0x01, 0x04, 0x05, 0x02, 0x03,
0x02, 0x00, 0x02, 0x30, 0x23, 0x06, 0x09, 0x2B,
0x06, 0x01, 0x04, 0x01, 0x82, 0x37, 0x15, 0x02,
0x04, 0x16, 0x04, Ox14, 0x7A, 0xC9, 0xC7, 0x09,
0xDB, 0x20, 0x1C, 0x96, 0x94, 0x2F, OxFC, 0x46,
OxAD, 0x6D, 0x93, 0xDO, Ox5E, 0x69, 0x12, OxOE,
0x30, 0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02,
0x02, 0x03, 0x05, 0x00, 0x03, 0x41, 0x00, 0x58,
0x73, 0xD2, 0x93, 0xBC, 0x63, 0x21, 0xB1l, OxOE,
0x73, 0x72, OxEE, OxF1, 0x72, 0xB5, 0x1B, 0x8B,
0xBB, 0xC9, 0x3B, 0x08, 0xBB, 0x4C, Ox5A, OxF2,
OxE1l, OxA5, 0x35, Ox4F, 0x99, 0xC4, 0xD5, 0x52,
0x52, 0x70, 0x26, 0xDD, OxAE, 0xDO, OxA9, 0x27,
0xE9, 0xB6, 0x5B, 0x7D, Ox6F, 0x44, OxFD, 0x26,
0x4D, OxFD, OxAl1l, 0x63, 0x74, 0x5C, 0x74, 0xDS8,
0x49, 0x73, 0x0A, 0x77, 0x77, 0x63, 0x4D,

}s
CK_ATTRIBUTE cert_create[] = {
{CKA_CLASS, &oclass_cert, sizeof(oclass_cert)},
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{CKA_CERTIFICATE_TYPE, &ocert_type, sizeof (ocert_type)},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse, sizeof(lfalse)},
{CKA_SUBJECT, subject, strlen(subject)+1},
{CKA_LABEL, label, strlen(label)+1},
{CKA_VALUE, der_value, sizeof(der_value)},
};

CK_BYTE get_value[4096];

CK_ATTRIBUTE tmpl_value[] = {

{CKA_VALUE, get_value, sizeof (get_value)},
};

CK_ULONG count, number;

CK_OBJECT_HANDLE hObj = CK_INVALID_HANDLE;

printf ("CKO_CERTIFICATE test\n");

for (i=1; i<(CK_ULONG)argc; i++) {

if (strcmp("-api", argvl[il) == 0) {

++1;

api_path = argv[i];

} else if (strcmp("-user_pin", argv[i]) == 0) {
++1i;
user_pin = argv[il];

}

}

rc = init(api_path, &funcs, NULL);
if (rc !'= CKR_OK) {

printf("init failed\n");

return rc;
}
rc = get_slot_list(funcs,

&SlotList,
&SlotCount) ;
if (rc '= CKR_OK) {
printf("get_slot_list failed, rc = O0x)x\n", rc );

return rc;

}

rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId);

if (rc !'= CKR_OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;
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flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;

rc = funcs->C_OpenSession( SlotId, flags, NULL, NULL, &sess );
if (rc !'= CKR_OK) {

printf ("C_OpenSession failed, rc = O0x%x\n", rc );

return rc;

}

rc = funcs->C_Login(sess, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

printf("C_Login failed, rc = Ox%x\n", rc );

return rc;

}

printf ("C_Login (CKU_USER) success\n");

// VimeM BCe IOCTYyHHEE CEpPTUPUKATH

rc = funcs->C_FindObjectsInit(sess,

cert_find, sizeof(cert_find)/sizeof (CK_ATTRIBUTE));

if (rc != CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = Ox%x\n", rc );

return rc;
}

count = 0;
do {

number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &h0bj, 1, &number);

if (rc '= CKR_OK) {

printf("C_FindObjects failed, rc = Ox%x\n", rc );
return rc;

}

if (number > O && hObj != CK_INVALID_HANDLE) count ++;
} while (number > O &% hObj !'= CK_INVALID_HANDLE);

rc = funcs->C_FindObjectsFinal (sess);

if (rc !'= CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = Ox)x\n", rc );
return rc;

}

printf ("%1ld certificates found for session\n", count);

rc = funcs->C_CreateObject(sess,
cert_create, sizeof (cert_create)/sizeof (CK_ATTRIBUTE), &h0bj);
if (rc '= CKR_OK) {
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printf ("C_CreateObject failed, rc = 0x%x\n", rc );
return rc;
}

printf ("C_CreateObject success\n");

rc = funcs->C_GetAttributeValue(sess, h0Obj,

tmpl_value, sizeof (tmpl_value)/sizeof (CK_ATTRIBUTE));
if (rc != CKR_OK) {

printf ("C_GetAttributeValue failed, rc = O0x)x\n", rc );
return rc;

}

if (tmpl_value[0].ulValueLen != sizeof (der_value)) {
printf ("Invalid CKA_VALUE length\n");

return -1;

}

if (memcmp(get_value, der_value, sizeof(der_value)) != 0 ) {
printf ("Invalid CKA_VALUE\n");

return -1;

}

printf ("C_GetAttributeValue success\n");

rc = funcs->C_DestroyObject(sess, hObj);

if (rc !'= CKR_OK) {

printf ("C_DestroyObject failed, rc = Ox¥%x\n", rc );
return rc;

b

rc = funcs->C_CloseSession(sess);

if (rc '= CKR_OK) {

printf("C_CloseSession failed, rc = Ox%x\n", rc );
return rc;

}

printf ("CKO_CERTIFICATE test SUCCESS\n");
return CKR_OK;
}

4.4.4 TeHepauunsa pgaiig>xecTta

[Iporpamma Beraucisier xer coobiieHus o ajroputmy OCT P 34.11-94 u cpaBHU-
BaeT Pe3yJIbTaT C 3apaHee 33/ JaHHBIM 9TAJ0HOM. lIporpamMma HCIOIbB3YeT yMaTInBaEMYyIO
KOHMUI'YPAIUIO, TPEIIIoJaras, YT0 YMAJIINBAEMbI TPOrPAMMHBIN TOKEH YK€ T'OTOB K
pabore.

3aMeTnM, 9TO pa3Mep COCTOSIHUS KOHTEKCTa XEITUPOBAHNS 3aBUCUT OT Peasn3allii U B
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Pa3HbIX Bepcusax OMOJMOTEKH MOXKET OKA3aThCs PA3JIUYIHBIM, IIO9TOMY HE CJIEyeT HaJe-
AThCs HAa (DUKCUPOBAHHBIN pa3mep Oydepa pu cOXpaHEHUU STOTO COCTOSTHUSI C TIOMOIIIBIO
dyukiuu C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3411(CK_SESSION_HANDLE hSession) ;

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);

goto out;

}

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3411, &minfo);

if (rc !'= CKR_O0K) {

fprintf (stderr,
"\n======== Mechanism CKM_GOSTR3411 not supported ===========\n");
} else {
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fprintf (stderr,

"\n=========== CKM_GOSTR3411 test \n") ;
rc = test_gost3411(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3411 failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3411 test passed.\n");
}

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Oxx\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:
return rc;

¥

CK_RV test_gost3411(CK_SESSION_HANDLE hSession)

{

CK_RV rc;

CK_BYTE value[256];

CK_BYTE *state;

CK_ULONG len, state_len;

CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3411, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_KEY_TYPE key_type = CKK_GOSTR3411;

// CryptoPro gost3411 Test Param Set

static CK_BYTE oid[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00
+;

static CK_BYTE dataill[] =

"Suppose the original message has length = 50 bytes";
static CK_BYTE et1[] = {
0x47,0x1a,0xba,0x57,0xa6,0x0a,0x77,0x0d,
0x3a,0x76,0x13,0x06,0x35,0xcl1,0xfb,0xea,
Ox4e,0xf1,0x4d,0xe5,0x1f,0x78,0xb4,0xae,
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0x57,0xdd,0x89,0x3b,0x62,0xf5,0x52,0x08
};

static CK_BYTE data2[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
0x1a,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
};

static CK_BYTE et2[] = {
0x38,0x65,0x45,0xc7,0x71,0x4f,0x6d,0x0b,
0xf1,0x27,0xad,0x57,0xca,0xc0,0x92,0x0a,
0xa3,0xd8,0x84,0x62,0xfa,0x8a,0x0e,0x1d,
0x30,0xd5,0xcd,0xb5a,0x85,0x84,0xaf,0xf1
};

static CK_BYTE data3[] = {

0x30,0x82,0x03,0x9c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb,0xd7,0xae,0x28,0xb5,0x92,0x9f,0xd2,
Oxec,0x4c,0xf3,0x30,0x08,0x06,0x06,0x2a,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09, 0x2a,0x86,
0x48,0x86,0xf7,0x0d,0x01,0x09,0x01,0x16,
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61,
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06,
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07,0x0c,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a,
0x0c,0x4b,0xd0,0x93,0xd0, 0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94,0xd0,0xbe,0xd0,0xb2,0xdO0,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xdO,
0Oxbd, 0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4,0xd0,0xbe,0xd1,0x81,0xd1,0x82,
0xd0, Oxbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xd1,0x8e,0xd1l,0x89,0xd0,0xb3,
0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
0Oxbd,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,
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0xb8,0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,
0x03,0x55,0x04,0x03,0x0c,0x1e,0xd0,0x93,
0xd0,0x94,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3,0xd0,0xa6,0x30,0x1e,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0xba,0x17,0x0d4,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,0x81,
0xd0,Oxba,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xdO,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94,0xd0,0xbe,0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4,0xd0,0xbe,0xd1,0x81,0xd1,0x82,0xd0,
Oxbe, 0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f,0xd1,0x8e,0xd1,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,0xdO,
0Oxa6,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,0xb8,
0xd0,0xba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0x1e,0xd0,0x93,0xdO,
0x94,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,0xal,
0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0xa3,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,

gy, .
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0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50,0xab,0x7f,0xc4,0xcc,0x3d,0xd0,0xe2,
0xdd, 0x86,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca,0x58,0x67,0x62,0xf3,0xb7,0xba,
0x7b,0x2a,0xda,0xcl1,0x9c,0x3f,0x87,0xeb,
0xf1,0xdc,0xaf,0x35,0xad,0x2d,0xel,0xca,
Oxed,Oxc1,0x8b,0x82,0xde,0xa0,0x8b,0x95,
0xdd,0Oxa2,0xac,0x46,0x6a,0x8e,0xce,0x5d,
0x5a,0x16,0xba,0x03,0x29,0x72,0x38,0x27,
0xa3,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0xba,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3,0xd0,0xbf,0xd0,0xbe, 0xd0,0xbb,0xd0,
0xbd, 0xd0,0xbe,0xd0,0xbc,0xd0,0xbe,0xd1,
0x87,0xd0,0xb5,0xd0,0xbd, 0xd0,0xbd,0xd0,
Oxbe, 0xd0,0xb5,0x20,0xd0,0x9b,0xd0,0xb8,
0xd1,0x86,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d,0x0f,0x01,0x01,0xff,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0xff,0x04,
0x05,0x30,0x03,0x01,0x01,0xff,0x30,0x1d,
0x06,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04,
0x14,0xbl,0x6e,0x0e,0xad,0x40,0xbc,0xf0,
0xd9,0xb6,0xf7,0xef,0xfa,0xf0,0x3d,0xal,
0x0c,0xd2,0x8f,0xf1,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6c,0x64,0x61,0x70,0x3a,0x2f,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38,0x2e,0x37,0x30,0x2f,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x61f,
0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢C,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69,0x6f,0x6e,0x50,0x6f,0x69,0x6e,0x74

gy, ’
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};

static CK_BYTE et3[] = {
Oxee,0x8c,0xd9,0x40,0x23,0xdd,0x9a,0xf8,
0x17,0xdd,0xe8,0x1f,0x02,0x25,0x5b,0xb3,
Oxaa,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0x5a
};

// CryptoPro gostR3411 A Param Set
static CK_BYTE oid_default[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

};

static CK_BYTE data6[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C,
0x6B, 0x6C, 0x6D, Ox6E, 0x6C, 0x6D, Ox6E,
0x6D, Ox6E, 0x6F, 0x70, O0x6E, O0x6F, 0x70,
0x0A

};

static CK_BYTE et6[] = {
0xc8, 0x77, 0Oxc2, Oxdl, 0x7f, 0xd3, 0x99,
0x7a, 0x97, Oxch, 0x67, 0x07, Oxdf, 0x57,
0x5b, Oxdc, 0xf2, 0x17, 0x34, 0x6a, 0x69,
0x6b, 0x9a, Oxad, Oxc4, 0x47, 0Oxa8, 0x2f,

}s

memset (value,0,sizeof (value));

mechanism->pParameter = oid;
mechanism->ulParameterlLen = sizeof (o0id);

rc = funcs->C_DigestInit(hSession, mechanism);
if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = O0x%x\n",
__LINE__, rc);

return rc;

3

len = sizeof(value);

rc = funcs->C_Digest(hSession,
datal, strlen(datal), value, &len);
if (rc !'= CKR_O0K) {

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,
0x71,

0x2e,
0xcO,
0x2f,
0xd2

gy,
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fprintf (stderr,

"%4d: C_Digest failed, rc = Ox¥)x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(etl)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, etl, len) != 0) {

fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

fprintf(stderr, "One step digest...\n");

memset (value,0,sizeof (value));
mechanism->pParameter = oid_default;
mechanism->ulParameterlLen = sizeof (oid_default);

rc = funcs->C_DigestInit(hSession, mechanism);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = O0x%x\n",

__LINE__, rc);

return rc;

}

len = sizeof(value);

rc = funcs->C_Digest(hSession,

data6, sizeof(data6), value, &len);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox¥)x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(et6)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, et6, len) != 0) {
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fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;
}

fprintf (stderr, "OK\n");
memset (value,0,sizeof (value));

fprintf (stderr, "Yet another one step digest...\n");
mechanism->pParameter = oid_default;
mechanism->ulParameterlLen = sizeof (oid_default);

rc = funcs->C_DigestInit(hSession, mechanism);

if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = O0x%x\n",

__LINE__, rc);

return rc;

3

len = sizeof(value);

rc = funcs->C_Digest(hSession,
data2, sizeof(data2), value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox¥)x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(et2)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, et2, len) != 0) {

fprintf (stderr,

"%4d: Invalid result value\n", __LINE__);

return -2;

}

fprintf (stderr, "OK\n");
memset (value,0,sizeof (value));
fprintf (stderr,

"The same digest with NULL mechanism parameter...\n");
mechanism->pParameter = NULL_PTR;
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mechanism->ulParameterLen = 0;

rc = funcs->C_DigestInit(hSession, mechanism);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__, rc);

return rc;

}

len = sizeof(value);

rc = funcs->C_Digest (

hSession, data2, sizeof(data2), value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox¥%x\n",
__LINE__, rc);

return rc;

}

if (len '= sizeof(et2)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n",
__LINE len);

return -1;

}

if (memcmp(value, et2, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

—_—

LINE__);

b —_—

memset (value,0,sizeof (value)) ;

fprintf(stderr, "Get operation state...\n");
rc = funcs->C_DigestInit(hSession, mechanism);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE__, rc);

return rc;

}

rc = funcs->C_DigestUpdate (hSession, data3, 39);

gy,
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if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = OxVx\n",
__LINE__, rc);

return rc;

3

// Save intermediate cryptograhic state.
state_len = 0;

rc = funcs->C_GetOperationState(hSession,
NULL, &state_len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetOperationState failed, rc = OxJ)x\n",
__LINE__, rc);

return rc;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(hSession,
state, &state_len);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_GetOperationState failed, rc = Ox¥%x\n",
__LINE rc);

return rc;

}

rc = funcs->C_DigestUpdate (hSession,

data3 + 39, sizeof(data3) - 39);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = OxJ)x\n",
__LINE__, rc);

return rc;

}

——

len = sizeof (value);

rc = funcs->C_DigestFinal (hSession, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE__, rc);

return rc;

}
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if (len !'= sizeof(et3)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE
return -1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

len);

R d

LINE_);

b —_—

fprintf(stderr, "Set operation state...\n");

// Restore saved cryptographic state.

rc = funcs->C_SetOperationState(hSession, state, state_len,
CK_INVALID_HANDLE, CK_INVALID_HANDLE);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_SetOperationState failed, rc = Ox%x\n",

__LINE__, rc);

return rc;

¥

rc = funcs->C_DigestUpdate (hSession,

data3 + 39, sizeof(data3) - 39);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = 0x)x\n",
__LINE re);

return rc;

¥

——

len = sizeof(value);

rc = funcs->C_DigestFinal (hSession, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestFinal failed, rc = Ox%x\n",

__LINE re);

return rc;

}

—_—

if (len '= sizeof(et3)) {
fprintf (stderr,

"%4d: Invalid result length: %d\n" LINE len);

) == —_—
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return -1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

LINE__);

3 —_——

free(state);
printf ("SUCCESS\n") ;

return rc;

}

4.4.5 lenepauyuna HMAC

B mamnom mpumepe memomncrpupyercss remeparust u nposepka HMAC mexanmsmom
CKM_GOSTR3411_HMAC. 3ameTuM, 4TO JJIMHA 3HAYEHUs] UCXOIHOIO KJIIOYa, [IPU MeHePaIliu
HMAC wne obsizana 66ITh paBHO# 32-M HaiiTam.

Tlenepanuss HMAC - 570 KOHTEKCTHasI Ollepaliisi B CECCUM, IIO3TOMY €€ IIPOMEXKYTOIHOe
COCTOSTHHE MO2KET OBITh COXpPaHeHOo u BoccTanossieHo dyukiusimu C_GetOperationState,
C_SetOperationState.

BaMeTnM, UTO KJIIOY, HCIOJIb3yeMblil B KoHTekcTe reHeparun HMAC, paccmarpuBaer-
csl, KAK KJII0Y ayTeHTU(UKAINN, 8 He KaK KJIF0Y Mu(POBaHUS, U TMOITOMY 3aJaeTCs B
nocsieineM napamerpe yukiun C_SetOperationState.

Pasmep cocrostnust konrekcera regepannn HMAC zaBucuT or peajmsanui U B Pa3HBIX
BepCHugx 6I/I6J'II/IOT6KI/I MOZKET OKa3aTbCdA Pa3JIMIHbIM, IIO3TOMY HE CJIelyeT HaJAedATbCdA Ha
duKCHpOoBaHHBIN paszMep 6ydepa IpHu COXpaHEHUN ITOI'0 COCTOSTHHUSI C IIOMOIIBIO PYHKITUN
C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3411_hmac (CK_SESSION_HANDLE sess);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

b
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rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_0OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3411_HMAC, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3411_HMAC not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3411_HMAC test \n");

rc = test_gost3411_hmac(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3411_HMAC failed, rc = Ox)x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3411_HMAC test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

¥
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else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_gost3411_hmac (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG 1len;

CK_MECHANISM mechanism_desc =
{CKM_GOSTR3411_HMAC, NULL, O0};

CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BYTE keyvall[] = {

0x0b, 0x0b, 0x0b,0x0b,0x0b, 0x0b,0x0b, 0x0b,
0x0b, 0x0b, 0x0b,0x0b,0x0b, 0x0b,0x0b, 0x0Db,
0x0b, 0x0b,0x0b,0x0Db,

}s

static CK_BYTE datal[] = "Hi There";
static CK_BYTE eti[] = {
0x34,0x4f,0x17,0xcd,0xa0,0xfa,0x9a,0x56,
0xdb,0x24,0xed,0x7c,0xf3,0xaa,0xcd,Oxel,
0xd1,0x26,0xb9,0xe2,0x4e,0xf3,0x92,0xf2,
0x31,0x77,0x0e,0x3e,0xa8,0x6d,0xde,0x1d,
};

static CK_BYTE keyval2[] = { *J?,%e’,’f’,%e’ };

static CK_BYTE data2[] = "what do ya want for nothing?";
static CK_BYTE et2[] = {
0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa,0xf5,0xff,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xf1,0xab,0xb7,0x05,
Oxce,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a,

};
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static CK_BYTE keyval3[] = {
Oxaa,Oxaa,0Oxaa,0Oxaa,0xaa,0Oxaa,0xaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,Oxaa,0Oxaa,
Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,Oxaa,0Oxaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,Oxaa,Oxaa,0xaa,
Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,
}s

static CK_BYTE data3[] =

"Test Using Larger Than Block-Size Key - Hash Key First";

static CK_BYTE et3[] = {
0x91,0x77,0xa0,0x5f,0xee,Oxca,0xfa,0x5c,
0xbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xbb,
0xd5,0x9b,0x23,0x4c,0x56,0x7e,0x26,0x0d,
Oxda,0Oxe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa,
};
// CryptoPro 3411 HASH1 default Param Set
static CK_BYTE oid[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

}s

static CK_ATTRIBUTE key_template[] = {
{ CKA_VALUE, NULL_PTR, O },

{ CKA_CLASS, &oclass, sizeof(oclass) 1},

{ CKA_KEY_TYPE, &key_type, sizeof (key_type) },

{ CKA_SIGN, &ltrue, sizeof(ltrue) I},
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
}s

static CK_BYTE data4[] = {

0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68,
0x67, 0x68, 0x69, Ox6A, 0x68, 0x69, O0x6A,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C,
0x6B, 0x6C, 0x6D, Ox6E, 0x6C, 0x6D, Ox6E,
0x6D, 0x6E, 0x6F, 0x70, 0x6E, 0x6F, 0x70,

0x0A
s
static CK_BYTE keyval_32[]

Il
~

0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,
0x71,

0x37,

gy,
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0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

};

// For big-endian byte order

static CK_BYTE et_32[] = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, Oxc2, Oxa0O, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, 0x0a, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, 0xb8, 0xf5, Ox4a, 0x56

};

// For little-endian byte order

static CK_BYTE et_32_le[] = {
0Ox6e, 0x18, Oxbf, 0x2e, 0x66, 0x0c, 0x89, 0xb4,
0x85, 0xd7, 0x77, 0x25, 0x90, 0x4b, 0x9c, 0x7a,
Oxbb, 0x85, 0x0e, 0x87, 0x90, 0x09, Oxbb, Oxfa,
Oxee, 0x9a, 0x41, 0x92, Oxac, 0x81, 0xc8, 0x67

};

static CK_BYTE keyval_31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

};

// For big-endian byte order

static CK_BYTE et_31[] = {
0x98, 0x24, 0x2e, 0xd7, 0x01, 0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, 0x7e, 0xc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, Ox7f, 0x39, O0xf4, 0xO05,
Oxe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce

};

// For little-endian byte order

static CK_BYTE et_31_le[] = {
0xd7, Oxee, 0x31, 0x90, Oxa7, 0x8e, 0xd2, 0xd3,
0x25, 0xf7, 0x3c, Oxfb, Oxfc, Oxe4, 0x73, 0x54,
0x11, 0x34, 0x2f, 0xbc, 0x17, 0x98, 0xc9, Oxea,
0x25, 0xb2, 0x8e, 0x90, 0xd3, 0x2c, 0x64, 0x16

};

static CK_BYTE keyval_33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

gy, )
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};

static CK_BYTE keyval_33_hash[] = {
0x10, Oxff, Oxed, 0x16, 0x36,
0x07, 0xc9, Oxba, 0x00, 0xOc,
Oxab, 0x53, Oxda, O0xf7, Oxlc,
Oxad, 0x48, 0x81, Oxaf, Oxal,

};

// For big-endian byte order

static CK_BYTE et_33[]

};

= {
0x18, 0x8f, 0x6c¢c, 0xc3,
0x00, 0xa0, 0x67, 0x80,
0Oxb5a, Oxaa, 0xb3, Oxec,
Oxa5, Oxeb, 0x2b, 0xf3,

0x3f,
0x90,
Ox4e,
0x39,

// For little-endian byte order

static CK_BYTE et_33_le[] = {
Oxeb, 0x60, O0x6b, 0x35, 0x61,
0x69, 0x61, 0x67, 0x3a, 0x85,
Oxe2, 0x99, 0x79, 0x06, 0x6d,
Oxa4, 0Oxe0O, Oxa6, Oxbe, Oxec,

}s
CK_BYTE *state = NULL;

CK_ULONG state_len = 0;

0x4d,
0xb5,
Ox1f,
0x31,

0x19,
Oxdb,
0x97,
0xb7,

0x72,
Oxaa,
0x22,
0x0f,

key_template[0] .pValue = keyval_32;

key_template[0] .ulValuelen =

rc = funcs->C_CreateObject(sess,

key_template, sizeof(key_template)/sizeof (CK_ATTRIBUTE),

&keyh) ;
if (rc != CKR_OK) {

Oxab,
0x55,
Oxfe,
Oxae,

Oxbe,
0xb2,
0x5f,
0x72,

0xb53,
Oxad,
0x13,
0xd7,

0x3a,
0x31,
0x31,
Oxbe

0x1b,
0x2b,
Ox6a,
Oxeb

0x9e,
0xb7,
0x47,
0xb9

sizeof (keyval_32);

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);

goto end;
¥

mechanism->pParameter

mechanism->ulParameterLen =
rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

oid;

sizeof (0id);

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);

goto end;
¥

memset (value,0,sizeof (value));

len = sizeof(value);

gy,
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rc = funcs->C_Sign(sess, data4, sizeof(datad),
value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len !'= sizeof(et_32_1le)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -2;
goto end;
by

if (memcmp(value, et_32_le, len) != 0) {
fprintf(stderr, "Invalid value\n");

rc = -3;
goto end;
¥

printf("Sign 32_le 0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, data4, sizeof(datad),
value, len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf ("Verify 32_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyval_31;

key_template[0] .ulValueLen = sizeof (keyval_31);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;
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if (rc '= CKR_OK) {
fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);
goto end;

b

// Ucmomp3yeTcsa yMamduBaeMsil Habop IapaMeTpoB
mechanism->pParameter = NULL;
mechanism->ulParameterlLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_Sign(sess, datad, sizeof(datad),
value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: O0x)x\n", rc);
goto end;

}

if (len !'= sizeof(et_31_le)) {
fprintf(stderr, "Invalid length: %d\n", len);
rc = -4;

goto end;

}

if (memcmp(value, et_31_le, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -5;
goto end;
3

printf ("Sign 31_le O0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox)x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, datad, sizeof(datad),
value, len);
if (rc !'= CKR_OK) {

gy,
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fprintf (stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf ("Verify 31_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
goto end;

}

key_template[0] .pValue = keyval_33_hash;

key_template[0] .ulValueLen = sizeof (keyval_33_hash);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: O0x%x\n", rc);
goto end;

}

mechanism->pParameter = O;
mechanism->ulParameterlLen = O;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_SignInit failed: Oxkx\n", rc);
goto end;

}

memset (value,0,sizeof (value)) ;

len = sizeof(value);

rc = funcs->C_SignUpdate(sess, datad, 7);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc '= CKR_OK) {

fprintf (stderr,

"C_GetOperationState failed: Ox)%x\n", rc);

goto end;

¥
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state = (CK_BYTE *)malloc(state_len);
rc = funcs->C_GetOperationState(sess,
if (rc !'= CKR_OK) {

fprintf (stderr,

"C_GetOperationState failed: Ox%x\n",
goto end;

+

rc = funcs->C_SetOperationState(sess,
CK_INVALID_HANDLE, keyh);

if (rc != CKR_OK) {

fprintf (stderr,

"C_SetOperationState failed: Ox%x\n",
goto end;

¥

state, &state_len);

rc);
state_len,

state,

rc);

rc = funcs->C_SignUpdate(sess, datad+7, sizeof(datad)-7);

if (rc !'= CKR_OK) {
fprintf (stderr, "C_SignUpdate failed:
goto end;

}

0x%x\n", rc);

rc = funcs->C_SignFinal (sess, value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignFinal failed: O0x%x\n", rc);

goto end;
b

if (len !'= sizeof(et_33_le)) {

fprintf (stderr, "Invalid length: %d\n", len);

rc = -6;
goto end;
3

if (memcmp(value, et_33_le, len) != 0) {

fprintf (stderr, "Invalid value\n");
rc = -7;

goto end;

}

printf ("Sign 33_le multipart OK\n");

mechanism->pParameter = O;

mechanism->ulParameterlLen = O;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

gy,
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fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;
}

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc '= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: O0x%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datad+7, sizeof(datad)-7);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal(sess, value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len '= sizeof(et_33_le)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -6;
goto end;
¥

if (memcmp(value, et_33_le, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -7;
goto end;
3

printf ("Restored Sign 33_le multipart 0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox)x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, data4, sizeof(datad4), value, len);
if (rc '= CKR_OK) {
fprintf (stderr, "C_Verify failed: Ox%x\n", rc);
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goto end;

}
printf ("Verify 33_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyval_33;

key_template[0] .ulValueLen = sizeof (keyval_33);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_Sign(sess, data4, sizeof(datad), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: 0x)x\n", rc);

goto end;

}

if (len '= sizeof(et_33_le)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -8;
goto end;
¥

if (memcmp(value, et_33_le, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -9;

goto end;

}
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rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, data4, sizeof(datad), value, len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyvall;

key_template[0] .ulValuelLen = sizeof (keyvall);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism->pParameter = O;
mechanism->ulParameterlLen = O;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

memset (value,0,sizeof (value)) ;

len = sizeof(value);

rc = funcs->C_Sign(sess, datal, strlen(datal), value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Sign failed: Ox%x\n", rc);

goto end;




I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

if (len !'= sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -10;
goto end;
b

if (memcmp(value, etl, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -11;
goto end;
by

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Oxkx\n", rc);
goto end;

b

rc = funcs->C_Verify(sess, datal, strlen(datal), value, len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (keyh !'= CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);

}

return rc;

}

4.4.6 leHepauus knoyesoi napbl n JLM

B npumepe ckm_gostr3410_key_pair_gen.c reHepupyeTcs KII04eBas 1apa ¢ UCIOJIb-
zoBanneM MexaHu3ma CKM_GOSTR3410_KEY_PATIR_GEN. 3areM reHepupyeTcss U MPOBEPsi-
ercst DI ¢ momompo Mmexanu3ma CKM_GOSTR3410.

3aMeTnM, YTO B JJAHHOM IIPUMEPE JJIsi IPOCTOTHI PEIIIOIATACTCs, 9TO Al IKeCT Mo/l
IIMCBhIBACMBIX JAHHBIX y2Ke 3apaHee II0JI0TOBJEH ¢ IToMolbio Mmexanu3ma CKM_GOSTR3411
Ecnn Hy»XHO mIoamnucarb OpUIMHAJbHBIE JJAHHBIE C aBTOMATUYECKUM IOJIyYEeHUEM Jiaii-
JizkecTa — ucnojb3yire Mexannu3M CKM_GOSTR3410_WITH_GOSTR3411, kak 3TO JiejiaeTcd B
TecTOBOM IpuMepe ckm_gostr3410_with_gostr341l.c
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#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_key_pair_gen(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);

goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_Login failed, rc = Ox¥%x\n", rc);

goto out_close;

}

fprintf (stderr, "C_Login success\n");

rc = funcs->C_GetMechanismInfo(SlotId,
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CKM_GOSTR3410_KEY_PAIR_GEN, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3410_KEY_PAIR_GEN test \n");

rc = test_gost3410_key_pair_gen(hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3410_KEY_PATIR_GEN failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_KEY_PATR_GEN test passed.\n");
}

}

out_close:

if( (ret = funcs->C_CloseSession(hSession)) !'= CKR_O0K ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

b

out:
return rc;

}

CK_RV test_gost3410_key_pair_gen(CK_SESSION_HANDLE sess)
{
CK_RV rc = CKR_OK;
CK_BYTE value[1024];
CK_ULONG len;
CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;
CK_ATTRIBUTE attr;
CK_MECHANISM m;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL 1ltrue = CK_TRUE;
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static CK_BBOOL 1lfalse = CK_FALSE;

static CK_BYTE gostR3410params_A[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK_BYTE gostR341lparams[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };

static CK_BYTE data_hash[] = {
0xF4,0x21,0x15,0x4E,0x51,0x08,0x09,0xC9,
0x41,0xD8,0xF3,0xAF,0xA1,0x2E,0x51,0xDB,
0x22,0x44,0x5D,0x2E,0xC9,0x91,0x91,0x2E,
0x6E,0xBA,0x91,0xE8,0x7C,0xFE, 0xF5,0xD1

s

// B mabioHax MOXHO HCIOJIB30BAThb MUHMMAILHO

// Heobxomumuit Habop aTpubyTOB, a BCE OCTAJbHHE yCTAHABINBAKTCS
// mub0 U3 KOHTEKCTa, Ju60 IO YMOIYAHUD.

// B IpuKIafHHX IporpaMMax PEeKOMEHINyeTCH SBHO yCTaHABIMBATH

// TpebyeMile 3HaueHUs aTpPUOYTOB KM He HAZEATHCH HA YMONYAHUT,

// KOTOpEHe MOTYT M3MEHUTbCH B Apyroil Bepcun OuOINOTERH.

// Boobme roBops, 6ubIMOTeKa IIO3BONAET NaXe CLEeHEPUPOBATh

// KioueByH IIapy C 3aKpHTHM KJIOYOM Ha TOKEHe I

// C CEeCCHOHHHM OTKPHTHM KILOUOM.

// AnmapaTHsle TOKEHH TOpasgo CTPOXe NIOAXOLAT

// ® HeobxomuMoMy Habopy aTpubyTOB IpK TCeHEpalUy KIOYeBON Napsl,
// mprudYeM y KaxXZOro TOKEHA - CBOA CIeNuduKa.

CK_UTF8CHAR label_pub[] = "Public Key";

CK_ATTRIBUTE pub_template[] = {

{CKA_TOKEN, &ltrue, sizeof (CK_BBOOL)},

{CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A)},
{CKA_GOSTR3411PARAMS, gostR341lparams, sizeof(gostR341lparams)},
{CKA_LABEL, label_pub, strlen(label_pub)},

s

CK_UTF8CHAR label_priv[] = "Private Key";

CK_ATTRIBUTE priv_template[] = {

{CKA_TOKEN, &ltrue, sizeof (CK_BBOOL)},

{CKA_PRIVATE, &ltrue, sizeof (CK_BBOOL)},

{CKA_LABEL, label_priv, strlen(label_priv)},

};
SYSTEMTIME t1, t2;
CK_ULONG diff;

GetSystemTime (&t1);
rc = funcs->C_GenerateKeyPair(sess, mechanism,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof(priv_template)/sizeof (CK_ATTRIBUTE),
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&pub_key, &priv_key);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);
fprintf(stderr, "C_GenerateKeyPair time: %1d msec\n", diff );
if (rc !'= CKR_OK) {
fprintf (stderr, "C_GenerateKeyPair failed, rc = 0x)x\n", rc);
goto end;
}
attr.type = CKA_VALUE;
attr.pValue = value;
attr.ulValuelen = sizeof(value);
rc = funcs->C_GetAttributeValue(sess, pub_key, &attr, 1);
if (rc !'= CKR_O0K) {
fprintf (stderr, "C_GetAttributeValue failed, rc = Ox¥%x\n", rc);
goto end;
}

// TlpoBepsieM pe3ynbTaTH TeHepalWu: BHIAeM 3HAaYeHWe OTKPHTOIO KIIoda,
// ToInuCHBaeM Xell ¥ NpPOBepseM IOIIUCH.

printf ("%%%%%% PUBLIC KEY:\n");
print_hex(value, attr.ulValuelen);

m.mechanism = CKM_GOSTR3410;
m.pParameter = NULL_PTR;
m.ulParameterLen = 0;
GetSystemTime (&t1) ;
rc = funcs->C_SignInit(sess, &m, priv_key);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_SignInit failed, rc = 0x%x\n", rc);
goto end;
}

len = sizeof (value);
rc = funcs->C_Sign(sess,
data_hash, sizeof(data_hash), value, &len);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);
fprintf(stderr, "C_SignInit + C_Sign time: ¥%ld msec\n", diff );
if (rc !'= CKR_OK) {
fprintf (stderr, "C_Sign failed, rc = Ox%x\n", rc);
goto end;
}
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printf ("%%%%%A% SIGNATURE:\n") ;
print_hex(value, len);

GetSystemTime (&t1) ;
rc = funcs->C_VerifyInit(sess, &m, pub_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
}

rc = funcs->C_Verify(sess,
data_hash, sizeof(data_hash), value, len);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);
fprintf(stderr, "C_VerifyInit + C_Verify time: %ld msec\n", diff );
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Verify failed, rc = Ox¥%x\n", rc);
goto end;
}

end:

if (pub_key) {
funcs->C_DestroyObject(sess, pub_key);
}

if (priv_key) {
funcs->C_DestroyObject(sess, priv_key);

¥

return rc;

¥

4.4.7 Tenepauusa v npoBepka I

B nammnom mpumepe ieMOHCTPUPYETCs HPUMEHEHUE JBYX MEXaHU3MOB JIJIsi Te€HepaIun
u npoepku IIIIT — CKM_GOSTR3410 u CKM_GOSTR3410_WITH_GOSTR3411. Ilepsrbrii Mmexa-
HU3M pabOTaeT ¢ TOTOBLIM JIAi2KeCTOM TO/IIUCHIBAEMbBIX JAHHBIX, & BTOPOIl caM reHepu-
PyeT 3TOT Jayi?KeCT IJIsl IOJIINUCHU.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_with_gost3411(CK_SESSION_HANDLE sess);
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int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc '= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_Login failed, rc = Ox¥%x\n", rc);

goto out_close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs->C_GetMechanismInfo(SlotId,

CKM_GOSTR3410_WITH_GOSTR3411, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_WITH_GOSTR3411 not supported ===========\n");

OC*)T 85
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} else {

fprintf (stderr,

"\n CKM_GOSTR3410_WITH_GOSTR3411 test \n");
rc = test_gost3410_with_gost3411(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR, CKM_GOSTR3410_WITH_GOSTR3411 failed, rc = Ox¥%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_WITH_GOSTR3411 test passed.\n");
}

}

out_close:

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with OxYx\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

¥

CK_RV test_gost3410_with_gost3411(CK_SESSION_HANDLE sess)

{

CK_RV rc;

CK_BYTE value[256];

CK_ULONG 1len;

CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;

CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_WITH_GOSTR3411, NULL, 0};
CK_MECHANISM hash_mechanism_desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM mechanism_3410_desc = {CKM_GOSTR3410, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM_PTR hash_mechanism = &hash_mechanism_desc;
CK_MECHANISM_PTR mechanism_3410 &mechanism_3410_desc;
CK_MECHANISM mechanism_gen_desc {CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL 1ltrue = CK_TRUE;
static CK_BBOOL 1lfalse = CK_FALSE;
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static CK_BYTE gostR3410params[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };

static CK_BYTE gostR341lparams[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };

static CK_BYTE datal]

};

0x61, 0x62,
0x63, 0x64,
0x65, 0x66,
0x67, 0x68,
0x69, O0x6A,
0x6B, 0x6C,
0x6D, Ox6E,
0x0A

0x63,
0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

={

0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,
0x70,

static CK_BYTE data_hash[]

};

0xc8, 0x77,
0x7a, 0x97,
0x5b, Oxdc,
0x6b, 0x9a,

0xc2,
0xch,
0xf2,
Oxad,

0Oxd1,
0x67,
0x17,
Oxc4,

0x62,
0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,

= {

0x7f,
0x07,
0x34,
0x47,

0x63,
0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

0xd3,
Oxdf,
0Ox6a,
0xa8,

static CK_ATTRIBUTE pub_template[] = {
{ CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

0x64,
0x66,
0x68,
0x6A,
0x6C,
Ox6E,
0x70,

0x99,
0x5b7,
0x69,
0x2f,

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,
0x71,

0x2e,
0xcO,
0x2f,
0xd2
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{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341llparams, sizeof (gostR341llparams) 1},
};

static CK_ATTRIBUTE priv_template[] = {
{ CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1},
s

memset (value,0,sizeof (value));

hash_mechanism->pParameter = gostR341llparams;
hash_mechanism->ulParameterLen = sizeof (gostR341lparams);
rc = funcs->C_DigestInit(sess, hash_mechanism);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc =
return rc;

0x%x\n" LINE__, rc);

3 —_——
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len = sizeof (value);

rc = funcs->C_Digest(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Oxx\n"
return rc;

¥

LINE re);

A il

if (len '= sizeof(data_hash)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE
return -1;

}

if (memcmp(value, data_hash, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

¥

len);

——

LINE__);

| R

//

memset (value,0,sizeof (value));

rc = funcs->C_DigestInit(sess, hash_mechanism);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox%x\n"
return rc;

}

LINE__, rc);

b —_——

rc = funcs->C_DigestUpdate(sess, data, 39);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = Ox)x\n"
return rc;

}

LINE rc);

3 —_—— —_—

rc = funcs->C_DigestUpdate(sess, data + 39, sizeof(data) - 39);
if (rc '= CKR_OK) {
fprintf (stderr,
"%4d: C_DigestUpdate failed, rc = Ox)x\n"
return rc;

¥

LINE__, rc);

f JE——
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len = sizeof(value);
rc = funcs->C_DigestFinal(sess, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestFinal failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(data_hash)) {

fprintf (stderr,

"%4d: Invalid result length: J%d\n", __LINE__, len);
return -1;

}

if (memcmp(value, data_hash, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof(priv_template)/sizeof (CK_ATTRIBUTE),
&pub_key, &priv_key);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKeyPair failed, rc = Ox)x\n"
return rc;

}

fprintf (stderr, "C_GenerateKeyPair OK\n");

LINE__, rc);

b —_—

rc = funcs->C_SignInit(sess, mechanism_3410, priv_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410 OK\n");

LINE__, rc);

b —_——

len = sizeof(value);

rc = funcs->C_Sign(sess,
data_hash, sizeof(data_hash), value, &len);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_Sign failed, rc = Ox%x\n"

LINE rc);

) == —_—
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return rc;

}
fprintf(stderr, "C_Sign O0K\n");

printf ("SIGNATURE:\n");
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox)x\n"
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Verify failed, rc = OxJx\n"
return rc;

}

fprintf (stderr, "C_Verify OK\n");

LINE

3 _— —_—

LINE__, rc);

b —_—

rc = funcs->C_VerifyInit(sess, mechanism, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox%x\n"
return rc;

}

LINE

3 —_—— -_—)

key) ;

rc);

rc);

fprintf (stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

rc = funcs->C_VerifyUpdate(sess, data, 39);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_VerifyUpdate failed, rc = Ox)x\n"
return rc;

}

LINE

y ——

——

rc);

rc = funcs->C_VerifyUpdate(sess, data+39, sizeof(data)-39);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyUpdate failed, rc = Ox%x\n"
return rc;

}

rc = funcs->C_VerifyFinal(sess, value, len);

3 —_—

LINE__, rc);

gy,
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if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyFinal failed, rc = Ox%x\n"
return rc;

}

fprintf(stderr, "C_VerifyFinal OK\n");

LINE__, rc);

3 —_—

rc = funcs->C_VerifyInit(sess, mechanism, pub_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox)x\n"
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

LINE rc);

3 _— —_—

rc = funcs->C_Verify(sess, data, sizeof(data), value, len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Verify failed, rc = OxJx\n"
return rc;

}

fprintf (stderr, "C_Verify OK\n");

LINE__, rc);

b —_—

rc = funcs->C_SignInit(sess, mechanism, priv_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

fprintf (stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

LINE rc);

2 —_—— -_——)

rc = funcs->C_SignUpdate(sess, data, 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_SignUpdate failed, rc = 0x)x\n"
return rc;

}

rc = funcs->C_SignUpdate(sess, data+39, sizeof(data)-39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_SignUpdate failed, rc = Ox%x\n"
return rc;

}

len = sizeof(value);

LINE rc);

3 _— —_——

LINE__, rc);

b —_—
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rc = funcs->C_SignFinal (sess, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_SignFinal failed, rc = Ox)x\n"
return rc;

}

fprintf(stderr, "C_SignFinal OK\n");

LINE__, rc);

b —_—

printf ("SIGNATURE:\n");
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox)x\n"
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");

LINE__, rc);

s —_—

rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox¥%x\n"
return rc;

}

fprintf(stderr, "C_Verify OK\n");

LINE rc);

3 —_— il

rc = funcs->C_SignInit(sess, mechanism, priv_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

fprintf(stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 O0K\n");

LINE__, rc);

b —_——

len = sizeof(value);

rc = funcs->C_Sign(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_Sign failed, rc = 0x%x\n"
return rc;

}

fprintf (stderr, "C_Sign O0K\n");

LINE__, rc);

b —_—
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printf ("SIGNATURE:\n");
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox¥%x\n"
return rc;

}

fprintf (stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox¥%x\n"
return rc;

}

fprintf (stderr, "C_Verify OK\n");

LINE__, rc);

b —_—

LINE rc);

3 —_—— -_—)

rc = funcs->C_DestroyObject(sess, priv_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0xJx\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

LINE rc);

) == —_

LINE__, rc);

b —_—

return rc;

¥

4.4.8 lNeHepauus kitoYen corjacoBaHus

B mamnoM mpumepe B IByX CeCCHsIX CHAYAJIa T€HEPUPYIOTC KJIIOYEBbIE MAPDI, & 3aTEM
MEPEKPECTHO TEHEPUPYIOTCH U CPABHUBAIOTCS KJIIOUU COTJIACOBAHUA.

#include "test_common.h"

int main(int argc, charx argvl[])
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{

CK_RV rvResult;

#ifdef WIN32

HMODULE hPkcsLib = NULL;

HMODULE hPkcsLib2 = NULL;

#else

void *hPkcsLib = NULL;

void *hPkcsLib2 = NULL;

#endif

CK_C_GetFunctionlList pcGetFunctionList = 0;
CK_C_GetFunctionList pcGetFunctionList2 = 0;
CK_FUNCTION_LIST_PTR Pkcsl1FuncList = NULL;
CK_FUNCTION_LIST_PTR Pkcsl1FuncList2 = NULL;

CK_SLOT_ID_PTR pSlotList = NULL;
CK_SLOT_ID_PTR pSlotList2 = NULL;
CK_SLOT_ID SlotId;

CK_SLOT_ID SlotId2;

CK_ULONG ulSlotCount;
CK_ULONG ulSlotCount2;
CK_SLOT_INFO SlotInfo;

CK_SESSION_HANDLE hSession;
CK_SESSION_HANDLE hSession2;

CK_UTF8CHAR_PTR pcUserPIN = (CK_UTFS8CHAR_PTR)"01234567";
CK_ULONG ulPinLength = 8; // PIN length
CK_UTF8CHAR_PTR pcUserPIN2 = (CK_UTF8CHAR_PTR)"01234567";

CK_ULONG ulPinlength2 = 8; // PIN length

CK_BBOOL blTrue = CK_TRUE,
blFalse = CK_FALSE;

CK_ULONG ulKeyType_Gost2001 = CKK_GOSTR3410,
ulKeyType_Gost28147 = CKK_GO0ST28147,
ulClass_PubKey = CKO_PUBLIC_KEY,
ulClass_PriKey = CKO_PRIVATE_KEY,
ulClass_SecKey = CKO_SECRET_KEY;

// PAR ECC XchA 0ID

CK_BYTE gostR3410params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00

s

// PAR HASH 1 0ID

CK_BYTE gostR3411lparams[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

s

// PAR CIPHER A 0ID

gy,
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CK_BYTE gost28147params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};

// PAR CIPHER B 0ID

CK_BYTE gost28147params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
+s

// ltemplate for GOST R 34.10-2001 public key
CK_ATTRIBUTE caGOST_PublicKeyTemplatel[] =
{

{CKA_TOKEN, &blTrue, sizeof (CK_BBOOL)},
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL)},
{CKA_GOSTR3410_PARAMS, gostR3410params, sizeof (gostR3410params)},
{CKA_GOSTR3411_PARAMS, gostR341lparams, sizeof(gostR341lparams)},
{CKA_GOST28147_PARAMS, gost28147params_A, sizeof(gost28147params_A)Z,

};

// ltemplate for GOST R 34.10-2001 private key
CK_ATTRIBUTE caGOST_PrivateKeyTemplate[] =
{

{CKA_TOKEN, &blTrue, sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blTrue, sizeof (CK_BBOOL) },

{CKA_DERIVE, &blTrue, sizeof(CK_BBOOL)},

s
// ltemplate for derive key
CK_ATTRIBUTE caDeriveKey[] =
{
{CKA_CLASS,&ulClass_SecKey,sizeof (CK_ULONG) },
{CKA_KEY_TYPE, &ulKeyType_Gost28147,sizeof (CK_ULONG) },
{CKA_TOKEN, &blFalse,sizeof (CK_BBOOL)},
{CKA_SENSITIVE,&blFalse,sizeof (CK_BBOOL) },
{CKA_EXTRACTABLE, &bl1True, sizeof (CK_BBOOL) },
{CKA_ENCRYPT, &blTrue,sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue,sizeof (CK_BBOOL) },

{CKA_GOST28147PARAMS, gost28147params_A, sizeof (gost28147params_A)},

};

CK_ULONG
ulPubKeyCount =

sizeof (caGOST_PublicKeyTemplate)/sizeof (CK_ATTRIBUTE),
ulPriKeyCount =

sizeof (caGOST_PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE),
ulDeriveKeyCount =

gy,
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sizeof (caDeriveKey) /sizeof (CK_ATTRIBUTE) ;

CK_OBJECT_HANDLE

hSendPubKey = 0, // handle to public key of sender
hSendPriKey = 0, // handle to private key of sender
hRecpPubKey = 0, // handle to public key of recipient
hRecpPriKey = 0, // handle to private key of recipient
hSendDH_Key = 0, // Diffy-Hellman key of the sender
hRecpDH_Key = 0; // Diffy-Hellman key of the recipient

CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair genaration
cmDeriveMechanism; // mechanism for key derivation

CK_ULONG

CK_BYTE_PTR
pbSecretKeyParam = NULL,

pbSend_PubKeyValue = NULL,
pbRecp_PubKeyValue = NULL,
pbSend_PriKeyValue = NULL,
pbRecp_PriKeyValue = NULL,

pbSendDH_Key_Value = NULL,
pbRecpDH_Key_Value = NULL;
CK_ATTRIBUTE

caSecretKeyParam =

{CKA_GOST28147PARAMS, pbSecretKeyParam, 0},
caSend_PubKeyValue = {CKA_VALUE, pbSend_PubKeyValue, O},
caSend_PriKeyValue {CKA_VALUE, pbSend_PriKeyValue, 0},
caRecp_PubKeyValue = {CKA_VALUE, pbRecp_PubKeyValue, O},
caRecp_PriKeyValue = {CKA_VALUE, pbRecp_PriKeyValue, O},

{CKA_VALUE, pbSendDH_Key_Value, 0},

{CKA_VALUE, pbRecpDH_Key_Value, 0};

SendDH_Key_Value
RecpDH_Key_Value

// parameters for derivation mechanism
CK_GOSTR3410_DERIVE_PARAMS_PTR DeriveParams;
// UKM must be non-zero by RFC 4357
CK_ULONG ulUKMLen = 8;
CK_BYTE fixed_ukm[8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, Ox8E
s
char *TextBlock =

gy, .
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"This text block will be encrypted and the cipher text will be decrypted.";

CK_ULONG ulDataSize = 0; // size of text data
CK_BYTE_PTR pbCipherText = NULL; // encrypted data
CK_ULONG ulCipherSize = 0; // size of encrypted data
CK_BYTE_PTR pbDecryptedText = NULL; // decrypted data
CK_ULONG ulDecryptedDataSize = 0; // size of decrypted data

CK_CHAR *api_path = PKCS11_API_PATH;

CK_UTF8CHAR *user_pin = "01234567";

CK_ULONG slot_num = O;

CK_CHAR *api_path2 = PKCS11_API_PATH;

CK_UTF8CHAR *user_pin2 = "01234567";

CK_ULONG slot_num2 = 0;

SYSTEMTIME tl, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex*/;

printf ("Starting CKM_GOSTR3410_KEY_DERIVE test\n");

for (i=1; i<(CK_ULONG)argc; i++) {

if (stremp("-api", argv[i]) == 0) {

++1;

api_path = argv[i];

} else if (strcmp("-slot", argv[i]) == 0) {
++1i;
slot_num = atoi(argv[il);

} else if (strcmp("-user_pin", argv[i]) == 0) {
++1;

user_pin = argvl[il;

b
}
api_path2 = api_path;
user_pin2 = user_pin;
slot_num2 = slot_num;

#ifdef WIN32
hPkcsLib = LoadLibrary(api_path);

#else

hPkcsLib = dlopen(api_path, RTLD_NOW);
#endif

if ( hPkcsLib == NULL ) {

printf (

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
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#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return -1;

}

#ifdef WIN32

pcGetFunctionlist =
(CK_C_GetFunctionList)GetProcAddress(
hPkcsLib,"C_GetFunctionList");
#else

pcGetFunctionlist =
(CK_C_GetFunctionList)dlsym(
hPkcsLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionlList(&Pkcs11FunclList);

printf ("Load PKCS #11 function list result: Ox¥%x\n", rvResult);

if (rvResult !'= CKR_OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsl1FunclList->C_Initialize(NULL);

printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult !'= CKR_OK) return rvResult;

// get slot list

rvResult = Pkcsl11FuncList->C_GetSlotList (CK_FALSE, NULL, &ulSlotCount);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR_OK) return rvResult;

if (ulSlotCount > 0)

{ // allocate memory for slot list
pSlotList = (CK_SLOT_ID_PTR) malloc(
ulSlotCount * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList->C_GetSlotList(
CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR_OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount);
}

else return -3;
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// get information about sender and recipient slots.

for(i=0; i<ulSlotCount; ++i)

{

rvResult = Pkcsl1FuncList->C_GetSlotInfo(pSlotList[i], &SlotInfo);
if (rvResult == CKR_0K)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{

SlotId = pSlotList[i];

break;

}

}

}

if (i>=ulSlotCount) {

printf ("No slots with token present\n");

return -3;

}
printf ("Slot ID: %d\n", SlotId);

// open session for slot with ID = SlotId[0]
rvResult = Pkcsl1FuncList->C_OpenSession(SlotId,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),

NULL,

0,

&hSession) ;

printf ("Open session result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

// user login

rvResult = Pkcsl11FuncList->C_Login(hSession,
CKU_USER,

user_pin,

strlen(user_pin));

printf ("Login result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;
// load library PKCS #11

#ifdef WIN32

hPkcsLib2 = LoadLibrary(api_path2);

#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW) ;
#endif

if ( hPkcsLib2 == NULL ) {

printf("Can’t load PKCS#11 API library. "
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"Check API library path.\n");
#ifndef WIN32

printf ("dlerror: %s\n", dlerror());
#endif

return FALSE;

}

#ifdef WIN32

pcGetFunctionlList2 =
(CK_C_GetFunctionList)GetProcAddress(
hPkcsLib2, "C_GetFunctionList");
#else

pcGetFunctionlList2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList2(&Pkcs11FuncList2);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcsi11FuncList2->C_Initialize(NULL);

printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult != CKR_OK &&

rvResult '= CKR_CRYPTOKI_ALREADY_INITIALIZED) return rvResult;

// get slot list

rvResult = Pkcsi11FuncList2->C_GetSlotList(CK_FALSE, NULL, &ulSlotCount?2);

printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK) return rvResult;

if (ulSlotCount2 > 0)

{ // allocate memory for slot list
pSlotlList2 =

(CK_SLOT_ID_PTR) malloc(
ulSlotCount2 * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList2->C_GetSlotList (CK_FALSE,
pSlotList2, &ulSlotCount2);

if (rvResult != CKR_0OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount2);
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}

else return -3;

// get information about sender and recipient slots.
for(i=0; i<ulSlotCount2; ++i)

{

rvResult = Pkcs11FuncList2->C_GetSlotInfo(
pSlotList2[i], &SlotInfo);

if (rvResult == CKR_OK)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{

SlotId2 = pSlotList2[i];

break;

¥

+

¥

if (i>=ulSlotCount2) {

printf ("No slots with token present\n");

return -3;

}

printf("Slot ID 2: %d\n", SlotId2);

{

CK_TOKEN_INFO tinfo;

rvResult = Pkcsl1FuncList2->C_GetTokenInfo(pSlotList2[i], &tinfo);
if (rvResult != CKR_OK) {

printf("Can’t get token info\n");

return -4;

}

}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2->C_OpenSession(SlotId2,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),

NULL,

0,

&hSession?2) ;

printf ("Open session result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

// User login may return CKR_USER_ALREADY_LOGGED_IN
// if the same token used for recipient.
rvResult = Pkcsl1FuncList2->C_Login(hSession2,
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CKU_USER,

user_pin2,

strlen(user_pin2));

printf ("Login result: Ox%x\n", rvResult);

if (rvResult != CKR_OK &&

rvResult !'= CKR_USER_ALREADY_LOGGED_IN) return rvResult;

// generate sender key pair with GOST R 34.10-2001
printf ("Generate key pair of sender\n");
printf(" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism.mechanism = CKM_GOSTR3410_KEY_PAIR_GEN;
cmKeyGenMechanism.pParameter = NULL;
cmKeyGenMechanism.ulParameterLen = O;

rvResult = Pkcsl1FunclList->C_GenerateKeyPair(hSession,
&cmKeyGenMechanism,

caGOST_PublicKeyTemplate,

ulPubKeyCount,

caGOST_PrivateKeyTemplate,

ulPriKeyCount,

&hSendPubKey,

&hSendPriKey) ;

printf("  generate sender key pair: result: OxVx\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf("  sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf(" sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10-2001
printf ("Generate key pair of recipient\n");
printf("  mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2->C_GenerateKeyPair (hSession2,
&cmKeyGenMechanism,

caGOST_PublicKeyTemplate,

ulPubKeyCount,

caGOST_PrivateKeyTemplate,

ulPriKeyCount,

&hRecpPubKey,

&hRecpPriKey) ;

printf("  generate recipient key pair: result: Ox%x\n",
rvResult) ;
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if (rvResult != CKR_OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;

printf(" recipient private key handle: %d\n",
(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf ("Get value of sender public key\n");

rvResult = Pkcsl1FuncList->C_GetAttributeValue(hSession,

hSendPubKey,
&caSend_PubKeyValue,
D3

if (rvResult == CKR_0K)
{

caSend_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caSend_PubKeyValue.ulValueLen);
rvResult = Pkcs11FuncList->C_GetAttributeValue(hSession,
hSendPubKey,
&caSend_PubKeyValue,
1
}
printf("  Get sender public key value: result: Ox%x\n", rvResult);
if (rvResult != CKR_0OK) return rvResult;

pbSend_PubKeyValue = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
printf (" Sender public key value: ");

for(i=0; i<caSend_PubKeyValue.ulValuelen; ++i)
printf("%x ", pbSend_PubKeyValue[i]);
printf ("\n");

// get value of recipient public key
printf ("Get value of recipient public key\n");
rvResult = Pkcsi11FuncList2->C_GetAttributeValue(hSession2,

hRecpPubKey,
&caRecp_PubKeyValue,
1);

if (rvResult == CKR_OK)
{

caRecp_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caRecp_PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2->C_GetAttributeValue(hSession2,
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hRecpPubKey,
&caRecp_PubKeyValue,
1;

¥

printf("  Get recipient public key value: result: Ox¥%x\n",
rvResult) ;
if (rvResult !'= CKR_OK) return rvResult;

printf(" Recipient public key value: ");
pbRecp_PubKeyValue = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;

for(i=0; i<caRecp_PubKeyValue.ulValuelen; ++i)
printf("%x ", pbRecp_PubKeyValuel[il);
printf ("\n");

// £ill parameters for derivation mechanism

DeriveParams = (CK_GOSTR3410_DERIVE_PARAMS_PTR)

malloc(sizeof (CK_GOSTR3410_DERIVE_PARAMS));

DeriveParams->kdf = CKD_CPDIVERSIFY_KDF;

DeriveParams->pPublicData = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caRecp_PubKeyValue.ulValuelen;
DeriveParams->pUKM = fixed_ukm;

DeriveParams->ulUKMLen = sizeof (fixed_ukm);

cmDeriveMechanism.mechanism = CKM_GOSTR3410_DERIVE;
cmDeriveMechanism.pParameter = DeriveParams;
cmDeriveMechanism.ulParameterlLen = sizeof (CK_GOSTR3410_DERIVE_PARAMS);

printf ("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi-Hellman key of sender
printf("  derive Diffie-Hellman key for sender\n");
GetSystemTime (&t1) ;
rvResult = Pkcsl1FuncList->C_DeriveKey(hSession,
&cmDeriveMechanism,
hSendPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hSendDH_Key) ;
GetSystemTime (&t2);
diff = process_time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %1d msec\n", diff );
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printf(" derive key result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf("  sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH_Key) ;

// get value of sender derived key
printf ("Get value of sender derived key\n");
rvResult = Pkcsl1FuncList->C_GetAttributeValue(hSession,
hSendDH_Key,
&SendDH_Key_Value,
1;
if (rvResult == CKR_0K)
{
SendDH_Key_Value.pValue =
(CK_BYTE_PTR) malloc(SendDH_Key_Value.ulValueLen);
rvResult = Pkcsl11FuncList->C_GetAttributeValue(hSession,
hSendDH_Key,
&SendDH_Key_Value,
1

printf (" Get sender derived key value: result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

pbSendDH_Key_Value = (CK_BYTE_PTR) SendDH_Key_Value.pValue;
printf (" Sender derived key value: ");

for(i=0; i<SendDH_Key_Value.ulValuelen; ++i)
printf("%x ", pbSendDH_Key_Value[i]);
printf ("\n");

// derive Diffi-Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams->pPublicData = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caSend_PubKeyValue.ulValuelen;

rvResult = Pkcsl1FuncList2->C_DeriveKey(hSession2,
&cmDeriveMechanism,

hRecpPriKey,

caDeriveKey,

ulDeriveKeyCount,

&hRecpDH_Key) ;
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printf(" derive key result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH_Key) ;

// get value of recipient derived key

printf ("Get value of recipient derived key\n");

rvResult = Pkcs11FunclList2->C_GetAttributeValue(hSession2,
hRecpDH_Key,

&RecpDH_Key_Value,

1;

if (rvResult == CKR_0K)

{

RecpDH_Key_Value.pValue =

(CK_BYTE_PTR) malloc(RecpDH_Key_Value.ulValueLen);
rvResult = Pkcsl11FuncList2->C_GetAttributeValue(hSession2,
hRecpDH_Key,

&RecpDH_Key_Value,

D3

}

printf("  Get recipient derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_OK) return rvResult;

pbRecpDH_Key_Value = (CK_BYTE_PTR) RecpDH_Key_Value.pValue;
printf(" Recipient derived key value: ");

for(i=0; i<RecpDH_Key_Value.ulValueLen; ++i)
printf("%x ", pbRecpDH_Key_Valuel[il);
printf ("\n");

// Sender and recipient DH key values must be equal
if (RecpDH_Key_Value.ulValueLen != SendDH_Key_Value.ulValueLen) {
printf ("Sender and recipient DH keys are of different length\n");
return -1;
}
for(i=0; i<RecpDH_Key_Value.ulValueLen; ++i) {
if (pbRecpDH_Key_Value[i] != pbSendDH_Key_Value[i]) {
printf (
"Sender and recipient KEK keys "
"are different at position %d\n", i);
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return -1;
}
}
printf ("Sender and recipient KEK keys are equall\n");
printf ("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");
rvResult = Pkcsll1FuncList->C_DestroyObject(hSession, hSendPubKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcs11FuncList->C_DestroyObject(hSession, hSendPriKey);
printf("  C_DestroyObject result: OxJx\n", rvResult);

rvResult = PkcslliFuncList2->C_DestroyObject(hSession2, hRecpPubKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl11FuncList2->C_DestroyObject(hSession2, hRecpPriKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcsl1FuncList->C_DestroyObject(hSession, hSendDH_Key) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);

rvResult = Pkcs11FuncList2->C_DestroyObject (hSession2, hRecpDH_Key);
printf("  C_DestroyObject result: OxJx\n", rvResult);

rvResult = Pkcs11FuncList->C_Logout (hSession) ;

printf ("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR_USER_NOT_LOGGED_IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2->C_Logout (hSession2);

printf ("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkcs11FunclList->C_CloseSession(hSession);
printf ("Sender close session result: Ox¥%x\n", rvResult);

rvResult = Pkcsl1FuncList2->C_CloseSession(hSession2);
printf ("Recipient close session result: Ox%x\n", rvResult);

return O;

}

4.4.9 UWindpposarHue no NOCT 28147-89

B namrOM mpuMepe JIeMOHCTPUPYETCsT CUMMETPUYIHOE M POBAHUE C TIOMOIIBIO MeXa-
Hu3Ma CKM_GOST28147 ¢ paznuunbiMu npejonpeaeneHabiMu B RFC 4357 mabopamu mapa-
MEeTPOB. 3aMeTuM, 9TO I TECTOBOrO Habopa rapaMerpoB IMUMPOBAHUS UCIOIL3YETCs
pexkum ramvupoBanust CN'T| a 1j1s1 ocTaIbHBIX — PEXKUM TaMMUPOBAHUST ¢ 0OPATHOI CBSI-
3p10 OFB. Kpowme Toro, B janHOM IpruMepe JeMOHCTPUPYETCsT COXPAHEHIEe / BOCCTAHOBJICHUE
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IPOMEKYTOTIHOI'O COCTOAHUA KOHTEKCTa H_H/ICprBaHI/IH B JIBYyX CECCUAX.

Pasmep cocrostaust KoHTEKCTa MTUQPOBAHNS 3aBUCUT OT PEAJIUBAINY U B PA3HBIX BEPCHU-
AX 6I/I6JII/IOT€KI/I MOZKET OKa3aTbCd PAa3/IMYHBbIM, IIO3TOMY HE CJIEAYET HaJdedTbCdAd Ha (bI/IK—
CUPOBAHHBII pa3mMep Oydepa Mpu COXPAHEHUU STOTO COCTOSIHUS C ITOMOIIBIO (DYHKITUU
C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147 (CK_SESSION_HANDLE sess, CK_SESSION_HANDLE sess2);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: 0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;

CK_SESSION_HANDLE hSession, hSession2;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);

goto out;

}

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession2);

if (rc !'= CKR_OK) {
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fprintf (stderr,
"ERROR call to C_OpenSession failed, rc = Ox¥)x\n", rc);
goto out;

b

fprintf(stderr, "C_OpenSession 2 success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);
if (rc '= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");
} else {

fprintf (stderr,

"\n=========== CKM_GOST28147 test \n");

rc = test_gost28147 (hSession, hSession2);
if (rc '= CKR_OK) {

fprintf (stderr,

"ERROR CKM_G0ST28147 failed, rc = 0x%x\n", rc);

} else {

fprintf (stderr, "CKM_GOST28147 test passed.\n");

}

}

if( (rc = funcs->C_CloseSession(hSession2)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession 2 failed with 0x%x\n", rc);
}

else {

fprintf(stderr, "C_CloseSession 2 success\n");

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {

fprintf (stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_gost28147 (CK_SESSION_HANDLE sess, CK_SESSION_HANDLE sess2)
{
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CK_RV rc = CKR_OK;

CK_ULONG len, state_len;

CK_BYTE value[1024], value2[1024];

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

CK_BYTE *state;
CK_MECHANISM mechanism_desc = {CKM_GOST28147, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL 1ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_OBJECT_CLASS param_oclass = CKO_DOMAIN_PARAMETERS;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,0xcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
0x4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Ox1a,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11,
};
static CK_BYTE datal] = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
};

static CK_BYTE data2[200];

//par_cipher_0

static CK_BYTE oidi[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00,
};

static CK_BYTE eti1[] = {
0x08,0x79,0x76,0x86,0xee,0xbb,0x99,0xe7,
0x7f,0xa3,0x75,0xff,0x6b,0x7c,0x27,0x6f,

};

//par_cipher_A

static CK_BYTE oid2[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, O0xif, 0x01,
};

static CK_BYTE et2[] = {
0x49,0x11,0x96,0x11,0xad,0x19,0x12,0x52,
0x7c,0x49,0x5f,0x23,0xb9,0x23,0x62,0xd9,

};
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//par_cipher_B

static CK_BYTE o0id3[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02,
};

static CK_BYTE et3[] = {
Oxab,0x45,0x07,0xb4,0x96,0xc5,0x5b,0xfd,
0x61,0x16,0x64,0x9d,0x43,0x87,0x42,0x53,

};

//par_cipher_C

static CK_BYTE oid4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03,
};

static CK_BYTE et4[] = {
0x98,0x7c,0x0c,0x18,0x3c,0x64,0xd5,0x4b,
0x75,0x8e,0xaf ,0x67,0x52,0x87,0x15,0x7Db,

};

//par_cipher_D

static CK_BYTE o0id5[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04,
};

static CK_BYTE et5[] = {
Oxa2,0x4c,0x7c,0x4e,0x91,0xed,0x19,0x8c,
Oxdc,0xf5,0x1f,0x07,0x5¢c,0x80,0xf6,0xa4,

};

static CK_ATTRIBUTE key_template[] = {
CKA_CLASS, &oclass, sizeof(oclass) },
CKA_KEY_TYPE, &key_type, sizeof(key_type) 1},
CKA_GOST28147PARAMS, oidl, sizeof (oidl) },
CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL)}Z,
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL)},
CKA_VALUE, key, sizeof (key) }

e N N e s

3

static CK_BYTE ivec[8] = {1};

printf ("Zero Data\n");
printf ("Param Set O\n");
rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);

if (rc '= CKR_OK) {
fprintf (stderr, "C_CreateObject failed: O0x%x\n", rc);
goto end;

b
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mechanism->pParameter = ivec;
mechanism->ulParameterlLen = sizeof (ivec);

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc '= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set A\n");

key_template[2] .pValue = 0id2;

key_template[2] .ulValueLen = sizeof(0id2);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);
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goto end;
¥

CHECK (value, len, et2);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
goto end;

}

printf ("Param Set B\n");

key_template[2] .pValue = 0id3;

key_template[2] .ulValueLen = sizeof(0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, et3);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set C\n");
key_template[2] .pValue = o0id4;
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key_template[2] .ulValueLen = sizeof(0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, et4);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set D\n");

key_template[2] .pValue = 0id5;

key_template[2] .ulValuelLen = sizeof (0id5);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}
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len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, et5);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Two Sessions With Get/SetOperationState\n");

printf ("Random Data\n");
rc = funcs->C_GenerateRandom( sess, data2, sizeof(data2) );
if (rc != CKR_OK) {
fprintf(stderr, "C_GenerateRandom failed: Ox¥%x\n", rc);
goto end;
}

printf ("Param Set B\n");

key_template[2] .pValue = 0id3;

key_template[2] .ulValuelen = sizeof(0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof(key_template)/sizeof (CK_ATTRIBUTE), &keyh) ;
if (rc != CKR_OK) {

fprintf (stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

+

len = sizeof(value);
rc = funcs->C_EncryptUpdate(sess, data2, 192, value, &len);
if (rc !'= CKR_OK) {
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fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;
}

// Save session operation state
state_len = 0;
rc = funcs->C_GetOperationState(sess, NULL, &state_len);
state = malloc(state_len);
if (rc !'= CKR_O0K) {
fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;
}
rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
}

// Restore saved operation state to other session
rc = funcs->C_SetOperationState(sess2, state, state_len,
keyh, CK_INVALID_HANDLE);
if (rc !'= CKR_O0K) {
fprintf (stderr, "C_SetOperationState failed: O0x%x\n", rc);
goto end;
}

memcpy (value2, value, sizeof(value));

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess2, NULL, &state_len);
if (rc !'= CKR_0K) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess2, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

free(state);
state_len = 0;
rc = funcs->C_GetOperationState(sess, NULL, &state_len);
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if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

// Continue operations in first session
len = sizeof (value) - 192;
rc = funcs->C_EncryptUpdate(sess,
data2 + 192, sizeof(data2) - 192, value + 192, &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;
}

// Continue restored operations in second session
len = sizeof(value2) - 192;
rc = funcs->C_EncryptUpdate(sess2,
data2 + 192, sizeof(data2) - 192, value2 + 192, &len);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;
}

// Finalize operations in first session
len = sizeof(value) - sizeof(data2);
rc = funcs->C_EncryptFinal(sess, value + sizeof(data2), &len);
if (rc != CKR_OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;
}

memcpy (value2, value, sizeof (value));
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free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess2, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess2, state, &state_len);
if (rc != CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

// Finalize operations in second session
len = sizeof(value2) - sizeof(data2);
rc = funcs->C_EncryptFinal (sess2, value2 + sizeof (data2), &len);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;
}
// len ==

rc = funcs->C_DecryptInit(sess2, mechanism, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(data2);

rc = funcs->C_Decrypt(sess2, value2, len, value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, data2);

rc = funcs->C_DecryptInit(sess2, mechanism, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
goto end;

}
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len = 192;

rc = funcs->C_DecryptUpdate(sess2, value2, 192, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);

goto end;

}

len = sizeof(value2)-192;

rc = funcs->C_DecryptUpdate(sess2,

value2+192, sizeof(value2)-192, value+192, &len);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DecryptUpdate failed: Ox%x\n", rc);

goto end;

}

len = sizeof (value2);

rc = funcs->C_DecryptFinal (sess2, value+sizeof(value2), &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);

goto end;

}

// len ==
len = sizeof(data2);
CHECK (value, len, data2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);

goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: 0x%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_DecryptUpdate(sess, value2, 192, value, &len);
if (rc !'= CKR_O0K) {
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fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_DecryptUpdate(sess,

value2+192, sizeof(value2)-192, value+192, &len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc != CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

rc = funcs->C_DecryptFinal(sess, value+sizeof(value2), &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DecryptFinal failed: Ox)x\n", rc);

goto end;

}

free(state);

// len ==
len = sizeof(data2);
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CHECK (value, len, data2);

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (keyh !'= CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);
}

return rc;

}

4.4.10 Wndposarue B pexxume ECB

Jlnst mudposanust B pexkuMe mnpocroii 3amenbl ECB B cranapre onpeielieH crennaib-
ublit Mmexanu3M CKM_G0S28147_ECB. B npumepe ckm_gost28147_ecb meMoHCTpUpyeTCs
ero ucnoJib3oBanne. 3amernm, uro corinacHo RFC 4357[5], B obbekTax mapamMerpos J10-
MeHa MOTYT ObITh 3aaHbl ToJIbKO pexkuMbl mudposanuss CNT(0), CFB(1) mwim CBC(2).

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_ecb(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
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CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147_ECB, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147_ECB not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOST28147_ECB test \n") ;

rc = test_gost28147_ecb(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147_ECB failed, rc = Ox¥%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147_ECB test passed.\n");
}

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

b
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out:
return rc;

b

CK_RV test_gost28147_ecb(CK_SESSION_HANDLE sess)

{
int rc = 0;

CK_BYTE value[256];

CK_ULONG 1len;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOST28147_ECB, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,O0xcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
// DauHble Onsa mrppoBaHUSA B OIOYHHX peXUMaxX IOJIXKHH IIOCTYNATh Ha BXOZ
// mopumsMu, InVHA KOTOPHX KpaTHa pasMepy 6moka, T.e. 8-Mu.
static CK_BYTE datal] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
};

static CK_BYTE oidi[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00 };
static CK_BYTE et1[] = {
0xf4,0xe5,0xbc,0xf1,0xf0,0xb5,0xd6,0x29,
0xf4,0xe5,0x5¢c,0xf1,0xf0,0xb5,0xd6,0x29 I};

static CK_BYTE oid2[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };
static CK_BYTE et2[] = {
0xd8,0xea,0xd4,0xbd,0xb6,0xb5,0x43,0x26,
0xd8,0xea,0xd4,0xbd,0xb6,0xb5,0x43,0x26 };

static CK_BYTE o0id3[] = {
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0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK_BYTE et3[] = {
0x7b,0x18,0xc6,0x12,0x5d,0xfd,0xe0,0x80,
0x7b,0x18,0xc6,0x12,0x5d,0xfd,0xe0,0x80 I};

static CK_BYTE oid4[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
static CK_BYTE et4[] = {
0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14,
0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14 I};

static CK_BYTE o0id5[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK_BYTE et5[] = {
0x6b,0x63,0x55,0xec,0x8c,0x78,0x62,0x46,
0x6b,0x63,0x55,0xec,0x8¢c,0x78,0x62,0x46 };

static CK_ATTRIBUTE key_templatel[] = {
CKA_CLASS, &oclass, sizeof(oclass) I,
CKA_KEY_TYPE, &key_type, sizeof(key_type) I,
CKA_GOST28147PARAMS, oidl, sizeof(oidl) 7,
CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) 1},
CKA_VALUE, key, sizeof(key) }

e N s N T e S,

3

CK_BYTE dummy[8];

CK_ULONG dummy_len = O;

CK_BYTE key_to_wrap[] = {

0xc2, 0x8f, 0xf3, Oxed, 0x3a, Oxe2, 0x72, 0xd2,
0x41, 0x10, Oxff, 0x88, 0x3b, 0xbc, 0x16, 0x2b,
0xb51, 0xd9, Ox4d, 0Ox4d, 0xd5, 0x1f, 0x67, 0xOa,
0x58, 0x95, 0x40, O0xf2, 0x54, 0x97, Ox4d, 0x61,
};

CK_BYTE wrapping_key[] = {

0x28, O0xff, 0x2f, Oxbd, 0x65, Oxle, 0x31, 0x25,
Oxef, Oxa6, Ox4c, Oxdd, 0x91, 0x78, Oxdl, 0x89,
0x55, 0x96, 0xe0, 0x3c, 0x7f, 0x9d, Oxeb, 0xe9,
Oxab, 0x9d, Oxba, 0x9a, 0x2b, Oxlc, Ox6f, Ox6c¢c,
+;

CK_BYTE wrapped_key[] = {
Oxb6, Oxa6, O0xf7, 0x09, 0x52, 0x09, Oxea, Oxfd,
0x78, 0xa3, 0x4d, Oxbd, 0x0Oc, Oxbd, 0x35, 0xc2,
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0x5f, Oxee, Ox6c, O0xfO, 0x17, Oxa2, 0xd8, 0x02,
0x5b, 0x36, 0xf5, 0xb3, 0xd8, O0x0Oa, Oxca, 0x87,
}s

CK_ATTRIBUTE wrapping_key_template[] = {
CKA_VALUE, wrapping_key, sizeof (wrapping_key) 7,
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, o0id2, sizeof (0id2) },
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) I,
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

e N s N e s

rc = funcs->C_CreateObject(sess,
wrapping_key_template,

sizeof (wrapping_key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

// DauHbHe Insa muppoBaHUA B OIOYHHX pEeXUMaX LOJIXKHH IIOCTYNATh Ha BXOZ
// TopnuaME, AIMHA KOTOPHX KpaTHa pasMepy 6ioka, T.e. 8-Mu.
len = sizeof(value);

rc = funcs->C_EncryptUpdate(sess,

key_to_wrap, sizeof(key_to_wrap), value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptFinal(sess, dummy, &dummy_len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

¥

CHECK(value, len, wrapped_key) ;
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rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);
return rc;

b

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

// Daunble nns mrdppoBaHWS B OIOYHBHX PEeXMMaxX LOJIXKHH [OCTYNATh HA BXOZ
// mopumsmu, InuHA KOTOPHX KpaTHa pasMepy 6ioka, T.e. 8-Mu.

len = sizeof (value);

rc = funcs->C_EncryptUpdate(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptFinal(sess, dummy, &dummy_len);

if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptFinal failed: Ox¥%x\n", rc);

return rc;

}
CHECK (value, len, etl);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {
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fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
return rc;

}

key_template[2] .pValue = 0id2;

key_template[2] .ulValuelen = sizeof(0id2);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

b

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {
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fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
return rc;

}

key_template[2] .pValue = 0id3;

key_template[2] .ulValuelen = sizeof(0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

¥

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

b

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et3);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {
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fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
return rc;

}

key_template[2] .pValue = o0id4;

key_template[2] .ulValuelen = sizeof(0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et4);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
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return rc;

b

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

¥

key_template[2] .pValue = o0id5;

key_template[2] .ulValueLen = sizeof(0id5);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, eth);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
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return rc;

}
CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
return rc;

}

return rc;

b

4.4.11 WndposaHue B pexxume CBC

B nanmoM mpumepe eMOHCTPUPYETCS HE TOJIBLKO COOCTBEHHO IMTU(pPOBAHNIE B PEXKUME
cuertenns 6;10koB CBC, HO n opranu3aiins 3Toro mudpoBaHus ¢ IOMOIIbIO 00bEKTa Ha-
paMeTpoB JloMeHa. 3ameruM, uro corsacio RFC 4357(5], B oObekTax napaMerpoB JIoMeHa
MoryT ObITh 3aganbl pexxuMbl mudposanus CNT(0), CFB(1) mwm CBC(2).

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_cbc(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);

return rc;

}

return CKR_OK;

}

CK_RV test_crypto()
{
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CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");

} else {

fprintf (stderr,

"\n CKM_GOST28147 CBC test \n");

rc = test_gost28147_cbc(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147 CBC failed, rc = Ox)x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147 CBC test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

b
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else {
fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

// B DaHHOM TecTe IpoBepseTCH He TOJbKO COOGCTBEHHO muppoBaHUE
// B pexume CBC, HO ¥ OpraHM3anus 3TOTO WUPPOBAHUS C IOMOLBI
// obbekTa mapaMeTpOB LOMEHA.
CK_RV test_gost28147_cbc (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG len;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOST28147, NULL, O0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL 1ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_OBJECT_CLASS dp_class = CKO_DOMAIN_PARAMETERS;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
s
static CK_BYTE iv[] = {
0x90, 0x4B, 0x9C, Ox7A, 0xBB, 0x85, OxOE, 0x87,
s
// DauHbe Insa mrPpoBAHUA B OIIOYHHX PEXUMAX IOJIKHEI
// TmoCTymaTh Ha BXOJA NOPIUAMU, IJKHA KOTOPHX
// xpaTHa pa3Mepy 61oKa, T.e. 8-Mu b6aiTaM.
// Napmuur B LCC He paboTaeT, MO3TOMy €ro OpraHU3alus
// BolxXHa IPOM3BONUTHCH Ha IIPUKIAJHOM YpPOBHE.
static CK_BYTE datal] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
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0x67, 0x68, 0x69, Ox6a, 0x68, 0x69, Ox6a, 0x6b,
0x69, Ox6a, 0x6b, 0x6c, Ox6a, 0x6b, O0x6c, 0x6d,
0x6b, O0x6c, 0x6d, Ox6e, 0x6c, 0x6d, Ox6e, 0x6f,
0x6d, Ox6e, 0x6f, 0x70, Ox6e, O0x6f, 0x70, 0x71,
0x0a,
// PKCS#5 padding bytes
0x07, 0x07, 0x07, 0x07, 0x07, 0x07, 0x07,
};

static CK_BYTE eti[] = {
0xC2, OxE2, O0x9F, 0x15, 0x98, 0x47, 0x87, 0x97,
0x91, 0x85, 0x29, 0x8D, 0x28, 0xBB, 0x37, 0xb54,
0xBC, 0Ox8E, 0x77, 0xC3, 0x82, 0x72, 0x4D, 0x60,
0x0B, 0x09, 0x0C, OxEC, 0x2A, 0x26, 0x95, OxE5,
OxBF, 0x13, 0x01, OxFA, 0x09, 0xb51, OxBE, Ox6F,
0x81, 0x73, O0xAB, O0xF3, 0xCB, 0x11, 0x20, O0xBS,
0x61, Ox5F, 0xA8, 0x5B, 0xFO, 0x75, 0xB3, 0x98,
0x4B,

// encrypted PKCS#5 padding bytes

0x62, 0x89, 0x18, 0xBC, 0x34, 0xDE, 0xC8,

};

static CK_ATTRIBUTE key_template[] = {

CKA_CLASS, &oclass, sizeof(oclass) 1},

CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},

CKA_GOST28147PARAMS, NULL, O },

CKA_VALUE, key, sizeof(key) },

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},

CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) },

e s N W R S,

const CK_OBJECT_CLASS oc_dp = CKO_DOMAIN_PARAMETERS;

CK_ATTRIBUTE t_find_dp[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc_dp, sizeof(oc_dp)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, NULL, O},

s

// ®akTudecku >To Habop mapameTpoB A m3 RFC 4357,
// B KoTopoM pexuM muppoBaHua u3MeHeH Ha CBC.
CK_BYTE dp_cbc[] =

{

0x30, 0x53,

0x04, 0x40,
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// +4 (Tabmuia 3aMeH)

0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, 0x6a, 0Ox1d, 0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
0x1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0x0b, 0x08,
Oxab, 0Oxc0O, Oxe7, 0x86, 0x42, 0xf2, 0x45, 0xc2,
Oxe6, 0xbb, 0x29, 0x43, Oxfc, Oxa4, 0x34, 0xb9,
Oxcb, 0x0f, 0xc8, Oxf1l, 0x04, 0x78, Ox7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0xb51, 0x96, 0x66, Oxe4,
0x02, 0x01,

// +70 (mode: O-CNT, 1-CFB, 2-CBC)

0x02,

0x02, 0x01, 0x40,

0x30, 0x09,

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,
// +84 (key meshing: 0-Null, 1-CryptoPro)

0x01,

};

CK_ULONG uldp_cbc = sizeof (dp_cbc);

// 0ID m HasBaHWe He ABIANTCHA IpelonpereneHHiMu B LCC
CK_BYTE oid_cbc[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxlf, 0x41
+;

CK_CHAR *dp_label =
"1d-Gost28147-89-CryptoPro-A-ParamSet-CBC";

CK_ATTRIBUTE t_dp_cbc[] = {

{CKA_CLASS, &dp_class, sizeof(dp_class)},
{CKA_TOKEN, &lfalse, sizeof(lfalse)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, oid_cbc, sizeof(oid_cbc)},
{CKA_VALUE, dp_cbc, uldp_cbc},

{CKA_LABEL, dp_label, strlen(dp_label)+1},

};

CK_OBJECT_HANDLE hDP_CBC = CK_INVALID_HANDLE;

rc = funcs->C_CreateObject(sess, t_dp_cbc,

sizeof (t_dp_cbc)/sizeof (CK_ATTRIBUTE),

&hDP_CBC) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: O0x%x\n", rc);
goto end;

}
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// Ecau 65 06beKT IapaMeTpoB IOMeHa He ObI CO3ZaH,

// To cmeryomas omepalnus CO3ZaHWs Kioda Iua Takoro 0ID
// 3aBepumiachk 6B C OWUOKOH.

key_template[2] .pValue = oid_cbc;

key_template[2] .ulValueLen = sizeof(oid_cbc);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

fprintf (stderr, "CBC domain parameters object created\n");

mechanism->pParameter = iv;
mechanism->ulParameterlLen = sizeof (iv);

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

fprintf (stderr, "Plain text to encrypt:\n");
print_hex(data, sizeof(data));

// [ausbe mns mrdpoBaHUS B OGIIOYHHX PEXMMAX IOJIKHEL
// TmOCTymaTh Ha BXOJA NIOPLUAMU, IJIKHA KOTOPHIX

// xpaTHa pa3Mepy 6i0Ka, T.e. 8-MH.

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);
goto end;

}

if (len !'= sizeof(etl)) {

fprintf(stderr, "Invalid ciphertext length: %d\n", len);
rc = -1;

goto end;

}

if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid ciphertext\n");

rc = -2;

goto end;

}

fprintf (stderr, "CBC encryption result OK\n");
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print_hex(value, len);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
goto end;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);

goto end;

}

fprintf (stderr, "Decrypted text:\n");
print_hex(value, len);

if (len != sizeof(data)) {

fprintf (stderr, "Invalid decrypted text length: J%d\n", len);
rc = -3;

goto end;

}

if (memcmp(value, data, len) != 0) {

fprintf(stderr, "Invalid decrypted text\n");

rc = -4;
goto end;
b

fprintf (stderr, "CBC decryption result OK\n");

end:

if (keyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);

}

if (hDP_CBC != CK_INVALID_HANDLE) {
funcs->C_DestroyObject (sess, hDP_CBC);
}

return rc;

}

4.4.12 WndposaHue B pexxume CNT

Mexanusma CKM_GOST28147_CNT B crammapre Her. Pexxum CN'T peasusyercst cpej-
CTBAMU CTAHJIAPTa BECbMa, 3aMBICJIOBATHIM 00PA30M Uepe3 CHEeIUAJIbHBIN 00bEeKT apa-
MEeTPOB JoMeHa st MexaHu3ma CKM_GOST28147. 3aMerTwMm, UTO pPEXKUM MH(PPOBAHUS
CNT neobxoium J1J1st TIOJJEPXKKHI POCCUNCKOTO Mg p-chioTa jijist npotokosia TLS. B mpo-
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ekte LS HWI11 mecranmaprabii Mmexann3m CKM_GOST28147_CNT TakyKe A00aBICH JIJTst
yrobcTBa ucnoJib3oBaHus. B npumepe ckm_gost28147_cnt JeMOHCTPUPYIOTCS PA3JIMY-
Hble crtocobbl mmudpopanust B pexkume CNT.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_cnt (CK_SESSION_HANDLE sess);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {
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fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");

} else {

fprintf (stderr,

"\n CKM_GOST28147 CNT test \n") ;

rc = test_gost28147_cnt(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147 CNT failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147 CNT test passed.\n");
}

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:

return rc;

}

// llubpoBaume B pexume CNT MoxeT OHTH peanm30BaHO IByMs crocobamm:
// - c moMompk HecTaHmapTHoOro Mexammsma CKM_GOST28147_CNT;
// - Cc nCHoNb30BaHWEM HECTAHOAPTHHX NapaMeTpoB moMeHa (kak B TecTe CBC).
CK_RV test_gost28147_cnt (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_ULONG len, state_len, dummy_len;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_BYTE *state;
CK_BYTE iv[] = {
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0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

}s
CK_MECHANISM mechanism_desc = {CKM_GOST28147, iv, sizeof (iv)};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM mechanism_desc_cnt = {CKM_GOST28147_CNT, iv, sizeof(iv)};
CK_MECHANISM_PTR mechanism_cnt = &mechanism_desc_cnt;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,O0xcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0xbe,0x5%,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
static CK_BYTE datal[] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
};
CK_BYTE value[32];
CK_BYTE buf [32];

static CK_BYTE oidi[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x00 };
static CK_BYTE oid_cnti[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x40 };
static CK_BYTE eti[] = {

0x75, Oxea, 0Oxe3, 0x45, 0xb5, 0x12, Oxac, 0x47,

Oxeb, Oxe6, 0x33, 0x04, Oxe0, 0xb9, 0x99, Oxa6 I};

static CK_BYTE oid2[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x01 };
static CK_BYTE oid_cnt2[]
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x41 };
static CK_BYTE et2[] = {
0xd4, 0x7d, Oxab, Oxaa, O0x4b, 0x49, 0x3a, 0x8d,
0xd6, Oxeb, 0xb6, 0x17, 0xd6, Oxad, Oxfd, 0x31 };

I
-~

static CK_BYTE o0id3[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };
static CK_BYTE oid_cnt3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x42 };
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static CK_BYTE et3[] = {
0x22, 0xb3, Ox6e, 0x02, 0x7b, 0x03, Oxab, 0Ox6a,
0x5f, 0x23, 0xf4, Oxbd, 0x63, 0x6e, 0x03, Ox1f };

static CK_BYTE oid4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };
static CK_BYTE oid_cnt4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x43 };
static CK_BYTE et4[] = {

Oxf1, 0x26, Oxfc, Ox4d, 0x20, 0xd5, Oxe2, Oxcd,

Oxe8, Oxlc, 0x7e, 0x10, Oxed, 0x27, 0x07, Oxe0 };

static CK_BYTE oid5[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK_BYTE oid_cnt5[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x44 };
static CK_BYTE et5[] = {

Oxfd, 0x65, 0x30, Oxa2, Oxe2, 0x93, Oxfe, Oxcl,

Oxfe, 0x71, Oxcb5, 0x79, 0x3d, 0x20, 0x66, 0x73 };

static CK_ATTRIBUTE key_template[] = {
CKA_CLASS, &oclass, sizeof(oclass) },
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, NULL, O },

CKA_VALUE, key, sizeof(key) 1},

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) },
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) 1},

Rl e

b

static CK_OBJECT_CLASS dp_class = CKO_DOMAIN_PARAMETERS;
const CK_OBJECT_CLASS oc_dp = CKO_DOMAIN_PARAMETERS;

CK_ATTRIBUTE t_find_dp[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc_dp, sizeof(oc_dp)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, NULL, O},

};

// ®axTmuecku 3TO Habop mapameTpoB A u3 RFC 4357,
// B KOTOpOM pexuM umppoBaHus usMeHeH Ha CNT.
CK_BYTE dp_cnt[] =

{

0x30, 0x53,

0x04, 0x40,

// +4 (Tabmuia 3aMeH)
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0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Ox5a, Oxda,
0x3e, Ox6a, Oxld, 0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, 0xbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
0Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, 0xc2,
Oxe6, O0x5b, 0x29, 0x43, Oxfc, Oxad4, 0x34, 0x59,
Oxcb, 0x0f, 0xc8, Oxfl, 0x04, 0x78, 0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxe4,

0x02, 0x01,

// +70 (mode: O-CNT, 1-CFB, 2-CBC)
0x00,

0x02, 0x01, 0x40,

0x30, 0x09,

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

// +84 (key meshing: 0-Null, 1-CryptoPro)

0x01,

};

CK_ULONG uldp_cnt = sizeof(dp_cnt);

// 3Tor 0ID u Ha3BaHWe He SBIANTCH IpemompernenenHsMz B LCC,

// a UCHONb3yWTCH I OIpelelleHus NOIOJHUTEJILHHX [IapaMeTpoB LOMeHA.
CK_BYTE oid_cnt[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42};

CK_CHAR *dp_label = "id-Gost28147-89-CryptoPro-A-ParamSet-CNT";

CK_ATTRIBUTE t_dp_cnt[] = {

{CKA_CLASS, &dp_class, sizeof(dp_class)},
{CKA_TOKEN, &lfalse, sizeof(lfalse)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, oid_cnt, sizeof(oid_cnt)},
{CKA_VALUE, dp_cnt, uldp_cnt},

{CKA_LABEL, dp_label, strlen(dp_label)+1},
{CKA_COPYABLE, &ltrue, sizeof (ltrue)}

};

CK_BYTE dp_value[4096];
CK_ULONG uldp_value = sizeof(dp_value);

CK_ATTRIBUTE t_dp_value = {
CKA_VALUE, dp_value, sizeof (dp_value)
s

CK_ATTRIBUTE t_copy_dp_cnt[] = {
{CKA_TOKEN, &lfalse, sizeof(lfalse)},
{CKA_OBJECT_ID, NULL, 0},
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{CKA_VALUE, dp_value, O},
};

CK_OBJECT_HANDLE hDP_CNT;
CK_ULONG ulCB = 0;

key_template[2] .pValue = o0idl;

key_template[2] .ulValuelLen = sizeof (0idl);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);

return rc;

b

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

len = sizeof(value);

rc = funcs->C_EncryptUpdate(sess, data, 4, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

// Save partial encryption result

memcpy (buf, value, 4);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_0K) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);
if (rc !'= CKR_OK) {
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fprintf (stderr, "C_SetOperationState failed: O0x%x\n", rc);
goto end;

}

rc = funcs->C_EncryptUpdate(sess,

data+4, sizeof(data)-4, value+4, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptFinal (sess, valuet+sizeof (data), &dummy_len);
if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);
CHECK (value, len, etl);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_DecryptUpdate(sess, value, 7, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);
print_hex(value, sizeof (value));

rc = funcs->C_DecryptUpdate(sess,

value+7, sizeof(data)-7, value+7, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);
print_hex(value, sizeof(value));

rc = funcs->C_DecryptFinal(sess,

value+sizeof (data), &dummy_len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptFinal failed: Ox¥%x\n", rc);
return rc;

¥
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len = sizeof(data);

printf("len = %d, Decrypted data:\n", len);
print_hex(value, len);

printf ("Decryption buffer:\n");
print_hex(value, sizeof(value));

CHECK(value, len, data);

// Restore partial encryption result

memcpy (value, buf, 4);

rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_EncryptUpdate(sess,

data+4, sizeof(data)-4, value+4, &len);

if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptFinal (sess,

value+sizeof (data), &dummy_len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key_template[2] .pValue = 0id2;

key_template[2] .ulValueLen = sizeof(0id2);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: O0x%x\n", rc);
return rc;

b
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rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);

if (rc == CKR_FUNCTION_NOT_SUPPORTED) {

fprintf (stderr,

"Non-standard parameter set 0ID not supported for CKM_GOST28147\n");
} else {

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

¥

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: O0x%x\n", rc);
return rc;

b

CHECK (value, len, data);

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

// Temepb TO Xe caMoe, HO C MCIONb30BAHMEM CECCHOHHOTO 06beKTa
// mapaMeTpoB ZoMeHa c HecTaHZapTHmM 0ID.
dp_cnt[70] = 0x00; // CNT mode

rc = funcs->C_CreateObject(sess,

t_dp_cnt, sizeof (t_dp_cnt)/sizeof (CK_ATTRIBUTE),
&hDP_CNT) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);
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return rc;

b

key_template[2] .pValue = oid_cnt;

key_template[2] .ulValueLen = sizeof(oid_cnt);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc == CKR_FUNCTION_NOT_SUPPORTED) {

fprintf (stderr,

"Non-standard parameter set 0ID not supported for CKM_GOST28147\n");
} else {

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: O0x%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

¥

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: 0x%x\n", rc);
return rc;

}

CHECK (value, len, data);

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
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key_template[2] .pValue = 0id3;

key_template[2] .ulValueLen = sizeof (0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

3

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%xz\n", rc);

return rc;

}
CHECK (value, len, et3);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Decrypt failed: 0x%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

g,



I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

key_template[2] .pValue = o0id4;

key_template[2] .ulValueLen = sizeof(0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

3

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%xz\n", rc);

return rc;

}
CHECK (value, len, et4d);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Decrypt failed: 0x%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;
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key_template[2] .pValue = o0id5;

key_template[2] .ulValueLen = sizeof(0id5);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

3

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%xz\n", rc);

return rc;

}
CHECK (value, len, eth);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Decrypt failed: 0x%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

AMCSCCIQW 150



I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

end:
return rc;

}

4.4.13 leHepauuss MMUTOBCTABKMU

B nanHOM IIpuMepe NMUTOBCTABKA MeHEPUPYETCs PA3IMYHBIMU COCOOAMH U C PA3JIMY-
HBIMHU ITapaMeTpaMU ¢ IIOMOIIbI0 Mexanu3ma CKM_GOST28147_MAC.

I'eneparns MMUTOBCTABKH - 9TO KOHTEKCTHAs OIEPAIINd B CECCHH, ITOTOMY €€ IIpOMe-
JKYTOYHOE COCTOsTHNE MOKET ObITh COXPAHEHO U BOCCTAHOBJIEHO (DYHKITUSIMU
C_GetOperationState, C_SetOperationState. Jlannas BO3MOXKHOCTbL BeCbMa I0JIE3HA
JUTst TIOJLIEPsKKH 1TpoToKosia pykonoxkarust (handshake) 8 SSL/TLS.

BameTnmM, 4TO KJII0Y, HCHOIB3YEMbIil B KOHTEKCTE I'eHepalii UMUTOBCTABKHI, PACCMAT-
pUBaeTcs, Kak KJIo4 ayTeHTHMUKAINT, 8 He KaK K104 MuhPOBAHUsI, U IIOITOMY 33/1aeTCsI
B rnocsiesiHeM napamerpe dyukiun C_SetOperationState

Pasmep cocTosinns KOHTEKCTa T'eHepaIyl MMATOBCTABKN 3aBHUCUT OT PeaN3allii U B
Pa3HBIX BepCUAX OMOJIMOTEKN MOYKET OKa3aThbCd Pa3jIUYHBIM, IIO9TOMY HE CJIeJyeT HaJle-
SATbCs Ha (DUKCUPOBAHHBINA pazMmep Oydepa pu COXpaHEHUH TOI'O COCTOSHHS C IIOMOIIIBIO
dyukmun C_ GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_mac(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf (stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()
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{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/%

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc '= CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = O0x%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147_MAC, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147_MAC not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOST28147_MAC test \n");

rc = test_gost28147_mac(hSession);
if (rc != CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147_MAC failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147_MAC test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {
fprintf (stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {
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fprintf (stderr, "C_CloseSession success\n");

b

out:
return rc;

3

CK_RV test_gost28147_mac (CK_SESSION_HANDLE sess)

{

CK_RV rc = CKR_OK;

CK_BYTE value[128];

CK_ULONG len;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOST28147_MAC, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL lfalse = CK_FALSE;

static CK_BYTE key[] = {
0xB2,0x4C,0x23,0x32,0xE5,0x97,0xAD,0x26,
0x39,0xB9,0x1A,0xD4,0xDF,0x4E, 0x40,0x61,
0xAA,0x38,0xDD, 0xFE, 0x32,0xE9,0xD3, 0xED,
0x4A,0xC6,0xEE,0x08,0x57,0x5A,0x6A,0xAB

};

static CK_BYTE datal[64];

static CK_BYTE key2[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xb5a,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
0x1a,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11

};

static CK_BYTE data2[2697];

// CryptoPro gost28147 B Param Set

static CK_BYTE oidi[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
};

static CK_BYTE eti1[] = { 0xf6, Ox6a, 0x39, Oxde };
static CK_ATTRIBUTE key_template[] = {

{ CKA_VALUE, key, sizeof(key) },

{ CKA_CLASS, &oclass, sizeof(oclass) },

{ CKA_KEY_TYPE, &key_type, sizeof (key_type) },
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{ CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
{ CKA_SIGN, &ltrue, sizeof(CK_BBOOL) 1},

{ CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

};

static CK_BYTE ivec[8] = {0};

// S-Terra CSP plug-in test data
static CK_BYTE data5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65
s
static CK_BYTE key5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66
s
// CryptoPro gost28147 A Param Set (default)
static CK_BYTE oid5[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s
static CK_BYTE ivec5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
s
static CK_ATTRIBUTE key_template5[] = {
CKA_VALUE, key5, sizeof (key5) 1},
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, o0idb, sizeof (0id5) 7,
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) I,
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

e N N e s

3

static CK_BYTE et5[] = {

// 0x77, 0xb9, 0x86, Oxba // with zero iv
Oxa3, Oxcd, 0xb6, 0x64

}s

static CK_BYTE data_short[] = {

0x12, 0x00, Oxae, 0x6d, Oxcb, 0x87, 0xb0O, 0x3f,
};

static CK_BYTE et_short[]

= { Oxab, 0x66, 0x40, 0x04 };
static CK_BYTE et_short_4[] = {

0xd2, Oxbc, O0xfb, Oxe7 };
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CK_BYTE *state = NULL;
CK_ULONG state_len = 0;

CK_BYTE key_to_wrap[] = {

0x58, 0Ox4c, 0x3f, Oxce, 0x56, 0xb3, 0x96, 0xdO,
0x8c, Oxf1, Oxbf, 0x60, Oxfc, 0x84, Oxaf, 0x6d,
Oxbf, Oxle, Ox6c, 0x6d, Oxa7, 0x9a, 0xd7, Ox4f,
Oxca, 0x0Oe, Oxbc, 0x9d, 0x3d, 0xb2, Oxa2, 0xb9,
};

CK_BYTE wrapping_iv[] = {
0x56, Oxfa, 0x7d, 0x54, 0xb2, 0x90, 0x2c, 0x41,
};

CK_BYTE wrapping_key[] = {

0x3c, 0x34, 0x7c, Oxe7, 0xd5, 0x60, 0x83, 0x3a,
Oxb4, 0x8f, 0xd5, O0xb0O, Oxec, 0x6d, 0xd7, 0x29,
0x63, 0x9f, 0x64, 0x95, 0xb5, Oxdb, O0x3e, 0x12,
0x9e, 0x77, 0x0f, Oxe3, 0x40, Oxce, Oxcd, 0x3a,
};

CK_BYTE wrapped_key[] = {

Oxdb, 0x46, 0x42, 0Ox7a, 0x12, 0x77, 0xd6, Oxdd,
0Ox8a, 0xd6, 0x35, Ox2f, 0x46, 0x98, 0x09, 0x9b,
0x60, 0xb3, 0x40, 0x58, 0x2b, Oxce, Oxla, 0x99,
0x72, Oxda, Ox6c, Oxa2, Ox4c, 0xf0, Oxcl, O0xc7,
};

CK_BYTE wrapped_mac[] = {
0x36, 0xb3, 0x73, 0x20,
s

CK_ATTRIBUTE wrapping_key_template[] = {
CKA_VALUE, wrapping_key, sizeof (wrapping_key) 7,
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, o0id5, sizeof (0id5) },
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1,
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

e T s N T A S,

>

CK_CHAR str[4096];

keyh = CK_INVALID_HANDLE;
print_bytes(key, sizeof (key), str);
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fprintf (stderr, "key:\n%s\n", str);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

memset (data, 0xd4, sizeof(data));
print_bytes(data, sizeof(data), str);
fprintf(stderr, "data:\n%s\n", str);

rc = funcs->C_Sign(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

print_bytes(etl, sizeof(etl), str);

fprintf (stderr, "etl MAC:\nJs\n", str);
print_bytes(value, len, str);

fprintf(stderr, "value MAC:\n%s\n", str);

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

keyh = CK_INVALID_HANDLE;

rc = funcs->C_CreateObject(sess,

key_templateb, sizeof(key_templateb)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {
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fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;
b

mechanism->pParameter = ivech;
mechanism->ulParameterlLen = sizeof (ivech);

rc = funcs->C_SignInit(sess, mechanism, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_SignInit failed: O0x%x\n", rc);

goto end;
by

len = sizeof (value);

rc = funcs->C_Sign(sess, datab, sizeof(datab), value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Oxx\n", rc);
goto end;

}

CHECK (value, len, et5);
len = sizeof (value);

rc = funcs->C_SignInit(sess, mechanism, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);

goto end;

}

rc = funcs->C_SignUpdate(sess, datab, 5);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_SignUpdate failed: Ox)%x\n", rc);

goto end;
¥

rc = funcs->C_GetOperationState(sess, NULL, &state_len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);

goto end;

}
state = (CK_BYTE *)malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);

goto end;

gy,
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}

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datab+5, sizeof(datab)-5);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SignUpdate failed: Ox¥%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal(sess, value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, et5);

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datab+5, sizeof(datab)-5);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SignUpdate failed: O0x%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal (sess, value, &len);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, eth);

free(state);
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state = NULL;

mechanism->pParameter = NULL;
mechanism->ulParameterlLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf (stderr, "C_SignInit failed: O0x%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Sign(sess,

data_short, sizeof(data_short), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, et_short);

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Sign(sess,

data_short, sizeof (data_short)-4, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, et_short_4);

end:

if (keyh !'= CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);
}

return rc;

¥
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4.4.14 PKCS#8 un BbiBOA, OTKPbITOrO KJHO4a NO 3aKPbITOMY

Hekoropsre nonomunrenvibie Mexanmambl LS HWI11 we ompenenenbt B crammapre
PKCS#11, a mobassienbl, HCXO/s U3 TOTPEOHOCTEN PellleHnsi HEKOTOPBIX MPAKTUYECKUX
zajad. B nanHOM mpuMepe 3aKPBITHIA KJIIOU MTUQPYeTCs Ha Mapojie U YIIaKOBLIBAETCS B
ctpykTypy PKCS#8 ¢ nmomoribio 10no/HATeIbHOTO MEXaHU3Ma,
CKM_GOST28147_PKCS8_KEY_WRAP. 3a0/HO JEMOHCTPUPYETCS BO3MOXKHOCTH BBIBOJIA OT-
KPBITOTO KJIFOUa IO 3aKPBITOMY APYTUM JOTOJTHUTENIHHBIM MEXaHU3MOM -
CKM_GOSTR3410_PUBLIC_KEY_DERIVE. 3amerum, uto B crangapre PKCS#11 orcyrcTBy-
€T BO3MOXKHOCTB ITOJIYIUTh OTKPBITHIA KJIOY 10 3aKpbITOMY, X0Tst B ajaropurme ['OCT
P34.10-2001 nmenHO TaK M co3/laeTcsd KJIIOUeBasd Mapa. B HEKOTOPBIX MPUKJIATHBIX 333~
YaX BBIBOJI OTKPLITOIO KJIIOYA O 3aKPBITOMY BCE K€ MPUXOJUTCS JIeJIaTh, IIOTOMY YTO
BO BXOJIHBIX JTAHHBIX ITPUCYTCTBYET TOJBKO 3aKPBITLIN KJIOU.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_pkcs8_key_wrap(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc '= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc != CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()
{

CK_RV rc;

CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

printf (
"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test\n");

rc = funcs->C_GetMechanismInfo(SlotId,
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CKM_GOSTR3410_KEY_PAIR_GEN, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported\n");
return rc;

¥

rc = funcs->C_GetMechanismInfo(SlotId,

CKM_GOST28147 _PKCS8_KEY_WRAP, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOST28147_PKCS8_KEY_WRAP not supported\n");
return rc;

3

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_GOSTR3410_PUBLIC_KEY_DERIVE, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOSTR3410_PUBLIC_KEY_DERIVE not supported\n");
return rc;

¥

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);
if (rc !'= CKR_OK) {
fprintf (stderr,
"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;
}
/%
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {
fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;
}
*/
rc = test_gost28147_pkcs8_key_wrap(hSession);

if (rc != CKR_OK) {
fprintf (stderr,
"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test failed, rc = 0x%x\r
rc);
} else {
printf (
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"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test SUCCESS\n");
}

funcs->C_CloseSession(hSession);
out:
return rc;

CK_RV test_gost28147_pkcs8_key_wrap(CK_SESSION_HANDLE sess)
{
int rc = 0;
char str[4096];
CK_BYTE value[1024];
CK_ULONG len;
CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE unw_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE der_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE cipher_key = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc =
{CKM_GOST28147 _PKCS8_KEY_WRAP, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM mechanism_der_desc =
{CKM_GOSTR3410_PUBLIC_KEY_DERIVE, NULL, O};
CK_MECHANISM_PTR mechanism_der = &mechanism_der_desc;
CK_MECHANISM mechanism_gen_desc =
{CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static const CK_OBJECT_CLASS oclass_pub = CKO_PUBLIC_KEY;
static const CK_OBJECT_CLASS oclass_priv = CKO_PRIVATE_KEY;
static CK_KEY_TYPE key_type = CKK_GOSTR3410;

// PAR ECC A 0ID

static CK_BYTE gostR3410params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01

s

// PAR HASH 1 0ID

static CK_BYTE gostR341lparams[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

s

// PAR CIPHER A 0ID

static CK_BYTE gost28147params_A[] = {
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0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x01

};
/%
typedef struct CK_GOST28147_PKCS8_KEY_WRAP_PARAMS {

CK_CHAR_PTR pPassword;

CK_ULONG ulPasswordLen;
CK_BYTE_PTR pHashParQID;
CK_ULONG ulHashParOIDLen;
CK_BYTE_PTR pSalt;

CK_ULONG ulSaltLen;

CK_ULONG ullterCount;
CK_BYTE_PTR pCipherPar0ID;
CK_ULONG ulCipherParOIDLen;
CK_BYTE_PTR pIV;

CK_ULONG ulIVLen;
} CK_GO0ST28147_PKCS8_KEY_WRAP_PARAMS;
*/

CK_GOST28147_PKCS8_KEY_WRAP_PARAMS params;

static CK_BYTE salt[] = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26
s
static CK_ULONG iter = 2048;
static CK_BYTE iv[] = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, Oxab
s
// Use UTF-8 password
static CK_UTF8CHAR_PTR password = "4444";
static CK_ULONG password_len = 4;
static CK_ATTRIBUTE pub_template[] = {
{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341llparams) 1},
s
// Template for token private key generation.
static CK_ATTRIBUTE priv_template[] = {
{ CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) },
{ CKA_SENSITIVE, &ltrue, sizeof(ltrue) }
s
// Additional attributes for token unwrapped private key generation.
static CK_ATTRIBUTE unw_template[] = {
{ CKA_CLASS, (CK_VOID_PTR)&oclass_priv, sizeof (oclass_priv) 1,
{ CKA_KEY_TYPE, &key_type, sizeof(key_type) }
s
static CK_ATTRIBUTE pub_der_template[] = {
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{ CKA_CLASS, (CK_VOID_PTR)&oclass_pub, sizeof(oclass_pub) },
{ CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341lparams) 1},
+;
// Tlpu ymakoBKe Ha BHXOZE NOJNXHA IONYYUTHCHA TaKasd CTPYKTypa:
static CK_BYTE pr_key_bag[] = {

// 0
0x30, 0x81, 0Oxa7,
// 3
0x30, Oxbc,
// 5
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
// 16
0x30, 0x4f,
// 18
0x30, 0Ox2e,
// 20
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0xOc,
// 31
0x30, 0x21,
// 33
0x04, 0x08,
// 35 - salt
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26,
// 43
0x02, 0x02,
// 45 - iter (2048)
0x08, 0x00,
// 47
0x30, Ox11,
// 49
0x06, 0x06,

0x2a, 0x85, 0x03, 0x02, 0x02, 0x0a,
// 57 - 0id_3411_par

0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
// 66
0x30, Oxi1d,
// 68
0x06, 0x06,

0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x15,
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// 76
0x30, 0x13,
// 78
0x04, 0x08,
// 80 - iv

0x12, 0x34, 0xb6, 0x78, 0x78, 0xb6, 0x34, Oxab,
// 88 - 0id_28147_par
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01,
// 97
0x04, 0x47,

// 99 - encr_pr_key
0x46, 0xbc, 0xc8, 0x21, Oxcd, Oxcc, 0xb8, 0x99,
0x53, Oxa7, 0x72, Oxda, 0x20, 0x0f, 0x3d, 0xd5,
Oxab, 0x59, O0x11, Ox6f, 0x4f, 0x8a, 0x75, 0x9b,
0xf4, 0xd1l, 0x91, 0x7e, 0x9d, 0x2f, 0x79, Oxab,
0x95, 0xb8, 0xb4, Oxe2, 0x5b, 0x21, 0x61, Oxa8,
0xe7, 0x2b, 0x58, 0xbb, 0xe2, 0x10, 0xd0, 0xd8,
Oxbb, 0xd4, 0x04, Oxdc, 0x06, Ox4c, 0x60, 0x14,
0x60, 0x12, 0xdl, 0xf1l, 0xb2, Oxbf, 0x39, 0xf7,
0xc8, 0x35, 0x16, Oxc4, Oxea, 0xe9, 0Oxb6

// 170

};

// BaMeTuM, 4UTO IpU paclIakoBKe BO BXOLHON CTPYKTYpe HOILYCKAETCS

// ucnompzoBanue 0x05, 0x00 BMecTO 0id_3411_par. CoOTBETCTBEHHO,

// DiuHa Takoll YKOPOYEHHOH CTPYKTypH 6ymeT MeHbme Ha 7 6aiiTos.

// LSMS11 BocupuHuMaeT ob6a BapHaHTA.

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof(priv_template)/sizeof (CK_ATTRIBUTE),
&pub_key, &priv_key);

if (rc != CKR_OK) {

fprintf (stderr, "C_GenerateKeyPair failed, rc = Ox)x\n", rc);
goto end;

}

params.pPassword = password;
params.ulPasswordLen = strlen(password);
params.pHashPar0ID = gostR341lparams;
params.ulHashParOIDLen = sizeof (gostR341lparams);
params.pSalt = salt;
params.ulSaltlLen = sizeof (salt);
params.ullterCount = iter;
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params.pCipherPar0ID = gost28147params_A;
params.ulCipherPar0IDLen = sizeof (gost28147params_A);
params.plV = iv;
params.ulIVLen = sizeof (iv);

mechanism->pParameter = &params;

mechanism->ulParameterLen = sizeof (params);

rc = funcs->C_WrapKey(sess, mechanism, CK_INVALID_HANDLE, priv_key, value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_WrapKey failed, rc = 0x%x\n", rc);

goto end;

}

print_bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);

if (len !'= sizeof(pr_key_bag)) {
fprintf(stderr, "Invalid length: %1d\n", len);
rc = -1;
goto end;
}
if (memcmp(value, pr_key_bag, len-71) != 0) {
fprintf (stderr, "Invalid PKCS#8 value\n");
rc = -1;
goto end;
}
/*
// TlpoBepsieM BapmauT c orcyTcrBybmmM 0ID 3411 (0x05, 0x00)
memcpy (value+35+8+2+2+10+2, value+35+8+2+2+10+9, len-(35+8+2+2+10+9));
len -= 7;
*/
mechanism->pParameter = password;
mechanism->ulParameterlen = strlen(password);
rc = funcs->C_UnwrapKey(sess, mechanism, CK_INVALID_HANDLE,
value, len,
unw_template, sizeof (unw_template)/sizeof (CK_ATTRIBUTE),
&unw_priv_key) ;
if (rc !'= CKR_OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = Ox)x\n", rc);
goto end;
}
// TlomydaeM OTKpPHTHE KIOY IO 3aKPHTOMY
rc = funcs->C_DeriveKey(sess, mechanism_der, unw_priv_key,
pub_der_template, sizeof (pub_der_template)/sizeof (CK_ATTRIBUTE),
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&der_pub_key) ;
if (rc !'= CKR_O0K) {
fprintf(stderr, "C_DeriveKey failed, rc = Ox¥)x\n", rc);
goto end;
}
// [ng mpoBepKYW PaCHaKOBAaHHOTO KJNYa HYXHO YTO-HUOYZAb UM IOLINCATH
// ¥ TpOBEPUTH IOAIUCH OTKPHTHM KJIOUOM.
{
CK_MECHANISM mechanism_sign = {CKM_GOSTR3410, NULL, 0};
// TonmucsBaeMuit maiimxecT (32 6aiiTa)
CK_BYTE pDatal[32] = {
0x4D, 0x89, O0x9E, 0x48, 0xC5, 0x39, 0x64, 0xDi,
0x78, 0xB4, 0x6D, 0x58, 0x40, O0x5F, 0x62, O0x8F,
0xA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, OxAB, 0x75
};
CK_ULONG ulDatalen = 32;
CK_BYTE pSignatureDatal[64] ;
CK_ULONG signatureDatalen = 64;

rc = funcs->C_SignInit(sess, &mechanism_sign, unw_priv_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_SignInit failed, rc = 0x%x\n", rc);
goto end;
}

rc = funcs->C_Sign(sess,
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Sign failed, rc = 0x¥%x\n", rc);
goto end;
}

rc = funcs->C_VerifyInit(sess, &mechanism_sign, pub_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
¥

rc = funcs->C_Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
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rc = funcs->C_VerifyInit(sess, &mechanism_sign, der_pub_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
}
rc = funcs->C_Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Verify failed, rc = Ox%x\n", rc);
goto end;
}
}
printf ("SUCCESS\n") ;
end:
funcs->C_DestroyObject(sess, der_pub_key);
funcs->C_DestroyObject (sess, unw_priv_key);
funcs->C_DestroyObject (sess, pub_key);
funcs->C_DestroyObject(sess, priv_key);

return rc;

4.4.15 Mexaunsm CKM_GOST28147_ KEY WRAP

B nanHOM mpuMepe CeKpeTHBIN KU MU@PYeTcs Ha KJUYe COTVIACOBAHUS MEXaHU3-
mom CKM_GOST28147_KEY_WRAP. PezysnbraTom mudpoBaHus ABJISETCS 3aIndpOBAHHbIM
B peXKUME IIPOCTON 3aMeHbI KJII0Y, COIPOBOXKIAEMbI MMUTOBCTABKOM MCXOIHOIO 3HaUE-
Hus Kiaoda (Bcero 36 Gaittos), Kak ompegeseno B [5| m.6. Ilpu srom, snadenne UKM
IepelaeTcs MEXaHN3My B KadecTBe IapaMeTpa, a B Pe3yJIbTHUPYIONIYI0 CTPYKTYypy He
BKJIFOUAETCS.

#include "test_common.h"

int main(int argc, char* argv([])
{
CK_RV rvResult;
#ifdef WIN32
HMODULE hPkcsLib = NULL;
HMODULE hPkcsLib2 = NULL;
#else
void *hPkcsLib = NULL;
void *hPkcsLib2 = NULL;
#endif
CK_C_GetFunctionlist pcGetFunctionlList = 0;
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CK_C_GetFunctionlList pcGetFunctionList2 = 0;
CK_FUNCTION_LIST_PTR Pkcsl11FuncList = NULL;
CK_FUNCTION_LIST_PTR Pkcsl11FuncList2 = NULL;

CK_SLOT_ID_PTR pSlotList = NULL;
CK_SLOT_ID_PTR pSlotList2 = NULL;
CK_SLOT_ID SlotId;

CK_SLOT_ID SlotId2;

CK_ULONG ulSlotCount;
CK_ULONG ulSlotCount?2;
CK_ULONG js

CK_SLOT_INFO SlotInfo;
CK_SLOT_INFO SlotInfo2;

CK_SESSION_HANDLE hSessionSend, hSessionRecp;

CK_UTF8CHAR_PTR pcUserPIN = (CK_UTF8CHAR_PTR)"01234567";
CK_ULONG ulPinlength = 8; // PIN length
CK_BYTE pbPlainText[] =

"This is plaintext for ecryption and decryption";

CK_ULONG ulPlainTextSize = sizeof (pbPlainText);
CK_BYTE_PTR pbCipherText = NULL;

CK_ULONG ulCipherSize = 0;

CK_BYTE_PTR pbDecryptedText = NULL;

CK_ULONG ulDecryptedSize = O;

/KK sk sk sk s ok ok sk sk sk sk ok s o sk sk sk sk sk ok s sk sk sk sk sk ok o sk sk sk sk sk ok o sk sk sk sk sk sk ok sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk kok ok /
CK_BBOOL blTrue = CK_TRUE,
blFalse = CK_FALSE;
CK_ULONG ulKeyType_Gost2001 = CKK_GOSTR3410,
ulKeyType_Gost28147 = CKK_GO0ST28147,
ulKeyType_Gost3411 = CKK_GOSTR3411,
ulClass_PubKey = CKO_PUBLIC_KEY,
ulClass_PriKey = CKO_PRIVATE_KEY,
ulClass_SecKey = CKO_SECRET_KEY,
ulClass_Domain = CKO_DOMAIN_PARAMETERS;
// PAR ECC A 0ID
CK_BYTE gostR3410params[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
s
// PAR HASH 1 0ID
CK_BYTE gostR3411lparams[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
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s

// PAR CIPHER A 0ID

CK_BYTE gost28147params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s

// PAR CIPHER B 0ID

CK_BYTE gost28147params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
s

// template for GOST R 34.10-2001 public key
CK_ATTRIBUTE caGOST_PublicKeyTemplatel[] =

{
{CKA_TOKEN, &blFalse, sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },

{CKA_GOSTR3410_PARAMS, gostR3410params, sizeof (gostR3410params)},
{CKA_GOSTR3411_PARAMS, gostR341lparams, sizeof(gostR3411lparams)},
{CKA_GOST28147_PARAMS, gost28147params_A, sizeof (gost28147params_A)},
s
// template for GOST R 34.10-2001 private key
CK_ATTRIBUTE caGOST_PrivateKeyTemplate[] =

{
{CKA_TOKEN, &blFalse, sizeof (CK_BBOOL)},
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL)},
{CKA_DERIVE, &blTrue, sizeof (CK_BBOOL) },
//  {CKA_EXTRACTABLE, gblTrue, sizeof (CK_BBOOL)},
s
// template for secret GOST key
CK_ATTRIBUTE caGOST_SecretKeyTemplate[] =
{
{CKA_CLASS, &ulClass_SecKey, sizeof (CK_ULONG) },
{CKA_KEY_TYPE, &ulKeyType_Gost28147, sizeof (CK_ULONG)},
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL)},
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL)},
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL)},

{CKA_WRAP,&blTrue,sizeof (CK_BBOOL)},

{CKA_EXTRACTABLE, &blTrue,sizeof(CK_BBOOL)},
{CKA_GOST28147_PARAMS, gost281l47params_A, sizeof (gost28147params_A)},
s

// template for derive key

CK_ATTRIBUTE caDeriveKey[] =

{
{CKA_CLASS, &ulClass_SecKey, sizeof (CK_ULONG) },
{CKA_KEY_TYPE, &ulKeyType_Gost28147, sizeof (CK_ULONG)},
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL)},
weggn,,
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{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL)},

{CKA_WRAP, &blTrue,sizeof (CK_BBOOL)},

{CKA_UNWRAP, &blTrue,sizeof (CK_BBOOL)},

{CKA_GOST28147_PARAMS, gost28147params_A, sizeof(gost28147params_A) I},
s

CK_ULONG  ulPubKeyCount =
sizeof (caGOST_PublicKeyTemplate)/sizeof (CK_ATTRIBUTE),

ulPriKeyCount =

sizeof (caGOST_PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE),

ulSecKeyCount =

sizeof (caGOST_SecretKeyTemplate) /sizeof (CK_ATTRIBUTE),

ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK_ATTRIBUTE) ;

CK_OBJECT_HANDLE hKeyForWU = 0, // key which will be wrapped and unwrapped
hSendPubKey = 0, // handle to public key of sender
hSendPriKey = 0, // handle to private key of sender
hRecpPubKey = 0, // handle to public key of recipient
hRecpPriKey = 0, // handle to private key of recipient
hSendDH_Key = 0, // Diffy-Hellman key of the sender
hRecpDH_Key = 0, // Diffy-Hellman key of the recipient
hUnwrappedSendKey = 0, // unwrapped key of the sender
hUnwrappedRecpKey = 0; // unwrapped key of the recipient

CK_MECHANISM cmKeyGenMechanism, // mechanism for key pair genaration
cmWrapMechanism, // mechanism for key wrap/unwrap
cmDeriveMechanism, // mechanism for key derivation
cmCryptMechanism; // mechanism for encrypt/decrypt

CK_BYTE_PTR pbWrappedKeySend; // wrapped key

CK_ULONG ulWrappedKeyLen, // length of wrapped key
i;

CK_BYTE_PTR pbSecretKeyParam = NULL,
pbSend_PubKeyValue = NULL,
pbRecp_PubKeyValue = NULL,
pbSend_PriKeyValue = NULL,
pbRecp_PriKeyValue = NULL,

pbSecret_Key_Value = NULL,

pbSendDH_Key_Value = NULL,

pbRecpDH_Key_Value = NULL;

CK_BYTE_PTR pbImitValue = NULL;
CK_ULONG ulImitSize = O;
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CK_KEY_TYPE keyType = O;

CK_ATTRIBUTE

caSecretKeyParam = {CKA_GOST28147_PARAMS, pbSecretKeyParam, 0},

// template for value of sender public key

caSend_PubKeyValue = {CKA_VALUE, pbSend_PubKeyValue, O},
caSend_PriKeyValue = {CKA_VALUE, pbSend_PriKeyValue, O},
// template for value of recipient public key
caRecp_PubKeyValue = {CKA_VALUE, pbRecp_PubKeyValue, O},
caRecp_PriKeyValue = {CKA_VALUE, pbRecp_PriKeyValue, O},

caSecret_Key_Value = {CKA_VALUE, pbSecret_Key_Value, 0},

caKeyType = {CKA_KEY_TYPE, &keyType, sizeof (keyType)},

SendDH_Key_Value = {CKA_VALUE, pbSendDH_Key_Value, 0},

RecpDH_Key_Value = {CKA_VALUE, pbRecpDH_Key_Value, O0};

// parameters for derivation mechanism

CK_GOSTR3410_DERIVE_PARAMS_PTR DeriveParams;

// UKM must be non-zero by RFC4357

CK_BYTE UKM[8] = {0x28,0xaf,0xc5,0x50,0x9d,0x0c,0x74,0xb3};

CK_ULONG ulUKMLen = 8;

// parameters for wrapping mechanism

CK_BYTE pWrapIV[] = {

0x56, Oxfa, 0x7d, 0x54, 0xb2, 0x90, 0x2c, 0x41

s

CK_BYTE iv[] = {

0x37, 0x2a, 0x7f, 0x00, 0x2c, Oxea, 0x7d, 0x39

s

CK_CHAR *api_path = PKCS11_API_PATH;
CK_UTF8CHAR *user_pin = "01234567";
CK_ULONG slot_num = O;

CK_CHAR *api_path2 = PKCS11_API_PATH;
CK_UTF8CHAR *user_pin2 = "01234567";
CK_ULONG slot_num2 = 0;

printf ("Starting CKM_GOST28147_KEY_WRAP test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (strcmp("-api", argv[i]) == 0) {
++1;
api_path = argv[i];

} else if (strcmp("-slot", argv[i]) == 0) {
++1;

slot_num = atoi(argv([i]);

} else if (strcmp("-user_pin", argv[i]) == 0) {
++i;

>
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user_pin = argvl[i];

¥
b
api_path2 = api_path;
user_pin2 = user_pin;
slot_num2 = slot_num;

#ifdef WIN32

hPkcsLib = LoadLibrary(api_path) ;
#else

hPkcsLib = dlopen(api_path, RTLD_NOW);
#endif

if ( hPkcsLib == NULL ) {

printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return -1;

}

#ifdef WIN32

pcGetFunctionlist =
(CK_C_GetFunctionList)GetProcAddress (
hPkcsLib, "C_GetFunctionList");
#else

pcGetFunctionlist =
(CK_C_GetFunctionList)dlsym(
hPkcsLib, "C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList (&Pkcsl11FuncList);

printf ("Load PKCS #11 function list result: Ox%x\n", rvResult);

if (rvResult != CKR_OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcs11Funclist->C_Initialize(NULL);

printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult !'= CKR_OK) return rvResult;

// get slot list

rvResult = Pkcsl1FuncList->C_GetSlotList(

gy,

173



I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

CK_FALSE, NULL, &ulSlotCount);
printf ("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

if (ulSlotCount > 0)

{ // allocate memory for slot list
pSlotList = (CK_SLOT_ID_PTR) malloc(
ulSlotCount * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList->C_GetSlotList (CK_FALSE,
pSlotList, &ulSlotCount);

if (rvResult != CKR_0OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount);
}

else return -3;

// get information about sender and recipient slots.

for(i=0; i<ulSlotCount; ++i)

{

rvResult = Pkcsl1FuncList->C_GetSlotInfo(pSlotList[i], &SlotInfo);
if (rvResult == CKR_0K)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)

{
SlotId
break;
}

}

}

if (i >= ulSlotCount) {

printf ("No slots with token present\n");
return -3;

}

printf ("Slot ID: sender %d\n", SlotId);

pSlotList[i];

// load library PKCS #11

#ifdef WIN32

hPkcsLib2 = LoadLibrary(api_path2);
#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW);
#endif

if ( hPkesLib2 == NULL ) {
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printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");

#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return FALSE;

}

#ifdef WIN32

pcGetFunctionList2 =
(CK_C_GetFunctionList)GetProcAddress (
hPkcsLib2,"C_GetFunctionList");

#else

pcGetFunctionlist2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList2(&Pkcs11FuncList2);

printf ("Load PKCS #11 function list result: Ox%x\n", rvResult);
if (rvResult != CKR_0K) return rvResult;

// initialize Cryptoki

rvResult = Pkcsl11FunclList2->C_Initialize(NULL);
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR_OK && rvResult

!= CKR_CRYPTOKI_ALREADY_INITIALIZED) return rvResult;

// get slot list

rvResult =

Pkcs11FuncList2->C_GetSlotList (CK_TRUE, NULL, &ulSlotCount2);
printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK) return rvResult;

if (ulSlotCount2 > 0)

{ // allocate memory for slot list
pSlotList2 = (CK_SLOT_ID_PTR) malloc(
ulSlotCount2 * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList2->C_GetSlotList(
CK_TRUE, pSlotList2, &ulSlotCount2);

if (rvResult '= CKR_OK) return rvResult;
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printf ("Slot count: %d\n", ulSlotCount2);
}

else return -3;

// get information about sender and recipient slots.

Jj=0;
for(i=0; i<ulSlotCount2; ++i)
{

rvResult = Pkcs11FuncList2->C_GetSlotInfo(
pSlotList2[i], &SlotInfo2);

if (rvResult == CKR_0K)

{ // if a token is present in this slot
if ((SlotInfo2.flags & CKF_TOKEN_PRESENT)
== CKF_TOKEN_PRESENT)

{

SlotId2 = pSlotList2[il;

break;

}

}

}

if (i >= ulSlotCount2) {

printf ("No slots with token present\n");
return -3;

}

printf ("Slot ID: recipient %d\n", SlotId2);

// open session for slot with ID = SlotId[0]
rvResult = Pkcsl11FuncList->C_OpenSession(SlotId,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),
NULL,
0,
&hSessionSend) ;
printf ("Sender open session result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;
// open session for slot with ID = SlotId[1]
rvResult = Pkcsl1FuncList2->C_OpenSession(SlotId2,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),
NULL,
0,
&hSessionRecp) ;

printf ("Recipient open session result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK) return rvResult;

cmKeyGenMechanism.mechanism = CKM_GOST28147_KEY_GEN;
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cmKeyGenMechanism. pParameter = NULL; //gost28147params_A;
cmKeyGenMechanism.ulParameterLen = 0; //sizeof (gost28147params_A);

// generate secret key which will be wrapped and unwrapped
printf(

"Sender generate key for wrapping and unwrapping (hKeyForWU)\n");
printf(" mechanism type: CKM_GOST28147_KEY_GEN\n");

rvResult = Pkcsl1FuncList->C_GenerateKey(hSessionSend,
&cmKeyGenMechanism,
caGOST_SecretKeyTemplate,
ulSecKeyCount,
&hKeyForWuU) ;
printf("  Sender generate key hKeyForWU "
"for wrapping and unwrapping: result: Ox%x\n",
rvResult) ;
if (rvResult !'= CKR_OK) return rvResult;

printf(" key handle: %d\n", (unsigned long)hKeyForWU);
{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof(value);

rvResult = Pkcsl1FuncList->C_GetAttributeValue(
hSessionSend, hKeyForWU,

attr_get, sizeof(attr_get)/sizeof (CK_ATTRIBUTE));
printf(" key to wrap:\n");

print_hex(value, attr_get[0].ulValueLen);

}

printf ("  wrapping IV:\n");

print_hex (pWraplIV, sizeof (pWrapIV));

// generate sender key pair with GOST R 34.10-2001
printf ("Generate key pair of sender\n");
printf(" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism.mechanism = CKM_GOSTR3410_KEY_PAIR_GEN;

cmKeyGenMechanism.pParameter = NULL;

cmKeyGenMechanism.ulParameterLen = O;

rvResult = PkcsllFuncList->C_GenerateKeyPair (hSessionSend,
4cmKeyGenMechanism,
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caGOST_PublicKeyTemplate,
ulPubKeyCount,
caGOST_PrivateKeyTemplate,
ulPriKeyCount,
&hSendPubKey,
&hSendPriKey) ;
printf("  generate sender key pair: result: Ox¥%x\n",
rvResult) ;
if (rvResult '= CKR_OK) return rvResult;

printf("  sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf("  sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10-2001
printf ("Generate key pair of recipient\n");
printf(" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl11FuncList2->C_GenerateKeyPair (hSessionRecp,
&cmKeyGenMechanism,
caGOST_PublicKeyTemplate,
ulPubKeyCount,
caGOST_PrivateKeyTemplate,
ulPriKeyCount,
&hRecpPubKey,
&hRecpPriKey) ;
printf("  generate recipient key pair: result: OxJ)x\n",
rvResult) ;
if (rvResult !'= CKR_OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;

printf(" recipient private key handle: %d\n",
(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf ("Get value of sender public key\n");

rvResult = Pkcsi11FuncList->C_GetAttributeValue( hSessionSend,
hSendPubKey,
&caSend_PubKeyValue,
1)
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if (rvResult == CKR_0K)
{
caSend_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caSend_PubKeyValue.ulValueLen);
rvResult = Pkcsl11FuncList->C_GetAttributeValue (hSessionSend,
hSendPubKey,
&caSend_PubKeyValue,
D
}
printf("  Get sender public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_0OK) return rvResult;

pbSend_PubKeyValue = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
printf("  Sender public key value: \n");
print_hex(pbSend_PubKeyValue, caSend_PubKeyValue.ulValueLen);

// get value of recipient public key
printf ("Get value of recipient public key\n");
rvResult = Pkcsl1FuncList2->C_GetAttributeValue(hSessionRecp,
hRecpPubKey,
&caRecp_PubKeyValue,
D
if (rvResult == CKR_OK)
{
caRecp_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caRecp_PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2->C_GetAttributeValue(hSessionRecp,
hRecpPubKey,
&caRecp_PubKeyValue,
1

printf("  Get recipient public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_OK) return rvResult;

printf(" Recipient public key value: \n");
pbRecp_PubKeyValue = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
print_hex (pbRecp_PubKeyValue, caRecp_PubKeyValue.ulValueLen);

// £ill parameters for derivation mechanism
DeriveParams = (CK_GOSTR3410_DERIVE_PARAMS_PTR)
malloc(sizeof (CK_GOSTR3410_DERIVE_PARAMS));
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DeriveParams->kdf = CKD_CPDIVERSIFY_KDF;

DeriveParams->pPublicData = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caRecp_PubKeyValue.ulValuelLen;
DeriveParams->pUKM = UKM;

DeriveParams->ulUKMLen = ulUKMLen;

cmDeriveMechanism.mechanism = CKM_GOSTR3410_DERIVE;
cmDeriveMechanism.pParameter = DeriveParams;
cmDeriveMechanism.ulParameterLen = sizeof (CK_GOSTR3410_DERIVE_PARAMS);

printf ("Derive Diffie-Hellman key\n");
printf("  derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi-Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
rvResult = PkcsllFuncList->C_DeriveKey(hSessionSend,
&cmDeriveMechanism,
hSendPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hSendDH_Key) ;
printf("  derive key result: Ox¥%x\n", rvResult);
if (rvResult != CKR_0K) return rvResult;

printf("  sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH_Key) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof (value);

rvResult = Pkcsi1i1FuncList->C_GetAttributeValue(hSessionSend,
hSendDH_Key,

attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE)) ;
printf("  sender KEK:\n");

print_hex(value, attr_get[0].ulValueLen);

}

// derive Diffi-Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams->pPublicData = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caSend_PubKeyValue.ulValuelen;
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rvResult = Pkcsl1FuncList2->C_DeriveKey(hSessionRecp,
&cmDeriveMechanism,
hRecpPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hRecpDH_Key) ;
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH_Key) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelLen = sizeof (value);

rvResult = PkcsllFuncList2->C_GetAttributeValue(hSessionRecp, hRecpDH_Key,
attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE));
printf("  recipient KEK:\n");

print_hex(value, attr_get[0].ulValueLen);

}

// wrap key hKeyForWU with sender Diffi-Hellman key hSendDH_Key
// 3mecb ucnonsayerca UKM B kavecTtBe IV B cooTBercTBum ¢ RFC 4357
cmWrapMechanism.mechanism = CKM_GOST28147_KEY_WRAP;
cmWrapMechanism.pParameter = UKM;

cmWrapMechanism.ulParameterLen = ulUKMLen;

printf ("Wrap key hKeyForWU with sender Diffi-Hellman key\n");

rvResult = Pkcsl1FuncList->C_WrapKey(hSessionSend,
&cmWrapMechanism,
hSendDH_Key,
hKeyForWU,
NULL,
&ulWrappedKeyLen) ;
if (rvResult == CKR_0K)
{
pbWrappedKeySend = (CK_BYTE_PTR) malloc(ulWrappedKeyLen) ;
rvResult = PkcsllFuncList->C_WrapKey(hSessionSend,
&cmWrapMechanism,
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hSendDH_Key,
hKeyForWU,
pbWrappedKeySend,
&ulWrappedKeyLen) ;

printf("  wrap result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf ("  wrapped key:\n");
print_hex (pbWrappedKeySend, ulWrappedKeyLen) ;

// unwrap wrapped key with recipient Diffie-Hellman key
printf ("Unwrap key hUnwrappedRecpKey "
"from pbWrappedKeySend with recipient Diffie-Hellman key\n");

rvResult = Pkcsl1FuncList2->C_UnwrapKey(hSessionRecp,
&cmWrapMechanism,
hRecpDH_Key,
pbWrappedKeySend,
ulWrappedKeyLen,
caGOST_SecretKeyTemplate,
ulSecKeyCount,
&hUnwrappedRecpKey) ;
printf("  unwrap key: result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf(" key handle (hUnwrappedRecpKey): %d\n",
(unsigned long)hUnwrappedRecpKey) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof(value);

rvResult = Pkcsl1FuncList2->C_GetAttributeValue(
hSessionRecp, hUnwrappedRecpKey,

attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE));
printf(" recipient unvrapped key:\n");
print_hex(value, attr_get[0].ulValueLen);

}

printf ("Sender encrypt with hKeyForWU:\n");
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cmCryptMechanism.mechanism = CKM_GOST28147;
cmCryptMechanism.pParameter = iv;
cmCryptMechanism.ulParameterLen = sizeof (iv);
printf(" mechanism type: CKM_GOST28147\n");
printf("  plain text:\n%s\n", pbPlainText);
print_hex(pbPlainText, strlen(pbPlainText));

rvResult = Pkcsli1FuncList->C_EncryptInit(hSessionSend,
4&cmCryptMechanism,
hKeyForWu) ;

printf("  encrypt initialization result: Ox%x\n", rvResult);

if (rvResult == CKR_OK)

{
rvResult = Pkcsl1FuncList->C_Encrypt(hSessionSend,
pbPlainText,
ulPlainTextSize,
NULL,
&ulCipherSize) ;

if (rvResult == CKR_OK)
{
printf("  cipher size: J%d\n", ulCipherSize);

pbCipherText = (CK_BYTE_PTR)
malloc(ulCipherSize * sizeof (CK_BYTE));
rvResult = Pkcsl1FuncList->C_Encrypt(hSessionSend,

pbPlainText,
ulPlainTextSize,
pbCipherText,
&ulCipherSize);

3

by

else return rvResult;
printf("  encrypt result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf("  cipher text: \n");
print_hex (pbCipherText, ulCipherSize) ;

printf ("Recipient decrypt with hUnwrappedRecpKey:\n");

AMCSCCIQW 183



I'maBa 4. IlporpammvupoBanue 4.4. Ilpumepbl mporpamMm

rvResult = Pkcsl1FuncList2->C_DecryptInit(hSessionRecp,
&cmCryptMechanism,
hUnwrappedRecpKey) ;

printf(" decrypt initialization result: Ox%x\n", rvResult);

if (rvResult == CKR_OK)

{

rvResult = Pkcsl1FuncList2->C_Decrypt(hSessionRecp,
pbCipherText,
ulCipherSize,
NULL,

&ulDecryptedSize) ;

if (rvResult == CKR_OK)
{
printf(" decrypted text size: Jd\n", ulDecryptedSize);

pbDecryptedText = (CK_BYTE_PTR)
malloc(ulDecryptedSize * sizeof (CK_BYTE));
rvResult = PkcsllFuncList2->C_Decrypt(hSessionRecp,

pbCipherText,
ulCipherSize,
pbDecryptedText,
&ulDecryptedSize) ;
b
b

else return rvResult;
printf(" decrypt result: Ox%x\n", rvResult);
if (rvResult != CKR_0K) return rvResult;

printf("  decrypted text: \n");
print_hex(pbDecryptedText, ulDecryptedSize);

if (ulDecryptedSize != ulPlainTextSize) {
fprintf(stderr, "Invalid decrypted text size\n");
return -1;

}

if (memcmp (pbDecryptedText, pbPlainText, ulPlainTextSize) != 0) {
fprintf (stderr, "Invalid decrypted text\n");
return -1;
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}
printf ("CKM_GOST28147_KEY_WRAP test SUCCESS\n");

rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hKeyForWU) ;
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendPubKey) ;
printf("  C_DestroyObject result: OxJx\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendPriKey);
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpPubKey) ;
printf("  C_DestroyObject result: Ox)x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpPriKey);
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendDH_Key);
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpDH_Key) ;
printf("  C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hUnwrappedRecpKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl11FunclList->C_CloseSession(hSessionSend) ;
printf ("Sender close session result: 0x%x\n", rvResult);

rvResult = Pkcs11FuncList2->C_CloseSession(hSessionRecp);
printf ("Recipient close session result: 0x%x\n", rvResult);

printf ("SUCCESS\n");
return O;

}

4.4.16 Mexannam CKM_GOSTR3410 KEY_ WRAP

B mambnom mpumepe meMOHCTpHUpPYeTCs IMUQPOBAHIE CEKPETHOI'O KJI0Ya MEXaHU3MOM
CKM_GOSTR3410_KEY_WRAP. 3amudpoBaHHbIA KJII0Y IPEJICTABIEH B BUIE TPAHCIOPTHOMN
DER-ctpykTypsi, coorBercrytomeit ASN.1 tumy GostR3410-KeyTransport, onpeeren-
Hoii B [6] 11.4.2. TlapameTpsl mundpoBanusi epeIAIOTCs MEXaHU3MY B CTPYKTYpPe
CK_GOSTR3410_KEY_WRAP_PARAMS.
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#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_key_wrap(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_0OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

¥

fprintf (stderr, "C_Login success\n");
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rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3410_KEY_WRAP, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_KEY_WRAP not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3410_KEY_WRAP test \n");

rc = test_gost3410_key_wrap(hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR CKM_GOSTR3410_KEY_WRAP failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_KEY_WRAP test passed.\n");
¥

+

out_close:

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

b

out:
return rc;

}

CK_RV test_gost3410_key_wrap(CK_SESSION_HANDLE sess)
{
CK_RV rc;
CK_BYTE value[1024];

static CK_BYTE id[4];
CK_ULONG 1len;
CK_OBJECT_HANDLE send_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE send_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE recp_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE recp_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE cipher_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE unwrapped_cipher_key = CK_INVALID_HANDLE;
CK_ATTRIBUTE attr;
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CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_KEY_WRAP, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM mechanism_gen_desc =
{CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_OBJECT_CLASS oclass_pub = CKO_PUBLIC_KEY;
static CK_OBJECT_CLASS oclass_priv = CKO_PRIVATE_KEY;
static CK_KEY_TYPE wrapping_key_type = CKK_GOSTR3410;
static CK_KEY_TYPE wrapped_key_type = CKK_GOST28147;
// PAR ECC A 0ID

static CK_BYTE gostR3410params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
s

// PAR ECC XA 0ID

static CK_BYTE gostR3410params_XA[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
s

// PAR HASH 1 OID

static CK_BYTE gostR341lparams[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
s

// PAR CIPHER A 0ID

static CK_BYTE gost28147params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1if, 0x01
s

// PAR CIPHER B 0ID

static CK_BYTE gost28147params_B[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
s

// Cipher key value

static CK_BYTE cipher_key_vall[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
0x1a,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
};

// Template for cipher key generation
static CK_ATTRIBUTE cipher_template[] = {
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CKA_VALUE, cipher_key_val, sizeof (cipher_key_val) },
CKA_TOKEN, &lfalse, sizeof(lfalse) 1},

CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) 1},
CKA_ENCRYPT, &ltrue, sizeof(ltrue) 1},

CKA_DECRYPT, &ltrue, sizeof(ltrue) 1},

CKA_WRAP, &ltrue, sizeof(ltrue) 7},

CKA_UNWRAP, &ltrue, sizeof(ltrue) 1},

CKA_CLASS, &oclass, sizeof(oclass) },
CKA_GOST28147PARAMS,

gost28147params_A, sizeof(gost28147params_A) },

{ CKA_KEY_TYPE, &wrapped_key_type, sizeof (wrapped_key_type) }
};

e e e

static CK_BYTE ukm[] = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08

s
static CK_GOSTR3410_KEY_WRAP_PARAMS params = {
gost28147params_A, sizeof(gost28147params_A),
ukm, 8,
CK_INVALID_HANDLE // Generate and use temporary ephemeral key pair
s

// Key pair labels
static CK_BYTE priv_label[] = "Private Key Lissi 5312";
static CK_BYTE pub_label[] = "Public Key Lissi 5312";

// Templates for key pair generation.

// Template for token public key generation and search.

static CK_ATTRIBUTE pub_template[] = {

CKA_LABEL, pub_label, sizeof (pub_label) - 1 },

CKA_TOKEN, &ltrue, sizeof (ltrue) },

CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A) },
CKA_GOSTR3411PARAMS, gostR341lparams, sizeof(gostR341llparams) },
CKA_WRAP, &ltrue, sizeof(ltrue) 7,

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},

CKA_CLASS, &oclass_pub, sizeof(oclass_pub) 1,

CKA_KEY_TYPE, &wrapping_key_type, sizeof (wrapping key_type) I},

B N o S S

s

// Template for token private key generation and search.
static CK_ATTRIBUTE priv_templatel[] = {

{ CKA_LABEL, priv_label, sizeof(priv_label) - 1 },

{ CKA_TOKEN, &ltrue, sizeof(ltrue) 1},

{ CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) 1},

{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},
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{ CKA_DERIVE, &ltrue, sizeof(ltrue) 1},

{ CKA_UNWRAP, &ltrue, sizeof(ltrue) 1},

{ CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) },

{ CKA_CLASS, &oclass_priv, sizeof(oclass_priv) },
{ CKA_KEY_TYPE, &wrapping_key_type, sizeof (wrapping_key_type) I,
};

// Buffer for public key value

static CK_BYTE pub_value[] = {

0x1F, 0x64, 0x6B, 0x89, 0x3B, 0x28, 0x9F, 0x68,
0x9E, 0xD7, 0xb51, 0x91, O0xF9, OxFA, OxAB, OxE6,
OxA4, OxDA, 0x78, Ox7A, 0x82, 0xD1, 0xB7, OxEO,
0xCB, 0xOE, 0xBD, 0x74, 0x07, 0x9C, 0x63, 0xC7,
0xC5, 0x9D, 0xB2, O0x6A, 0x42, 0xB5, 0x66, 0x20,
0x3F, OxFA, 0x80, 0OxF4, 0xE8, OxBE, 0xC4, 0x08,
0x69, 0x30, O0x9E, Ox3F, O0xbA, 0x96, Ox5F, 0x51,
0xC4, 0x5C, 0x04, 0x44, 0x7B, 0x10, 0xBO, 0x25

};

// Template for public key object creation

static CK_ATTRIBUTE new_pub_template[] = {

CKA_CLASS, &oclass_pub, sizeof(oclass_pub) },

CKA_KEY_TYPE, &wrapping_key_type, sizeof (wrapping_key_type) 1},
CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A) },
CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341lparams) 1},
CKA_WRAP, &ltrue, sizeof (CK_BBOOL) I,

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) },

CKA_VALUE, pub_value, sizeof (pub_value) }

AN A A A A S

¥
// Session public key object handle
CK_OBJECT_HANDLE new_pub_key = CK_INVALID_HANDLE;

CK_OBJECT_HANDLE hObject = CK_INVALID_HANDLE;
CK_ULONG ulObjectCount = O;

SYSTEMTIME tl, t2;

CK_ULONG diff;

// Generate sender key pair objects

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&send_pub_key, &send_priv_key);

if (rc != CKR_OK) {

fprintf (stderr,
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"%4d: C_GenerateKeyPair failed, rc = Ox)x\n"
return rc;

}
printf ("Sender key pair generation OK\n");

LINE__, rc);

3 —_——

// Generate recipient key pair objects

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof(priv_template)/sizeof (CK_ATTRIBUTE),
&recp_pub_key, &recp_priv_key);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKeyPair failed, rc = Ox)x\n"
return rc;

¥

printf ("Recipient key pair generation 0K\n");

LINE rc);

) == —_

// Get public key value

attr.type = CKA_VALUE;

attr.pValue = pub_value;

attr.ulValuelen = sizeof (pub_value);

rc = funcs->C_GetAttributeValue(sess, recp_pub_key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox%x\n"
return rc;

}

// gost_hexdump (stdout,

// "Recipient Public Key Value:", pub_value, attr.ulValueLen);

3 —_—

LINE__, rc);

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs->C_CreateObject(sess, new_pub_template,
sizeof (new_pub_template)/sizeof (CK_ATTRIBUTE), &new_pub_key);
if (rc !'= CKR_OK) {
fprintf (stderr,
"%4d: C_CreateObject failed, rc = O0x%x\n"
return rc;

}

LINE rc);

3 —_—— -_——)

// Create cipher key object from its value
rc = funcs->C_CreateObject(sess, cipher_template,
sizeof (cipher_template)/sizeof (CK_ATTRIBUTE), &cipher_key);
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if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_CreateObject failed, rc = 0x%x\n"
return rc;

}

LINE__, rc);

3 —_—

// Get cipher key to the value buffer

// from the cipher_key object (for testing).

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, cipher_key, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = OxY%x\n"
return rc;

}

len = attr.ulValuelen;

// gost_hexdump(stdout, "Cipher key value:", value, len);

LINE__, rc);

b —_—

mechanism->pParameter = &params;
mechanism->ulParameterlen = sizeof (params);

// avg_time = 0;

// max_time = 0;

// min_time = OxFFFFFFFF;

// for (i=0; i < 10; i++) {

// GetSystemTime (&t1) ;

params.pWrapOID = gost28147params_A;
params.ulWrapOIDLen = sizeof (gost28147params_A);
// Ucnonb30BaTh 3aKpHTHE OTIPaBUTEINT

// wmu NULL gns resHepaunuu >heMepHON KIIOYEBOM Iaph.
params.hKey = send_priv_key;

// Get wrapping key length only.

len = sizeof(value);

rc = funcs->C_WrapKey(sess, mechanism,
new_pub_key, cipher_key, NULL, &len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_WrapKey failed, rc = Ox¥%x\n"
return rc;

3

// fprintf (stdout, "Wrapped key length = %d\n", len);

LINE rc);

) == —_—
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// Wrap cipher key with public key to the value buffer.
GetSystemTime (&t1) ;

rc = funcs->C_WrapKey(sess, mechanism,

new_pub_key, cipher_key, value, &len);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);

fprintf(stderr, "C_WrapKey time: %1d msec\n", diff );

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_WrapKey failed, rc = Ox/%x\n"

return rc;

}

// gost_hexdump(stdout, "Wrapped cipher key value:", value, len);

printf ("Key wrapped OK\n");

LINE__, rc);

3 —_—

/%

// TlpoBepsieM BapumaHT c oTcyTcTBybmuM 0ID 3411 (0x05, 0x00)
memcpy (value+0x4f+2, value+0x4f+9, len-(0x4f+9));

len -= 7,

*/

params.pWrapOID = NULL;
params.ulWrapOIDLen = O;
// Ucnonb30BaTh OTKPHTHE KI0Y OTIPABUTEINS
// unu NULL mpm rexHepanuu 3>peMepHOH KIIOYEBON MapPH.
if (len <= 65) {
params.hKey = send_pub_key;
b
GetSystemTime (&t1);
// Unwrap cipher key with recipient private key from the value buffer.
// Don’t use the first CKA_VALUE attribute -
// it will be added as a result of C_UnwrapKey for cipher_key.
rc = funcs->C_UnwrapKey(sess, mechanism,
recp_priv_key, value, len, cipher_template + 1,
sizeof (cipher_template)/sizeof (CK_ATTRIBUTE) - 1, &unwrapped_cipher_key);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rc !'= CKR_OK) {
fprintf (stderr,
"%4d: C_UnwrapKey failed, rc = OxJx\n"
return rc;

¥

LINE__, rc);

E JR—
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printf ("Key unwrapped 0K\n");

// Restore cipher key to the value buffer from the cipher_key object.

attr.type = CKA_VALUE;
attr.pValue = value;
attr.ulValuelLen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, unwrapped_cipher_key, &attr, 1);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n", __LINE__, rc);
return rc;

}

len = attr.ulValuelen;

// Check cipher key value

if (len !'= sizeof(cipher_key_val)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE len);
return -1;

}

if (memcmp(value, cipher_key_val, len) != 0) {

fprintf (stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

printf ("Unwrapped key is equal to source key\n");

rc = funcs->C_DestroyObject(sess, unwrapped_cipher_key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n"
return rc;

}

// GetSystemTime (&t2) ;

// diff = process_time(tl, t2);
// avg_time += diff;

// if (diff < min_time)

// min_time = diff;

// if (diff > max_time)

// max_time = diff;

//}

E JR—

LINE rc);

—_—

//  printf("10 GOST R34.10-2001 Wrap/Unwrap operations: %1d \n", avg_time );

//  printf("Minimum:
//  printf("Maximum:
//  printf("\n");

%1d \n", min_time );
%1d \n", max_time );
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// Destroy session public key

rc = funcs->C_DestroyObject(sess, new_pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

// Destroy cipher key

rc = funcs->C_DestroyObject(sess, cipher_key);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, recp_pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, recp_priv_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0xJx\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, send_pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, send_priv_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

printf ("SUCCESS\n") ;

rc = CKR_OK;

) ==

LINE__, rc);

LINE__, rc);

3 —_——

LINE__, rc);

E J—

LINE__, rc);

f J——

LINE__, rc);

b —_—

LINE__, rc);

3 —_—

return rc;

}
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4.4.17 TeHepauus knto4a wndppoBaHnst Ha napone

IIpu pabote ¢ TpancmopTHbIM KOHTeiHEpOM Tutta, PKCS#12 Tpebyercst reHepupoBaTh
KJIIOY MudpoBaHus Ha MapoJe. B maHHOM HpuMepe 3TO JIEJIAETCH € IIOMOIIBIO JIOMOJI-
HUTebHOro Mexanu3ma CKM_PKCS5_PBKD2, B COOTBETCTBUH C peKOMeHaIusiMu Paboweii
rpynnst TK 26.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_pkcsb5_pbkd2_key_gen(CK_SESSION_HANDLE sess) ;

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_cryptoQ);

if (rc !'= CKR_O0K) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user
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rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_PKCS5_PBKD2, &minfo);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"\n======== Mechanism CKM_PKCS5_PBKD2 not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_PKCS5_PBKD2 test \n");

rc = test_pkcsb_pbkd2_key_gen(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_PKCS5_PBKD2 failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_PKCS5_PBKD2 test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with OxY%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:

return rc;

}

CK_RV test_pkcs5_pbkd2_key_gen(CK_SESSION_HANDLE sess)

{

CK_RV rc = CKR_OK;

CK_BYTE value[256];

CK_ULONG 1len;
CK_MECHANISM mechanism_desc = {CKM_PKCS5_PBKD2, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
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CK_OBJECT_HANDLE key = CK_INVALID_HANDLE;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_BYTE gost28147_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s

CK_OBJECT_CLASS 1lclass = CKO_SECRET_KEY;

CK_KEY_TYPE keyType = CKK_GOST28147;

CK_CHAR label[] = "A GOST28147 secret key object";
CK_PKCS5_PBKD2_PARAMS params;

// CryptoPro gostR3411 A Param Set

static CK_BYTE oid_default[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
s

CK_ATTRIBUTE attr;

static CK_BYTE salti[] = { 0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34 };
static CK_ULONG iterl = 5;

static CK_UTF8CHAR_PTR passwordl = "password+";
static CK_ULONG passwordl_len = 9;

static CK_BYTE et11[] = {
0x35,0x0e,0x07,0xc5,0xb7,0xfc,0xe8,0xe2,
0xa0,0xa8,0xdf,0xc3,0x92,0xc0,0x49,0x96,
0x4c,0xbl,0x66,0x31,0x9p,0x58,0x6e,0x9f,
0x46,0x22,0x86,0x76,0x5d,0x63,0xdb,0xf3,

};

static CK_BYTE salt2[] = {

Oxbf, O0xb2, 0xd3, 0x23, 0x3e, Oxe6, 0x21, 0xd8
+;

static CK_ULONG iter2 = 2048;

static CK_UTF8CHAR_PTR password2 = "1111";
static CK_ULONG password2_len = 4;

static CK_BYTE et12[] = {
0x76,0xf1,0xf3,0x45,0x6b,0x43,0x48,0x99,
0xe0,0xfc,0xda,0xf8,0x49,0xc2,0x68,0x46,
0x7b,0xd5,0x34,0x5b,0x25,0x09,0x74,0x4e,
0x0b,0x32,0x7b,0xb9,0x1e,0x8f,0xfa,0xla,

};

static CK_BYTE salt3[] = {

0x8C, 0xbB, 0x3E, OxE5, 0xCD, 0x27, OxFA, 0x28
};

static CK_ULONG iter3 = 2048;

static CK_UTF8CHAR_PTR password3 = "4444";
static CK_ULONG password3_len = 4;
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static CK_BYTE et13[] = {

0xDB, 0xD1, 0x28, 0x79, 0xF6, O0xFC, 0x2C, 0x0C,
0x8D, 0xC8, 0x06, 0x18, 0x15, 0xDB, OxF9, 0x8B,
0x58, 0xA8, 0x9C, Ox3F, 0xb5, 0x96, 0x13, 0xDC,
0xDB, 0x18, 0xD9, 0xOA, 0x84, 0xF2, 0x53, Ox8E,

};

CK_ATTRIBUTE key_template[] = {
{ CKA_CLASS, &lclass, sizeof(lclass)},
{ CKA_KEY_TYPE, &keyType, sizeof (keyType) },
{ CKA_TOKEN, &lfalse, sizeof(lfalse) },
{ CKA_LABEL, label, sizeof(label) },
{ CKA_ENCRYPT, &ltrue, sizeof(ltrue) I,

{ CKA_GOST28147_PARAMS, gost28147_A, sizeof(gost28147_A) },

{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},

{ CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) }

};

/%

typedef struct CK_PKCS5_PBKD2_PARAMS {
CK_PKCS5_PBKDF2_SALT_SOURCE_TYPE saltSource;
CK_VOID_PTR pSaltSourceData;
CK_ULONG ulSaltSourceDatalen;
CK_ULONG iterations;
CK_PKCS5_PBKD2_PSEUDO_RANDOM_FUNCTION_TYPE prf;
CK_VOID_PTR pPrfData;
CK_ULONG ulPrfDatalen;
CK_UTF8CHAR_PTR pPassword;
CK_ULONG_PTR ulPasswordLen;

} CK_PKCS5_PBKD2_PARAMS;
*/

.saltSource = CKZ_SALT_SPECIFIED;
.pSaltSourceData = saltil;
.ulSaltSourceDatalen = sizeof(saltl);
iterations iteril;
prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;
params.pPrfData = oid_default;
params.ulPrfDatalen = sizeof (oid_default);
params.pPassword = passwordl;
params.ulPasswordLen

params
params
params
params.
params.

&passwordl_len;

mechanism->pParameter
mechanism->ulParameterLen
rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof (key_template)/sizeof (CK_ATTRI

&params;
sizeof (params) ;

BUTE), &key);
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if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Ox%x\n"
return rc;

}

3 —_—

attr.type = CKA_VALUE;
attr.pValue = value;
attr.ulValuelLen = sizeof(value);

LINE_

_, rc);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);

if (rc !'= CKR_OK) {
fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n", __LINE__, rc);
return rc;

}

len = attr.ulValuelen;

rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(etll)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, etll, len) !'= 0) {

fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

params.saltSource = CKZ_SALT_SPECIFIED;
params.pSaltSourceData = salt2;
params.ulSaltSourceDatalen = sizeof(salt2);
params.iterations = iter2;

params.prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;

params.pPrfData = oid_default;

params.ulPrfDatalen = sizeof (oid_default);
params.pPassword = password2;
params.ulPasswordlLen = &password2_len;

gy,
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mechanism->pParameter = &params;

mechanism->ulParameterlen = sizeof (params);

rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Ox%x\n"
return rc;

¥

LINE rc);

) == —_—

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = 0x%x\n"
return rc;

}

len = attr.ulValuelen;

LINE__, rc);

b —_—

rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

LINE__, rc);

3 —_—

CHECK(value, len, etl2);

params.saltSource = CKZ_SALT_SPECIFIED;
params.pSaltSourceData = salt3;
params.ulSaltSourceDatalen = sizeof(salt3);
params.iterations = iter3;
params.prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;
params.pPrfData = oid_default;
params.ulPrfDatalen = sizeof (oid_default);
params.pPassword = password3;
params.ulPasswordlLen = &password3_len;

mechanism->pParameter = &params;

mechanism->ulParameterlen = sizeof (params);

rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &key);
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if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Ox%x\n"
return rc;

}

LINE__, rc);

3 —_—

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox%x\n"
return rc;

}

len = attr.ulValuelen;

LINE rc);

) == —_

rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

LINE__, rc);

3 —_—

CHECK (value, len, etl13);

printf ("SUCCESS\n") ;

rc = CKR_OK;
return rc;
}

4.4.18 leHepauyusa kntoya ayteHTudmKaumm Ha naposie

Homonunrenbaerii Mexanm3sMm CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BeIpabaThbI-
BaeT Ha IIapoJie TaK HAa3bIBAEMbIH KJII0Y ay TeHTU(MUKAIINN, 3HAYECHIE KOTOPOI0 MCIIOJIb3Y-
eTcs JIJIs IPOBEPKH IeJI0CTHOCTU TpaHcnopTHoro koureiinepa PKCS#12. BameruMm, 4To
Takoil kinou umeer Tunl CKK_GENERIC_SECRET.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_pba_gost3411_with_gost3411_hmac (CK_SESSION_HANDLE sess);
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int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc '= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,
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"\n======== Mechanism CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test ================== \n") ;

rc = test_pba_gost3411_with_gost3411_hmac(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC failed, rc = Ox¥%x\n",
rc);

} else {

fprintf (stderr,

"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test passed.\n");

}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Oxx\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

b

CK_RV test_pba_gost3411_with_gost3411_hmac (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG 1len;
CK_MECHANISM mechanism_desc =
{CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE key = CK_INVALID_HANDLE;
static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL 1lfalse = CK_FALSE;
CK_GOSTR3411_PBE_PARAMS params;
CK_ATTRIBUTE attr;
CK_KEY_TYPE key_type = 0;
// CryptoPro gostR3411 A Param Set
static CK_BYTE oid_default[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
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+;
// Real PKCS#12 params and ethalon
static CK_BYTE salt4[] = {
0xDF, 0x7C, 0xbC, 0x10, OxA4, 0xD5, 0x22, 0x62,
};
static CK_ULONG iter4 = 2048;
// Use UTF-8 password here
// Converting from UTF-8 to UTF-16 in soft token
static CK_UTF8CHAR password4[] = {0x34, 0x34, 0x34, 0x34};
static CK_ULONG password4_len = 4;
static CK_BYTE et14[] = {
0x93, 0x88, 0x91, Ox11, 0x20, 0x43, 0xC4, 0xD1,
0xCA, 0x23, 0x82, OxEF, 0x86, 0x4A, 0x67, 0x31,
0xBD, 0x29, OxEF, 0x82, 0x94, 0xDD, 0x23, 0x50,
0x63, 0x0B, 0xCB, Ox1E, Oxb5A, 0xC9, 0x06, 0xC3,
};
static CK_ATTRIBUTE key_template[] = {
{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
{ CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) }
};

params.p0ID = oid_default;

params.ul0IDLen = sizeof (oid_default);
params.pSalt = salté4;
params.ulSaltlen = sizeof (salt4);
params.ullteration = iter4;
params.pPassword = password4;
params.ulPasswordlLen = password4_len;
mechanism->pParameter = &params;
mechanism->ulParameterlLen = sizeof (params);
// Mexamuam CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BhpabaThBaeT
// Ha mapoje Tax Ha3hHBAaEMHH KINY ayTeHTUbUKAINY,
// 3HadYeHWe KOTOPOTO HUCIONb3YeTCHA A NPOBEPKU ILEIOCTHOCTH
// TpaHcmopTHOTro KoHTelHepa PKCS#12.
rc = funcs->C_GenerateKey(sess, mechanism,
key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &key);
if (rc != CKR_OK) {
fprintf(stderr, "C_GenerateKey failed: Ox¥%x\n", rc);

goto end;

b
attr.type = CKA_KEY_TYPE;
attr.pValue = &key_type;
attr.ulValuelen = sizeof (key_type);
rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
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len = attr.ulValuelen;
if (key_type != CKK_GENERIC_SECRET) A{

fprintf (stderr,
"Key type Ox%x != CKK_GENERIC_SECRET\n", key_type);
rc = -1;
goto end;
}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);

if (rc '= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelen;

printf ("Generated PBA key value:\n");
print_hex(value, len);

CHECK (value, len, etl4d);

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (key != CK_INVALID_HANDLE) {
funcs->C_DestroyObject (sess, key);
}

return rc;

}

4.4.19 MexaHunsmbl gna TLS

B LCCryptoki mmerorcss HOIOJHUTEILHLIE MEXAHU3MbBL IS IIOAJAEPXKKH IIPOTOKOJIA
TLS:
CKM_TLS_GOST_PRF,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
CKM_TLS_GOST_MASTER_KEY_DERIVE u
CKM_TLS_GOST_KEY_AND_MAC_DERIVE.
Hrzxe npuBoauTcs HpuMepsl, IEMOHCTPUPYIOIMIME IIPUMEHEHIE STUX MEXAHU3MOB.
CKM_TLS_GOST_PRF:

#include "test_common.h"
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CK_RV test_crypto();
CK_RV test_tls_prf (CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));

if (rc !'= CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);

goto out_close;
}
fprintf (stderr, "C_Login success\n");

*/
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rc = funcs->C_GetMechanismInfo(SlotId, CKM_TLS_GOST_PRF, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_PRF not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_PRF test \n");

rc = test_tls_prf (hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_PRF failed, rc = 0x¥%x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_PRF test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:

return rc;

}

CK_RV test_tls_prf (CK_SESSION_HANDLE sess)
{
int rc = 0;
static CK_BYTE value[12];
CK_MECHANISM mechanism_desc = {CKM_TLS_GOST_PRF, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;
// Using master secret (48 bytes) from LCJSSE test utility.
static CK_BYTE keyvall]l = {
0x76,0x22,0x41,0x3d,0xba,0xb6,0x7f,0x5Db,
0x86,0x2e,0x75,0x97,0xe8,0xf9,0x31,0xe4,
0x2f,0x13,0x13,0xd5,0x61,0xed,Oxab,0xed,
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0Oxab,0x4b,0xd8,0x5d,0x60,0x0a,0xec,0x99,
0x45,0xfe,0x39,0xal,0xb7,0x62,0x0d,0x66,
0x3c,0xdd,0xb3,0x71,0x90,0x0f,0xc3,0xdd
};
// Using real TLS message label from LirJSSE test utility.
static CK_BYTE label[] = "client finished";
// seed (64 bytes) = client_random (32 bytes) + server_random (32 bytes)
// Using concatenated client_random and server_random data (32+32 bytes)
// from LCJSSE test utility.
static CK_BYTE seed[] = {
0x87,0xba,0x38,0x94,0xa4,0xf9,0x3c,0x30,
0x65,0xfc,0x66,0xbe,0xf2,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98,0x26,0xe4,0xd5,0x30,0x7f,0x9%a,0x2d,
0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,0x60,
Oxae,0x8d,0x26,0xe4,0xd5,0x30,0x7f,0x9a,
0x2d,0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,
0x60,0xae,0x8d,0x21,0xee,0x7d,0x52,0x44
};
// Using resulting TLS PRF value (12 bytes) from LCJSSE test utility.
static CK_BYTE et_gost[] = {
0x2a,0x6b,0x4c,0x14,0x61,0xb1,0x39,0x2d,
0x18,0xdf,0x8a,0x8d,
};
static CK_ATTRIBUTE key_template[] = {
{ CKA_VALUE, keyval, sizeof(keyval) },
{ CKA_CLASS, &oclass, sizeof(oclass) 1},
{ CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
{ CKA_DERIVE, &ltrue, sizeof(ltrue) }
};
static CK_ULONG len = sizeof (value);
// CryptoPro GOST 3411 HASH 1 Param Set 0ID
static CK_BYTE oid_hash_1[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};
static CK_TLS_GOST_PRF_PARAMS params_gost = {

{
seed, sizeof(seed),
label, sizeof(label) - 1,
value, &len

},

oid_hash_1,

sizeof (oid_hash_1)
}s
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rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

mechanism->pParameter = &params_gost;
mechanism->ulParameterlen = sizeof (params_gost);
rc = funcs->C_DeriveKey(sess, mechanism,

keyh, NULL_PTR, O, NULL_PTR);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);
return rc;

}
CHECK(value, len, et_gost);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

}
CKM_TLS_GOST_PRE_MASTER_KEY_GEN:

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_tls_pre_master_key_gen(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

3
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rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/%

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN, &minfo);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_PRE_MASTER_KEY_GEN not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_PRE_MASTER_KEY_GEN test \n") ;

rc = test_tls_pre_master_key_gen(hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_PRE_MASTER_KEY_GEN failed, rc = Ox%x\n", rc);
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} else {

fprintf (stderr, "CKM_TLS_GOST_PRE_MASTER_KEY_GEN test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with 0x’x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_tls_pre_master_key_gen(CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_PRE_MASTER_KEY_GEN, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL 1false = CK_FALSE;
CK_ATTRIBUTE attr;
static CK_ATTRIBUTE ltemplate[] = {
CKA_CLASS, &oclass, sizeof(oclass) I,
CKA_KEY_TYPE, &key_type, sizeof(key_type) I,
CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) 1},
CKA_DERIVE, &ltrue, sizeof(ltrue) },
CKA_SIGN, &ltrue, sizeof(ltrue) 7,
CKA_VERIFY, &ltrue, sizeof(ltrue) }

e e s

[

CK_VERSION ver; // TLS version

ver.major = 1;
ver.minor = 0;
mechanism->pParameter = &ver;
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mechanism->ulParameterlLen = sizeof (ver);
rc = funcs->C_GenerateKey(sess, mechanism,
ltemplate, sizeof(ltemplate)/sizeof (CK_ATTRIBUTE),
&keyh) ;
if (rc !'= CKR_OK) {
fprintf(stderr, "C_GenerateKey failed: Ox¥%x\n", rc);
return rc;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = 32;

rc = funcs->C_GetAttributeValue(sess, keyh, &attr, 1);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

3

printf ("TLS PRE-MASTER KEY:\n");
print_hex(value, attr.ulValuelen);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

b

return rc;

}
CKM_TLS_GOST_MASTER_KEY_DERIVE

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_tls_master_key_derive(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;
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}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_MASTER_KEY_DERIVE, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_MASTER_KEY_DERIVE not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_MASTER_KEY_DERIVE test \n");

rc = test_tls_master_key_derive(hSession) ;
if (rc != CKR_OK) {
fprintf (stderr,
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"ERROR CKM_TLS_GOST_MASTER_KEY_DERIVE failed, rc = Ox%x\n", rc);
} else {

fprintf(stderr, "CKM_TLS_GOST_MASTER_KEY_DERIVE test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {
fprintf (stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

b

out:
return rc;

3

CK_RV test_tls_master_key_derive (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_ULONG len;
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_MASTER_KEY_DERIVE, NULL, O0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE mkeyh = CK_INVALID_HANDLE;
static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL 1ltrue = CK_TRUE;
static CK_BBOOL lfalse = CK_FALSE;
CK_ATTRIBUTE attr;
FILE *f = NULL;
CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;
static CK_BYTE premaster[] = {
Oxdc,0x2f,0x75,0x53,0x8a,0x02,0xc7,0x4d,
0x67,0x32,0x58,0xf5,0xf5,0x27,0xc3,0xc9,
0x27,0xd6,0x65,0x8f,0x72,0x38,0x7d,0x4b,
0x98,0x06,0xe0,0x91,0x1b,0xab,0x8a,0x30
};
static CK_BYTE client_random[] = {
0x87,0xba,0x38,0x94,0xa4,0xf9,0x3c,0x30,
0x65,0xfc,0x66,0xbe,0xf2,0xc0,0x09,0xb9,
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0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98,0x26,0xe4,0xd5,0x30,0x7f,0x9a,0x2d

};

static CK_BYTE server_random[] = {
0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,0x60,
Oxae,0x8d,0x26,0xe4,0xd5,0x30,0x7f,0x9a,
0x2d,0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,
0x60,0xae,0x8d,0x21,0xee,0x7d,0x52,0x44

};

static CK_BYTE master[] = {
0x92,0x£3,0x91,0xbc,0xe7,0x04,0xe3,0xbd,
0x1c,0x57,0x6d,0x8c,0x55,0x7b,0x54,0x2a,
0x82,0x52,0x75,0xfc,0x79,0x64,0xcc,0xchb,
0xb3,0x21,0x41,0xce,0x50,0x17,0x23,0x74,
0xdd,0xb9,0xal,0xb3,0x5b,0xc2,0x80,0xab,
0xd5,0xec,0x62,0x70,0x63,0x6b,0xcb,0xbl

};

static CK_BYTE oid_hash_1[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

static CK_ATTRIBUTE key_template[] = {
CKA_VALUE, premaster, sizeof (premaster) I},
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) 1},
CKA_DERIVE, &ltrue, sizeof(ltrue) },
CKA_SIGN, &ltrue, sizeof(ltrue) },
CKA_VERIFY, &ltrue, sizeof(ltrue) }

YA A A A A A A

static CK_TLS_GOST_MASTER_KEY_DERIVE_PARAMS params_gost = {
{ client_random, sizeof(client_random),

server_random, sizeof (server_random) },// RandomInfo
oid_hash_1,// pHashParamsOid

sizeof (oid_hash_1) // ulHashParamsOidLen

};

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: 0x%x\n", rc);
goto end;

}
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mechanism->pParameter = &params_gost;

mechanism->ulParameterLen = sizeof (params_gost);

rc = funcs->C_DeriveKey(sess, mechanism, keyh,

key_template + 1, sizeof(key_template)/sizeof (CK_ATTRIBUTE) - 1,
&mkeyh) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DeriveKey failed: Ox%x\n", rc);

goto end;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, mkeyh, &attr, 1);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelen;
CHECK(value, len, master);

printf ("SUCCESS\n");

rc = CKR_OK;

end:

if (mkeyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject (sess, mkeyh);
b

if (keyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);
}

return rc;

}
CKM_TLS_GOST_KEY_AND_MAC_DERIVE:

#include "test_common.h"
CK_RV test_crypto();
CK_RV test_tls_key_and_mac_derive (CK_SESSION_HANDLE sess);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;
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rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_KEY_AND_MAC_DERIVE, &minfo);

if (rc !'= CKR_0K) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_KEY_AND_MAC_DERIVE not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_KEY_AND_MAC_DERIVE test \n");

rc = test_tls_key_and _mac_derive(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_KEY_AND_MAC_DERIVE failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_KEY_AND_MAC_DERIVE test passed.\n");
}

}
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if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

b

CK_RV test_tls_key_and_mac_derive (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_ULONG 1len;
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_KEY_AND_MAC_DERIVE, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_KEY_TYPE generic_key_type = CKK_GENERIC_SECRET;
static CK_KEY_TYPE secret_key_type = CKK_GOST28147;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

CK_ATTRIBUTE attr;

CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;

static CK_BYTE client_random[] = {
0x48,0xdc,0xdb,0x79,0xfb,0x11,0x16,0xaf,
Oxed,0x6a,0x72,0xda,0xbf,0x7a,0xb2,0x76,
0x8c,0x35,0xa7,0x54,0x52,0xda,0xal,0x00,
0x47,0x83,0x29,0x72,0xa9,0x8d,0xd9,0x78
};

static CK_BYTE server_random[] = {
0x48,0xdc,0xda,Oxaa,0x83,0xeb,0x5c,0x08,
0x51,0x20,0xc6,0x8e,0x29,0xb4,0x30,0xff,
0xch5,0x9e,0x4f,0x1c,0xa9,0x75,0xa7,0x35,
0x62,0x89,0x29,0x17,0x28,0x70,0x56,0x06
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};

static CK_BYTE master([] = {
0x68,0x0d,0x31,0x53,0x6a,0x20,0x68,0x50,
Oxca,0x66,0x01,0x3f,0xb6,0xfa,0xe3,0x26,
0x51,0xb5,0xba,0x03,0x16,0xa3,0xdf,0xcl,
0x33,0x99,0xd0,0x61,0xda,0x74,0x12,0x4e,
0x96,0x6f,0x9a,0x1c,0x25,0x24,0x89,0x42,
0xa9,0xeb,0x0c,0x56,0xel,0x04,0xbb,0x6a
};

static CK_BYTE ClientMacSecret[] = {
0x12,0x9d,0xf5,0xel,0x00,0xfe,0x51,0x£f5,
0xe9,0xf3,0xcf,0xff,0x4f,0x02,0xcc,0xc9,
Ox4a,0xe8,0x32,0x11,0xbd,0x35,0x63,0xa8,
0xe2,0xa9,0x71,0xd2,0x61,0x24,0x7b,0x23
};

static CK_BYTE ServerMacSecret[] = {
0xc0,0xfc,0x04,0x6f,0xa2,0xc6,0x30,0x97,
0xa2,0x90,0x8a,0x47,0x56,0x26,0x9d,0xc9,
0xe9,0x87,0x71,0x41,0xc4,0x3d,0x81,0x81,
0xb0,0x30,0x8f,0xea,0xa3,0x86,0x4f,0xae
};

static CK_BYTE ClientKey[] = {
0x0e,0xfc,0x85,0x03,0x2b,0x40,0xbd,0x65,
Oxce,0x39,0x70,0xb0,0xed, 0xd2,0x48,0xdd,
0x6e,0xfc,0x97,0x29,0xb4,0xd5,0xd8,0x91,
0x42,0x7a,0xd0,0x55,0x9c,0x7c,0x6e,0x61
}s

static CK_BYTE ServerKey[] = {
0x17,0x34,0xe4,0x2c,0x8e,0x9c,0x6f,0xda,
0x3c,0x30,0xbb,0xc8,0xfa,0xe7,0x8d,0x76,
0x11,0x0c,0xfc,0x5b,0xeb,0x00,0x92,0xb2,
Oxed,0x36,0x3e,0x27,0x60,0x12,0x50,0xab
};

static CK_BYTE IVs[] = {
0x99,0x38,0xb5,0x71,0x78,0x47,0x92,0xba,
0xc4,0x43,0xb9,0xd3,0x24,0x75,0x09,0x79
};

// CryptoPro GOST 3411 HASH 1 Param Set 0ID
static CK_BYTE oid_hash_1[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

static CK_BYTE gost28147_params_A[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};
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static CK_ATTRIBUTE master_key_template[] = {

CKA_VALUE, master, sizeof(master) },

CKA_CLASS, &oclass, sizeof(oclass) 1},

CKA_KEY_TYPE, &generic_key_type, sizeof (generic_key_type) },
CKA_DERIVE, &ltrue, sizeof(ltrue) 1},

CKA_SENSITIVE, &lfalse, sizeof(lfalse) },

CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) }

e T s N e Y ST S e,

static CK_ATTRIBUTE secret_key_template[] = {

CKA_CLASS, &oclass, sizeof(oclass) 1},

CKA_KEY_TYPE, &secret_key_type, sizeof (secret_key_type) 1},
CKA_GOST28147_PARAMS, gost28147_params_A, sizeof (gost28147_params_A) },
CKA_ENCRYPT, &ltrue, sizeof(ltrue) 1},

CKA_DECRYPT, &ltrue, sizeof(ltrue) 1},

CKA_SIGN, &ltrue, sizeof(ltrue) },

CKA_VERIFY, &ltrue, sizeof(ltrue) },

CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},

CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) }

YA A A A A A A A S

3

static CK_BYTE IVClient[8];

static CK_BYTE IVServer[8];

static CK_SSL3_KEY_MAT_OUT km = {
CK_INVALID_HANDLE, CK_INVALID_HANDLE,
CK_INVALID_HANDLE, CK_INVALID_HANDLE,
IVClient, IVServer

};

static CK_TLS_GOST_KEY_MAT_PARAMS params_gost =
{
{
256, 256, 64, CK_FALSE,
{
client_random, sizeof(client_random),
server_random, sizeof (server_random)
},
&km
},
oid_hash_1,
sizeof (oid_hash_1)
};

mechanism->pParameter = &params_gost;
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mechanism->ulParameterLen = sizeof (params_gost);

rc = funcs->C_CreateObject(sess,

master_key_template, sizeof (master_key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

¥

rc = funcs->C_DeriveKey(sess, mechanism, keyh,

secret_key_template, sizeof (secret_key_template)/sizeof (CK_ATTRIBUTE),
NULL_PTR) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DeriveKey failed: Ox%x\n", rc);

return rc;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, km.hClientMacSecret, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetAttributeValue failed: O0x%x\n", rc);

return rc;

}

len = attr.ulValuelen;
CHECK (value, len, ClientMacSecret);

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, km.hServerMacSecret, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);

return rc;

}

len = attr.ulValuelen;
CHECK (value, len, ServerMacSecret);
attr.type = CKA_VALUE;

attr.pValue = value;
attr.ulValuelen = sizeof(value);
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rc = funcs->C_GetAttributeValue(sess, km.hClientKey, &attr, 1);
if (rc '= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelen;
CHECK (value, len, ClientKey);

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, km.hServerKey, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
return rc;

}

len = attr.ulValuelen;
CHECK (value, len, ServerKey);

memcpy(value, IVClient, 8);
memcpy (value + 8, IVServer, 8);
len = 16;

CHECK (value, len, IVs);

rc = funcs->C_DestroyObject(sess, km.hClientMacSecret);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: 0x%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, km.hServerMacSecret) ;
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, km.hClientKey);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, km.hServerKey);

if (rc != CKR_OK) {
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fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_DestroyObject(sess, keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);

return rc;
return rc;

}

4.4.20 ObpaboTka cobbITuii Ha cnoTax

B tecTroBoMm mpumepe c_wait_for_slot_event.c B OTHEIbHOM IOTOKE OPraHU3yeTCs
00paboTka cOOBITHI BCTABKU U YJAJIEHUsT TOKEHOB ¢ IoMOTIbio hyakimn C_WaitForSlotEvent.
ObparuTe BHUMaHME, 9TO IIPU MHUIMAIU3aIn Onbmorekn B aprymerTe pyakiuu C_Initialize
(BHyTpu yHKIMHU init) OpuIoKeHHEM IepesaoTcs ajapeca (DYHKIUN, UCIOIb3yeMbIX B
O6ubImoTeKe It OJIOKUPOBKU MOTOKOB. COTJIACHO CTAaHIAPTY, JOIYCKAETCS MCIIOJIb30Ba-

Hre OJIOKMPOBOYHBIX (DYHKIUI HPUIOXKEeHWA min O0mbymoreku. Eciam Obl mpuiioxkeHnwe
paborajo ¢ 6ubsnoTexoil B oxHoM 1HoTOKe, TO pyHKIMIO C_Initialize HYKHO OBLIO OB
BbI3bIBATH ¢ aprymenToM NULL, kak 310 jgestaercs B OOJIBITUHCTBE TECTOBBIX ITPUMEDOB.

#include "test_common.h"
CK_ULONG user_pin_len;

#ifdef WIN32

DWORD WINAPI

#else

int

#endif
thread_wait_func(void *thid)
{

CK_RV rv;

CK_SLOT_ID SlotId;

fprintf(stderr, "thread wait_func started\n");

while (1) {

fprintf (stderr,

"Call C_WaitForSlotEvent in thread_wait_func:\n"
"waiting for slot events with blocking...\n");

rv = funcs->C_WaitForSlotEvent (0, &SlotId, NULL);

gy,
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fprintf (stderr, "C_WaitForSlotEvent returned 0x%X\n", rv);
switch (rv) {

case CKR_CRYPTOKI_NOT_INITIALIZED:

fprintf (stderr,

"C_Finalize already called "

"or token license error "

"or C_Initialize not called yet\n");
fprintf (stderr, "thread wait_func finished\n");
return rv;

case CKR_OK:

fprintf (stderr,

"The event occured on slot %d. "

"Token removed or inserted\n",

SlotId);

continue;

default:

fprintf(stderr, "Ignore that error...\n");
continue;

}

}

}

int

main(int argc, char *argv[]){
CK_RV rc;

CK_SLOT_INFO sinfo;
CK_FLAGS flags = O0;
CK_ULONG 1i;

CK_UTF8CHAR userpin[80];
#ifdef WIN32

HANDLE wid;

DWORD rv;

#else

pthread_t wid;

#endif

int wthid;

char ¢ = ’\0’;

printf ("C_WaitForSlotEvent test\n");
for (i=1; i<(CK_ULONG)argc; i++) {
if (stremp("-api", argv[i]) == 0) {
++1;
api_path = argvl[il;

} else if (strcmp("-user_pin", argv[i]) == 0) {
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++i;
memcpy (userpin, argv[i], strlen(argv[il));

user_pin = userpin;

user_pin_len = strlen(argv[il);

}

}

fprintf (stderr, "==>> init...\n");

// Use application-supplied multithreading callbacks for locking.
rc = init(api_path, &funcs, pinit_args_app_locking);

if (rc !'= CKR_O0K) {

fprintf (stderr, "==>> init failed\n\n");
return rc;

}

fprintf (stderr, "==>> init Ok\n\n");

rc = get_slot_list(funcs,
&SlotList,
&SlotCount) ;
if (rc !'= CKR_OK) {
printf ("get_slot_list failed, rc = O0x)x\n", rc );
return rc;

¥

fprintf(stderr, "==>> creating thread for C_WaitForSlotEvent\n");
#ifdef WIN32

wid = CreateThread(NULL, O,

(LPTHREAD_START_ROUTINE) thread_wait_func,

(void *)&wthid, O, NULL);

#else

pthread_create(&wid, NULL,

(void* (*) (void *))thread_wait_func, (void *)&wthid);

#endif

// B OCHOBHOM NIOTOKe H306paxaeM IpUKIALHYO paboTy,
// DEeMOHCTpUpPYs TeKyljee COCTOSHHWE CIIOTOB ¥ TOKEHOB.
while (1) {

for (i = 0; i<SlotCount; i++) {

SlotId = SlotList[il];

rc = display_slot_info(funcs, SlotId);
if (rc !'= CKR_OK) {

printf("display slot info failed\n");
goto done;

¥
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rc = funcs->C_GetSlotInfo(i, &sinfo);

if (rc !'= CKR_OK) {

printf ("C_GetSlotInfo failed\n");

goto done;

}

if (sinfo.flags & CKF_TOKEN_PRESENT) {

rc = display_token_info(funcs, SlotId);

if (rc != CKR_OK) {

printf ("display_token_info failed\n");

goto done;

}

}

}

printf ("Press CTRL-C for exit, any other key to continue\n");
#ifndef WIN32

echo (FALSE) ;

¢ = getc(stdin);

echo (TRUE) ;

#else

c = _getch();

#endif

if (¢ == END_OF_TEXT)

{

// Input terminated (Ctrl-C)

break;

}

} // while(1)

done:

// 3mech NpoBepsAeTCHA NPUHYOUTENbHOE 3aBeplleHHe 6IOKUPOBKU
// B bymruumm C_WaitForSlotEvent mpu ¢uHamuzanuu 6uOIMOTEKH.
// ®ymruua C_Finalize mpukassBaeT C_WaitForSlotEvent 3akoHYMTH
// paboTy m caMa He He 3aBEpUUTCH, [I0KA STO He Npou3o#merT.
fprintf (stderr,

"Finalizing library and killing C_WaitForSlotEvent...\n");
funcs->C_Finalize(NULL) ;

#ifdef WIN32

fprintf(stderr, "Waiting for thread_wait_func thread\n");
rv = WaitForSingleObject(wid, INFINITE);

if (rv == WAIT_TIMEOUT) {

fprintf (stderr, "Stop waiting by timeout\n");

} else {

fprintf(stderr, "Waiting thread completed\n");

}
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#else

fprintf(stderr, "Joining thread_wait_func thread\n");
pthread_join(wid, NULL);

wthid = O;

#endif

printf ("C_WaitForSlotEvent test SUCCESS\n");

return CKR_OK;

}

4.4.21 Vlcnonb3oBaHMe HECKONbKUX NOTOKOB

B nporpamme threadmkobj.c mpoussogurcst Ber3oB dpyukimit PKCS#11 us Heckobkux
ITIOTOKOB.

Ob6parure BHUMaHUE, UTO [PU WHUNMAIU3ANAN OUOJIMOTEKH B apryMeHTe (DYHKIUH
C_Initialize(BHyTpH(byHKuHHinH) MIPUJIOYKEHUEM TIepPeIaioTcs ajapeca PyHKINH, Uc-
[TOJIb3YEMBIX B OUOIHOTEKE [1J1s1 OJIOKUPOBKY MOTOKOB. COIJIACHO CTaHIAPTY, JIOIYCKAETCS
HCIIOJIb30BaHne OJIOKUPOBOYHBIX (DYHKIIHI MpUIoKeHus win oubsmorexku. Eciau Ob1 npu-
JiozkeHne pabortasio ¢ 6ubMOTEKo B 0JIHOM 1OTOKe, TO byHKImio C_Initialize Hy»KHO
6b1710 661 BoI3BIBaTEL ¢ aprymenTomM NULL, kak 310 semaercss B OOJBITMHCTBE TECTOBBIX
MIPUIMEPOB.

#include "test_common.h"

// 06beM maMaTH Ha TOKEHEe OrpAHWYeH, [I0STOMy 3aNaBaTh

// 3mechb 6onblme 3HAYEHWS HEe PEKOMEHAYETCH.

#define THREADCNT 3 // xonm4ecTBO HOTOKOB (MakCHUMyM 3aBUCUT OT CHCTEMbI)
#define NUMSESS 2 // konn4ecTBO CecCCHil B IIOTOKe

#define NUMOBJ 5 // MakcuManbHOE KONUYECTBO OBBHEKTOB B CECCHHU

CK_RV

open_session_and_login( CK_SLOT_ID SlotID )
{

CK_FLAGS flags;

CK_SESSION_HANDLE h_session;

CK_RV rc;

CK_BYTE ltrue = TRUE;

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;
rc = funcs->C_OpenSession(
SlotID, flags, NULL, NULL, &h_session )

rc = funcs->C_Login( h_session, CKU_USER,
user_pin, strlen(user_pin) );
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return rc;
}
int create_token_objects( int id, int is )
{
CK_FLAGS flags;
CK_SESSION_HANDLE h_session;
CK_RV rc;
CK_BYTE ltrue = TRUE;
CK_BYTE 1false = FALSE;
CK_OBJECT_CLASS data_class = CKO_DATA;

CK_UTFS8CHAR label[32];
CK_CHAR appl[] = "ls_hwill_library";

CK_BYTE data_valuel]

= "AaBbCcDdEeFfGgHhIiJjKkL1MmNnOoPpQqRrSsTtUuVvWwXxYyZz";
CK_ATTRIBUTE data_attribs[] =

{

{CKA_CLASS,&data_class,sizeof (data_class)},
{CKA_APPLICATION, app,strlen(app)+1},

{CKA_TOKEN, &1true, sizeof (1true)},
{CKA_VALUE, &data_value,sizeof (data_value)},
{CKA_PRIVATE,&lfalse, sizeof (1false)}
};

CK_ATTRIBUTE label_attribs[] =

{

{CKA_LABEL,label, O},

};

CK_OBJECT_HANDLE obj_list [NUMOBJ];
CK_ULONG i=0;

CK_ULONG count = NUMOBJ;

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;

rc = funcs->C_OpenSession(

SlotId, flags, NULL, NULL, &h_session );

if (rc !'= CKR_OK) {

show_error (" C_OpenSession", rc );

goto done;

}

fprintf(stderr, "Thread %d: Session %d opened\n", id, is);

// B Kaxmoll cecCHM Mh BHIIOJHAEM OIlepalliy CO3JAHUL,
// MoIuQUKAIUM ¥ YHUYTOXEHUS CIydalHOTO KONHIeCcTBa
// 0B6bEeKTOB TOKEeHa, 4YTOOH CO3LATh KOHKYPEHTHYW OOCTAHOBKY
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// Mexmy MoTOKaMu.

rc = funcs->C_GenerateRandom(h_session,
(CK_BYTE *)&count, sizeof(count));

if (rc !'= CKR_OK) {

show_error (" C_GenerateRandom", rc );
goto done;

}

count = count % NUMOBJ + 1;

for (i=0; i<count; i++) {

rc = funcs->C_CreateObject( h_session,

data_attribs, sizeof(data_attribs)/sizeof (CK_ATTRIBUTE),
&obj_list[i] );

if (rc !'= CKR_O0K) {

show_error(" C_CreateObject", rc );

goto done;

}

sprintf(label, "data_%d_%d_%d", id, is, i+1);
label_attribs[0] .ulValuelen = strlen(label)+1;

rc = funcs->C_SetAttributeValue( h_session,obj_list[i],
label_attribs, sizeof (label_attribs)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_O0K) {

show_error (" C_SetAttributeValue", rc );

goto done;

}

fprintf (stderr, "Object %s created\n", label);

}

fprintf (stderr,

"Thread %d: %d objects of session %d created\n",

id, count, is);

for (i=0; i<count; i++) {

rc = funcs->C_DestroyObject( h_session, obj_list[i] );
if (rc !'= CKR_OK) {

show_error("  C_DestroyObject", rc );

goto done;

}

sprintf (label, "data_%d_%d_%d", id, is, i+1);
fprintf (stderr, "Object %s destroyed\n", label);
}

fprintf (stderr,

"Thread %d: %d objects of %d destroyed\n",
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id, count, is);

done:

funcs->C_CloseSession( h_session );

fprintf(stderr, "Session %d closed\n", id);

return rc;

}

#ifdef WIN32

DWORD WINAPI

#else

int

#endif
thread_func(void *thid)
{

int i=0;

CK_RV rv = CKR_OK;

int  id = *x(int *)thid;

fprintf(stderr, "thread_func Jd started\n", id);

while(i++ < NUMSESS) A{

fprintf (stderr,
"create_token_objects %d, session
rv = create_token_objects(id, i);
if (rv !'= CKR_OK) {

fprintf (stderr,
"create_token_objects %d, session
id, 1)

break;

3

fprintf (stderr,
"create_token_objects %d, session
id, i);

¥

fprintf (stderr,
return rv;

}

int

main( int argc, char x*argv )

%d\n", id, 1i);

%d failed\n",

%d finished\n",

"thread_func %d finished\n", id);
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{

int i, rc;

#ifdef WIN32

HANDLE id[THREADCNT];
DWORD rv;

#else

pthread_t id[THREADCNT];
#endif

int thid [THREADCNT] ;

for (i=1; i < argc; i++) {

if (strcmp(argv[i], "-api") == 0) {
i++;
api_path = argvl[i];

} else if (strcmp(argv[i], "-user_pin") == 0) {
i++;
user_pin = argv[i];

} else if (strcmp(argv[i], "-h") == 0) {

printf (

"usage: %s [-api <path>][-user_pin <PIN>] [-h]\n\n",
argv[0] );

return O;

}
}

fprintf (stderr, "==>> init...\n");

// Use PKCS#11 library native multithreading locks.

//rc = init(api_path, &funcs, pinit_args_os_locking);

// Use application-supplied multithreading callbacks for locking.
rc = init(api_path, &funcs, pinit_args_app_locking);

if (rc != CKR_OK) {

fprintf(stderr, "==>> init failed\n\n");
return rc;
}
fprintf (stderr, "==>> init Ok\n\n");
fprintf(stderr, "==>> get_slot_list...\n");
rc = get_slot_list(funcs,

&SlotList,

&SlotCount) ;
if (rc != CKR_OK) {
fprintf (stderr,
"==>> get_slot_list failed, rc = O0x%x\n\n", rc );
return rc;
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}
fprintf(stderr, "==>> get_slot_list Ok\n\n");
fprintf(stderr, "==>> find_slot_with_token...\n");
rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId);
if (rc !'= CKR_O0K) {
fprintf (stderr,
"==>> find_slot_with_token failed, rc = Ox¥%x\n\n",
rc );
return rc;
}
fprintf(stderr, "==>> find_slot_with_token Ok\n\n");

rc = open_session_and_login(SlotId);
if (rc !'= CKR_OK) {

fprintf (stderr,

"==>> open_session_and_login failed, rc = Ox¥)x\n\n",
rc );

return rc;

}

fprintf(stderr, "==>> open_session_and_login Ok\n\n");

for (i=0;i<THREADCNT;i++){

thid[i] = i+1;

fprintf (stderr, "Creating thread %d \n", thid[il);
#ifdef WIN32
id[i] = CreateThread(NULL, O,
(LPTHREAD_START_ROUTINE) thread_func,
(void *)&(thid[i]l), O, NULL);
#else

pthread_create(&id[i] ,NULL,

(voidx(*) (void *))thread_func, (void *)&(thid[il));
#endif
}

fprintf(stderr, "Waiting for all application threads\n");
#ifdef WIN32

rv = WaitForMultipleObjects(THREADCNT, id, TRUE, INFINITE);
if (rv == WAIT_TIMEQUT) {

fprintf (stderr, "Stop waiting by timeout\n");

} else {
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fprintf(stderr, "All threads completed\n");

}

#else

for (i=0; i<THREADCNT; i++){

if (thid[i]) {

printf("Joining thread %ld\n", thid[i]);
pthread_join(id[i],NULL);

thid[i] = 0O;

}

}

#endif

fprintf (stderr,

"Finalizing library...\n");
funcs->C_Finalize(NULL);
fprintf (stderr, "SUCCESS\n");
return O;

}
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5.1 Jluuensua gnsa BigDigits

B 6ubimorekax LS HW11 ucnosnb3yercs 6ubimorexa BigDigits [9] kommanun DI Management
Servies Pty Limited B coorBeTcTBHE C IPHUBEIEHHON HUXKE JUICH3UEH.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.2 originally written by David Ireland, copyright (c¢) 2001-11 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-11 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.

5.2 Jlnyensuna gna NSPR

B 6ubmmorexkax LS HWI11 ucnonsayiores cpencrsa NSPR, paspaborannsie B coctase
Open Source npoxykros Mozilla, B coorBercreun ¢ sunensueit MPL [8].
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10.

. Odunnasnpusit caiir OO0 "JIMCCU-Codr". - http://soft.lissi.ru/.

. PKCS#11 v2.30: Cryptographic Token Interface Standard. - RSA Laboratories, 2009.

- http://www.rsa.com/rsalabs/node.asp?id=2133.

Pacmmpenne PKCS#11 s ncroib30BaHus POCCURCKUX KPUITOIPAMDUIECKUX aJIro-
purMoB. - Texuuuecknit komurer 1o crangapruzaiyu (TK 26) "Kpunrorpaduveckas
zamura nabopmarun Mocksa, 2008.

. Nudopmarusa o pazpaborke pacmimpenns PKCS#11 Texuudeckum KOMUTETOM I10

cranpaprusaiuu (TK 26) "Kpunrorpaduueckas samura undopmanuu". - https:
//www.tc26.ru//news.html#100309.

. RFC 4357. V. Popov, 1. Kurepkin, S. Leontiev. Additional Cryptographic Algorithms

for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and GOST R
34.11-94 Algorithms. - CRYPTO-PRO, January 2006. -
http://www.ietf.org/rfc/rfc4357.txt.

RFC 4490. S. Leontiev, Ed., G. Chudov, Ed. Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic
Message Syntax (CMS). - CRYPTO-PRO, May 2006. -
http://tools.ietf.org/html/rfc4490.

Netscape Portable Runtime. -
http://http://www.mozilla.org/projects/nspr/.

NSPR license. -
http://www.mozilla.org/MPL/2.0/.

BigDigits multiple-precision arithmetic source code. -
http://www.di-mgt.com.au/bigdigits.html.

Kpocce-murardopmennast coopounast cucrema CMake. - http://www.cmake. org/.
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