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AHHOTAIMSA

[Tporpammusiii kommiekc LirVPN gns OC Android (ITK "LirVPN-A")- »st0
peamm3anus  nportokosa OpenVPN  wHa mumarpopme Android ¢ wucnonb3oBaHuEM
poccwuiickoit kpunrorpaduu ( 'OCT 28147-89, 'OCT P 34.11-94/TOCT P 34.11-2012,
['OCT P 34.10-2001/TOCT P 34.10-2012 ) u pekomMeHAalUi TEXHUYECKOTO KOMHUTETA 110
crangaptuzanuu «Kpunrorpaduueckas 3ammra napopmanun» (TK 26).
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1. HABHAYEHMUE ITPOI'PAMMBI

[IK «LirVPN-A» - nonHodyHKIHOHaNbHOE pemieHue anst moctpoenus VPN c
UCIOJNIb30BaHueM MpoToKkoyioB SSL/TLS, ¢ moMoIIpi0 KOTOPOTO MOXKHO PEIIUTh HTUPOKUH
Kpyr 3amad 1o obecrneueHuto Oe3omacHoro oOMeHa uH(pOpMauuen, BKIOYas
MOJKJIIOYEHUE YAAJICHHBIX MOJB30BaTeNe K KOPIIOPATUBHON CETH:

CermeHT
3BKC 2

LirVPN Client
LirVPN Client =

MHTEepHer

YL, "NUCCH YL}/ LIC "FoxXCA" ' 2

- ; r'r .Il]']". Radio
=T % Ethernet

Y AQASHHBIA
NoARIDBOATEAR

CerMeHT (= e LirVPN Client
3BKC 1 MOAEM

LirVPN Server

Y ACIASHHBIA
NOAL3CBATEAL

B kauectBe kpunrtorpaguyeckoro smpa IIK  «LirVPN-A» wucnomssyer
cepruduupoBarHoe @Ch Poccuu no kiraccam KC1 u KC2 163U «CK3U «JIMPCCJI».
B kauectBe mpotokona tpancmoptHoro ypoBHs IIK «LirVPN-A» ucnoms3yercs

TCP.
ABTOpHU3aInuys y3JI0B MpoBoauTCA Ha cepTudukarax X509 mo mpotokomy TLS.
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2. VIIPABJIEHUE PABOTOM IIK «LirVPN-A»
2.1. OOmmmue cBeaeHud

Jlnis ynpaBieHus paboToOW MPOrpaMMHOTO KOMIUIEKCA MCTIOIb3yeTCs CIHeIHalbHOES
npunoxeHue «LirVPN-Ax:

LirVPN-A

Puc. 1.

[Tocne 3amycka npusnoxenus «LirVPN-A» oTkpoeTcs riaaBHOE OKHO MTPOTPaMMBI.

L] & 017:56

J LirVPN-A nPOGUNKU HACTPOWKN 0 MPOTPAMME @AOEABMTI: & wmnopr

VPN roCT &

Puc. 2.

kg,
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Jlns ycraHoBieHus: coequHeHusi ¢ ceppepoM VPN HeoO0XoIMMO €03/1aTh HOBYIO
koH(purypauuto. Eciu koHdurypamus Oblia co3fgaHa paHee, TO JOCTATOYHO HaXaTh
KHOTIKY «MIIopT» 11 3arpy3Kku roToBoi KOH(pUrypamuu u3 ¢aina.

2.1.1. Co3nanue HOBOI KOHUTrypauu

JIist co3anrst HOBOM KOH(UTypalui HEOOX0JMMO HaXKaTh KHOMKY «/[o0aBuTh». B
MOSIBUBIIIEMCS] OKHE HEOOXO0IMMO BBECTU MMS HOBOM KOH(UTYpaLIUU.

[o6aButb KOHUrypaLmio

BeeuTe HazBaHWe HOBOW KOHGMrypaLum

Tect

OTMmeHa

loToBo

Puc. 3.

[Tocne 3amanusi uMeHW KoHUTyparuu W Haxatus kHonku «OK» oToOpaszurcs
MEHIO HacTpoek (puc. 4).

B cexmun «OCHOBHBICY 3aJar0TCA CICAYIOMIUC ITIapaMCTPhI:

- HazBanue xondurypanuu;

- Anpec cepepa (agpec yaanennoro cepsepa LirVPN);

- [Topt cepsepa (TCP nopt yaanennoro cepsepa LirVPN);

- CA ceptuduxkar (kopHeBoii ceptudukar Y1I);

- Ceptudukar kimeHTa (cepTuuKaT KIMEeHTa AJI aBTOPU3ALINN );

- Kitou ceptudukara kimenTa (3aKpbIThIN KITI0Y cepTUdUKATA KIUEHTA).

Jns 3amaHus cepTuduKaTa TIOJIB30BATENSI MOXET HCIIONB30BAThCS  CBSI3KA
«Ceprudukar + 3akpbIThli KJIFOY» (puc.4),
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@ Mpaska"VPN FOCT" &y vannure ven

HazeaHue KoHpUrypaumm

VPN IOCT
Anpec cepeepa:
IP-appec 1 DNS
192.168.0.94
Mapmpy‘rusauuﬂ lMNopT cepeepa:
1194

ABTOpU3ayusa/WwmudpoBaHme
¥ CxaTue LZO

PacwmpeHHbie Tun
CkpbiTble napameTpbl LirVPN. 06bl4HO He .
TpedytoTes. CepTudKKaT + 3aKpbiTbii KNloy o
CreHepupoBaHas KOHpUrypauus CA cepmngiwmciy BbiBpaTh..
MokasaTbk CreHepUPOBaHHbIN Gainn [Mmnopruposaro wa: ca.crt]
koHdMrypaLmm LirVPN CHW/C=00000000000,0r PH=0000000000000,MHH=000000000
000,E=info@lissi.ru,CN=TectoBbln KopHeso#
cepruukaT,0=TecToebi KopHeeon ceptudmnkaT,C=RU
CepTudmkaTt KnneHTa s
[MMnopTuposaHo ua: client.crt] leleenizen
CHWNC=00000000000,MHH=000000000000,E=info@lissi.ru,CN=T
ecToBbli KnueHT 2001,0=TecToBbIM KNMeHT 2001,C=RU
Kniou ceptudmkaTta KnnmeHta
BbibpaTthb...

[MmnopTuposaHo ua: client key]

Puc. 4.

60 xkouTeinep PKCS#12 (puc.5):

&y yoanutb ven
HasBaHue KoHdurypaumm
testp12
Appec cepeepa:
IP-agpec u DNS
192.168.0.94
MapLupyTusauus Mopt cepeepa:
1194
AsTopuzauyus/wudpoBaHue
¥ Cxarme LZO
PacwmnpeHHble T
CkpbiTble napametpbl LirVPN. 06bi4HO He .
Tpeﬁymrcq_ daun PKCS#12 4
CreHepupoBaHasa KoHbUrypauus CA cepTRMKaT ) BhrErs,
MokasaTk creHepupoBaHHbIA damnn [Mmnopruposaro us: ca.crt]
KoHbUrypaLMi LIFVPN CHWJ1C=00000000000,01 PH=0000000000000,MHH=000000000
000,E=info@lissi.ru,CN=TecToBblH KopHeson
ceptudmkat,0=Tectosblin KopHeson ceptudukaT,C=RU
PKCS12 daitn
BbiGpathb...

[UMnopTuposaHo ua: client.p12]

Mapons ans PKCS12

(ocTaBkTe NyCcTeiM AN4 3anpoca no TF)P.(’}(}E}GHHIQ)

Puc. 5.
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B cexumm «IP anpec u DNS» 3anarorcs cneayroniye napameTpsl (puc. 6):

fq",
ﬂif Mpaska "VPN FOCT" & voanvre ven

3anpawmuvBaTh NnapamMmeTpbl —
OCHOBHbIe 3anpoc IP-agpeca, MapLUpYTOB U NapaMeTpoB OT )

cepBepa.
IP-agpec u DNS 1P
MapuwpyTuzauus

AeTopuzauus/wudposaHue

PacluvpeHHble

CKpbITble napameTpebl LirVPN. O6b14HO He He ucnonb3oBaTth NMPUBA3KN 7
TpedyroTes. He npuBA3bIBaTLCA K NOKaNbHOMY afipecy U nopry
CreHepupoBaHas KoHbuUrypauus DNS

MokasaTb creHepupoBaHHbIA haun

KoHdurypaumm LirVPN MepeonpenenuTts NnapamMeTpbl DNS oT cepeepa

Wenonbsoeatk ceom DNS cepeep

Puc. 6.

B cexumu «MapuipyTtuzanus» 3a1at0Tcs CaeAyoIe napaMeTpsl (puc. 7):

F’,
g Mpaeka "VPN FOCT" ﬁ YAANUTE VPN

MrHopvpoBaTh NOCkINaeMble MapLLPyThI
OCHOBHb[e MfHDpVIpOEﬂTh MapupyTbl, nocblnaemsbie CE‘DEEDDM,

IP-agpec v DNS He ncnonb3osatb VPN gns nokanbHbIX agpeco

CeTn HanpAMYH AOCTYMHbIE YEPE3 NOKanbHbIM MHTeptelc He C.

6yAYT MapLpyTU3MpoBaHbl Yepe3 VPN. OTKNo4YUTE 3Ty 0Nuuio
MapupyTusauus 4TO6bI HANPaBUTL TpaduK yepes VPN.

IPV4

ABTopu3zauus/wudposaHue

Mcnonb3oBaTe MapLuipyT No-yMONYaHUIO
PaCLI.[VIpeHHbIe MNepeHanpaenaer Beck Tpaduk dyepes VPN
CkpbiTble napametpel LirVPN. O6bIMHO He
TpebytoTes.

Monb3oBaTeNbCKUe MapLUPYThbl

CreHepupoBaHas KoHbUrypauus

MokasaTb creHepupoBaHHbii (ain
KoHburypauuu LirVPN

McknioueHHbie cetn

A Cgcclgch
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B cexuun «ABTopuzainus/mmdpoBaHue» 3a4at0TCs CASAYIONINE TapaMeTph:

& CoxpaHenue..

[gﬁ; Mpaeka "VPN FOCT" & vaanvs ven

Oxwupatb TLS cepTudukaTt oT cepeepa

OCHOBHbIE MNpoBepseT, McnonbayeT N cepeep cepTudukatbl TLS (-
remote-cert-tls server)

IP-agpec u DNS MpoBepka MMeHW XxocTa cepTudukaTa
Mpoeepka DN o6bekTa ynaneHHoro ceptudukara

MapuwpyTusauus

LIN®POBAHUE
PaclmpeHHble
CKpbiTble napameTpbl LirVPN. O6b14HO He
TpebytoTca. ANroput™ WndpoBaHUs

CreHepupoBaHas KoHurypauyus

[NoKasaTk CreHepUpoBaHHbIN dann
KoHburypaumm LirVPN

I'IpOBepKa NnogMMHHOCTKM NAaKETOB

Habop KpunTonapameTpoe

«ANTOPUTM MIUGPOBAHUSDY:

GOST-CFB L

GOST28147

none

OTMeHa

[IpoBepka NOATMHHOCTH ITAKETOB:

GOSTIMITO ®

none

OTMeHa

kg,
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HaGop kpunronapameTpos:

id-Gost28147-89-CryptoPro-A-ParamSet ®
id-tc26-gost-28147-89-param-A

OTmeHa

OTh mapamMeTphl JOHKHBI COOTBETCTBOBAaTH mapamerpam cepepa LirVPN.
ciydae, eciii Bam HeM3BeCTHBI apaMeTphl, TO 00PaTUTECH K aIMUHUCTPATOPY.

B cexuun «PaciipeHHbie» 3a4at0Tcs CAeAyOIUe NapaMeTphbl:

f’j MNpagka "VPN FOCT" &y vaanats ven

CnyyaiHbin npeduke ysna
OCHOBHbIe [o6aensaet 6 cnyyanHblx CUMBONOB NEpPef MMEHEM XOCTa

Paspewats "nnaeawume’ cepeepa
Paspeluunts NakeTbl ayTeHTU(UKaUmMK ¢ noboro |P-appeca

IP-agpec 1 DNS

MapupyTusauyws MOCTOAHHBIN tun

He oTKpbIBaTE fManor, KOrga NpoMcXofuT nepenogKnoyeHue
ABTOpM3aums/windpoBaHue VPN.

MAPAMETPbI NEPENOAKNIOYEHUA

MonbITKX NOAKNHOYEHUs

Five reconnection retries
CreHepupoBaHas KoHduUrypaums CeKyHfl MeXy COeNHEHNAMMN
MokazaTk creHepupoBaHHbIA hann Gs

KoHburypaumm LirVPN

BKJTIOYUTL MOSIb30BATE/IbCKME MAPAMETPbI

BkntoumTb Nnonb3oBaTtenbckue napameTpbl

Mone3oBaTensckre napaMmeTpel. Mcnons3yiiTe ¢
OCTOPOXKHOCTBIO!

kg,

B
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Cekmust «CreHepupoBaHHas KOHQUTYpamus» OTOOpakaeT KOHQPUTYPAIMOHHBIN
(aiisn B TekcTOBOM (popmarte:

n;u:? CreHepuypoBaHas KoHdUrypauus Syvoammbven & oTriPABITD

BYGBSqF
A2QBEWOWMDAWMDAWMDAWMDAWMRYwFAYFKoUDZAMTCzAWMDAWMDAWMD
OCHOBHBIE AwMBAXDTEQ
MTEwWN]EzMTgwMFoXDTE1MTEwNjEzMTgwMFowgbkxCzAJBgNVBAY TAIIVMSswK
QYD
IP-appec n DNS VQQKDCLQotC10YHRGC+0LLRIGC5INCE0LYQUNCTOL3RgiAYMDAXMSswKQYDVQQ
D
DCLQotC10YHRGLC+OLLRIICSINCE0LVQUNCT0L3RgIAYMDAXMRwWwGGYJKoZ IhveN
AQKBFg1pbmZvQGxpc3NpLnJ1MRowGAYIKoUDA4EDAQETDDAWMDAWMDAWMD
AwMDEW
BTOpM3aums/wudpoBaHue MBQGBSqFA2QDEwswMDAWMDAWMDAWMD BjMBwGBigFAwI CEzASBgeghQMCAI
A / QGBSqFA2Q iMBwWGBI CEzASBgeghQMCAIQ
ABgeq
PacluMpeHHble hQMCAh4BAOMABEBSQzFQXegQngBYDILvbVd30rrGBGTH+7QopblFelQRrjoGN1AwW
) 15awv0o+umxhHVmstDM2vt3ydv5UUxy090sqo1 AwTjAMBgNVHRMBATSEAJAAMAS
CkpbITbie napameTpbl LirVPN. 06b14HO He G
TpebyioTeA. ATUdDWQEAwIEsDARBglghkgBhvhCAQEEBAMCBaAwHgYJYIZIAYb4QgENBBEWD3
hj
YSBjZXJ0aWZpY2F0ZTAKBgYghQMCAgMFAANBAKFIRhm/
chDpvWWwJszhfFvppzHx
HmmWLPy6VzrWZpjsu3kKzNRsWRF43zy0NqgkkSbvZ gDQLNfSEK5bT6Fecp3Qk=
—END CERTIFICATE—

MapuwpyTrsaums

</cert>

comp-lzo

params_gost28147 id-Gost28147-89-CryptoPro-A-ParamSet
tls-cipher GOST3410-GOST28147-GOSTIMITO

nobind

cipher GOST-CFB

auth GOSTIMITO

# Use system proxy setting

management-query-proxy

Puc. 10.

2.1.2. Ummopt cymecTBYIOmEeH KOHGUTrypanuu

Jlist uMmmopTa CcymecTByromed KoHpurypanuu u3 (Qaitia HeoOXOauMO HaXKaTh
kHonky «mmopt». [locne naxxarusa Bam Oynet npeioxeHo BeIOpaTh (aii.

& xTaB790CI e, = =
CTHCTICrt ZTUKT

@ HepaBHue

@ 3arpyaku client.key 21 OKT

W client.p12 20 OKT

CeobogHo 10,89 b
XTAB-79 QCI

CeobogHo 8,94 b 21 oKT

([ client_LIR.conf

=

V= ES NpoeogHukK

logsw11_2012.txt 22 oKT
™ nouck KOMaHAbl

[N pkip7 22 ok

D qqqqq.p7s 22 oKT

[% secmod.db.p7 22 okt

[ tunko 22 OKT

kg,
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BriGepute cBoii (paitn koHPUrypayu 1 noATBEPAUTE UMITOPT.

I } =
g Convert Config File X OTME! VIMI'IDP‘I'

TNor umnopra:

WmnopT danna keHburypaumm us ucxogHoro content://com.android.externalstorage. documents/document/2979-15E2%3Aclient_LIR.conf
Opening Mime TYPE: application/octet-stream

3TH napameTpbl 6biK BbIHECEHbI B NOMb30BaTENbCKYHO KOHBUrypaLuuto. MNonb3oBaTenbckan KOHGUrypauus oTobpaxaeTcs Huxe:
params_gost28147 id-Gost28147-89-CryptoPro-A-ParamSet

tls-cipher GOST3410-GOST28147-GOSTIMITO

resolv-retry infinite

keepalive 510

®aiin KOHbUrypaUuW1 yCnelwHo npounTan

2.2. 3amyck

JUisi yCTaHOBKM coequHEeHuss HeoOxonuMo Bo Bkianke «lIpodunu» HaxaTh Ha
COOTBETCTBYIOIIIEE UMSI TPODUIIS:

r""? ; :
i LirVPN-A NPOGUNN HACTPOWMKKW 0 MPOrPAMME @,qns.\amh J. WMMOPT

© () [

[Tocne naxaTtuss Ha UMS TPO(UIS OTKPOETCS OKHO >KypHamna, rae OyaeT
IIOKa3aH MPOLECC COETNHEHMSL:
/\MC%CM
codot
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ﬂ;’fﬁ LirVPN-A XypHan =3HA|:TPDF|KH)KVPHAJ1A &y oumctute o oTrPABMTL

10:40 P:Fri Oct 23 10:40:02 2015 us=392577 TCPv4_CLIENT link remote:
[AF_INET]192.168.0.94:1194

10:40 P:Fri Oct 23 10:40:02 2015 us=392886 MANAGEMENT: >STATE: 1445586002, WAIT,,
10:40 P:Fri Oct 23 10:40:02 2015 us=402456 MANAGEMENT: >STATE:1445586002,AUTH,,
10:40 P:Fri Oct 23 10:40:02 2015 us=402927 TLS: Initial packet from
[AF_INET]192.168.0.94:1194, sid=06835e61 ebffa563

10:40 P:Fri Oct 23 10:40:02 2015 us=574108 VERIFY OK: depth=1, C=RU, O=TecTtoBbi
KopHesoit ceptudukat, CN=Tectoebli KopHesown cepTudumkaT, emailAddress=info@lissi.ru,
INN=000000000000, 0GRN=0000000000000, SNILS=00000000000

10:40 P:Fri Oct 23 10:40:02 2015 us=642235 VERIFY OK: depth=0, C=RU, O=TecToBbil cepeep

BbIrpy)eHo 2001, CN=Tecrosblit cepeep 2001, emailAddress=info@lissi.ru, INN=000000000000,
. SNILS=00000000000
128 blt/S 3v4 KB 10:40 P:Fri Oct 23 10:40:02 2015 us=942751 Data Channel Encrypt: Cipher 'GOST-CFB'
3arpyxeHo initialized with 256 bit key
120 bit/S 3.4 KB 10:40 P:Fri Oct 23 10:40:02 2015 us=942842 Data Channel Encrypt: Using 64 bit message hash
’

'GOSTIMITO' for HMAC authentication

10:40 P:Fri Oct 23 10:40:02 2015 us=942898 Data Channel Decrypt: Cipher 'GOST-CFB'
initialized with 256 bit key

10:40 P:Fri Oct 23 10:40:02 2015 us=942944 Data Channel Decrypt: Using 64 bit message hash
'GOSTIMITO' for HMAC authentication

10:40 P:Fri Oct 23 10:40:02 2015 us=943216 Control Channel: TLSv1, cipher TLSv1/SSLv3
GOST3410-G0OST28147-GOSTIMITO, 512 bit GOSTR3410-2001

10:40 P:Fri Oct 23 10:40:02 2015 us=943345 [Tectosbli cepeep 2001] Peer Connection Initiated
with [AF_INET]192.168.0.94:1194

10:40 P:Fri Oct 23 10:40:04 2015 us=156845 MANAGEMENT:
>STATE:1445586004,GET_CONFIG,,
Cratyc VPN 10:40 P:Fri Oct 23 10:40:05 2015 us=370039 SENT CONTROL [TecTosbiit cepaep 2001]:

MoakMoYeHo 'PUSH_REQUEST' (status=1)

TAAA ALFal Aet AN TALAAAE ARTE e AAAATE REIET L Placalind ;b —

2.3. OcranoB

Jlnsg ocrtaHOoBa HEOOXOAMMO Ha 3KpaHE >KypHaja BbIOpaTh MYyHKT «OTKIIOYHUTH
VPN»:

a M

nﬁuﬁ LirVPN-A XypHan =3HAD‘I'PDVIKH)KYPHN1A ﬁoqunu‘rb <DTI‘IPABVITI:

10:40 P:Fri Oct 23 10:40:02 2015 us=39@m”“n’ VPN )

[AF_INET]192.168.0.94:1194
10:40 P:Fri Oct 23 10:40:02 2015 us=392886. PefakTupoBaHUe napamMeTpoB VPN
10:40 P:Fri Oct 23 10:40:02 2015 us=402456 wirw T TS T
10:40 P:Fri Oct 23 10:40:02 2015 us=402927 TLS: Initial packet from
[AF_INET]192.168.0.94:1194, sid=06835e61 ebffa563

10:40 P:Fri Oct 23 10:40:02 2015 us=574108 VERIFY OK: depth=1, C=RU, O=TecTtoBbiN
KopHeBoit ceprudukat, CN=Tectosblit KopHesoi ceptudmkat, emailAddress=info@lissi.ru,
INN=000000000000, OGRN=0000000000000, SNILS=00000000000

10:40 P:Fri Oct 23 10:40:02 2015 us=642235 VERIFY OK: depth=0, C=RU, O=TecTtoBbii cepeep

Bhbirpy»KeHo 2001, CN=Tecroebii cepeep 2001, emailAddress=info@lissi.ru, INN=000000000000,
. SNILS=00000000000
256 blt/S 3'9 KB 10:40 P:Fri Oct 23 10:40:02 2015 us=942751 Data Channel Encrypt: Cipher 'GOST-CFB'
3arpyxeHo initialized with 256 bit key
0 bit/S 37KB 10:40 P:Fri Oct 23 10:40:02 2015 us=942842 Data Channel Encrypt: Using 64 bit message hash
’

'GOSTIMITQ' for HMAC authentication

10:40 P:Fri Oct 23 10:40:02 2015 us=942898 Data Channel Decrypt: Cipher 'GOST-CFB'
initialized with 256 bit key

10:40 P:Fri Oct 23 10:40:02 2015 us=942944 Data Channel Decrypt: Using 64 bit message hash
'GOSTIMITOQ' for HMAC authentication

10:40 P:Fri Oct 23 10:40:02 2015 us=943216 Control Channel: TLSv1, cipher TLSv1/SSLv3
GOST3410-G0ST28147-GOSTIMITO, 512 bit GOSTR3410-2001

10:40 P:Fri Oct 23 10:40:02 2015 us=943345 [TecToeblin cepeep 2001] Peer Connection Initiated
with [AF_INET]192.168.0.94:1194

10:40 P:Fri Oct 23 10:40:04 2015 us=156845 MANAGEMENT:
>STATE:1445586004,GET_CONFIG,,

Cratyc VPN 10:40 P:Fri Oct 23 10:40:05 2015 us=370039 SENT CONTROL [TecTosbiit cepsep 2001]:
MoaKoUeHo 'PUSH_REQUEST' (status=1)

TALAR Ll Aas AR TALARLAE AATE e AAAATE RIS L Panabiad amdan (—

IlepeiTn B KypHan 3KpaHa BCErAa MOKHO 4Yepe3 IaHeNb YBEAOMJICHUM, HA)KaB Ha
COOTBETCTBYIOILIEE YBEIOMIICHHE:

A Cgccug{ch
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100 (+49) KeHHbIM 0.0°C

o]

2.4. OmnpenesieHne TEKyEro COCTOSTHUSA

Teky1iee cocTosiHUE COEAMHEHUS OTOOPaKAETCS B ITAHEIH YBEIOMIICHHIA

-‘ 043 NT, 23 OKTABPS

100 YKeHHbIM 0.0°C

kg,
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2.5. O0mme HACTPOKH

B o6mux Hactpoiikax I1K «LirVPN-A» 3agatorcs cieayroolye napaMeTpsl:

“E? LirVPN-A nPo®UNK HACTPOMKW 0 NPOrPAMME

NOBEAEHME NPUNOXEHUA

lMokasaTb OKHO JKypHana
[MokasblBaeT OKHO XYpHana npy NogKNkoYeHun. OKHO XXypHana BCeraa MOoXeT BbiTk OCTYNHO U3 NaHenu
YBEeLOMIEHUN.

I'Iepenonkmoqenue nocne nepesarpysku
LirVPN 6yaeT nepenoAKno4aTbCs, eCi OH Gbil aKTUBEH B MOMEHT BbIKJIOUEHUA/ NepesarpysKi.

NOBEOEHUE VPN

Mcnonb3oBaTb NpOoKCcKu-cepeep CUCTEMbI 7
Wenonb3oeaTh cMCTEMHYIO KOHGUrypauuio npoken HTTP/HTTPS ansa coefinHeHus.

I'Iepeﬂo,quoqeﬂne npMv USMeHeHUK CeTH
BrnoueHue aToro NnapaMeTpa 3acTaBUT NEPENOAKIOYATHLCS, ECNM COCTOSHUE MHTEPHET coefuHeHusa (WIFI)
W3MEHUTCA

MpuoctaHoBUTb VPN-coeMHEHUE NPU BbIKNKYEHHOM 3KpaHe
VPN-coefiuHeHWe NpUOCTaHaBNMBAETCA, CAW 3KPaH BbIKNOYEH U 06beM faHHbix MeHblue 64kb 3a 60cek.
Ecnu BknoyeHa onuma "Yaepxanue coeguHedus’, VPN-coeguHeHne ByLeT NOCTOAHHO aKkTUEHbIM. bes aToro
rnapameTpa OHO GYAET NPUOCTAHABAMBATLCA NPY 3TUX YCNOBUAX..

ke,



